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Release Notes

Before you install AmpCon-Campus 2.3.x or upgrade AmpCon-Campus to 2.3.x, click the
following child topics to get a quick overview of what is added, improved, changed, or fixed
in AmpCon-Campus 2.3.x:

e AmpCon-Campus 2.3.0 Release Notes
¢ AmpCon-Campus 2.3.1 Release Notes



AmpCon-Campus 2.3.0 Release Notes

Before installing or upgrading to AmpCon-Campus 2.3.0, read this topic to learn about new

features and improvements in this release.

New Features
FSOS Switch Monitoring

Overlay Configuration
Switch Template
Wireless Network Management

Improvements
Alerting

License Management
PicOS Upgrading
Site Management
Switch Management
Telemetry Data
Terminal Monitoring
New Changes
Deploying Switches
Navigation Bar
Supported PicOS Switch List and PicOS Versions

New Features

The following features are added to AmpCon-Campus 2.3.0:

FSOS Switch Monitoring

In addition to managing PicOS switches, AmpCon-Campus supports importing FSOS
switches through SNMP. You can monitor these imported FSOS switches with AmpCon-

Campus. For more information, see Importing FSOS Switches.

Overlay Configuration

AmpCon-Campus provides an “Overlay Service Activation” page for managing overlay
configurations, including VRF, VNI, and DHCP relay configurations. For more information, see

Provisioning Overlay Services.

Switch Template

AmpCon-Campus adds the switch template feature, making it easy to apply the same
settings to switches across your sites. You can configure switches by adding a switch
configuration template and applying it to switches in one or multiple sites. For more

information, see Switch Templates.

Wireless Network Management

AmpCon-Campus supports managing wireless networks and access points (APs), providing

flexible, and secure network management through enhanced wireless configuration,



advanced radio frequency optimization, and robust management capabilities.

By using AmpCon-Campus, you can deploy, maintain, and monitor wireless networks more

efficiently. For more information, see Managing_Wireless Networks.

Improvements

The following improvements are added to AmpCon-Campus 2.3.0:

Alerting

The following functions are added to the alerting feature:

- On the “Alert List” page, you can filter alerts by using the filter icon in the Last Time,
Switch SN, or Type column.

« You can mark multiple or all unread alerts as read by using the Mark Selected as Read

button.

For more information, see Checking the Alert List.

License Management
The following functions are added to the AmpCon-Campus license management feature:
« You can automatically import AmpCon-Campus licenses for quick switch activation,

eliminating the need for complex manual processes. For more information, see Importing_

Licenses for Deployed Switches.

« You can convert a trial license to one or multiple standard licenses automatically. For more

information, see Converting a Trial License to Standard Licenses.

. Within 14 days before a standard AmpCon-Campus license expires, when you log in to the
AmpCon-Campus UI, you will see the notification message “License ID: xx Some of the
licenses are about to expire. If you wish to continue using this device, please renew the

license. You can view the relevant information through the “License Alert” function.”
PicOS Upgrading
The following functions are added to the PicOS upgrading feature:

. Before you upgrade, you can check the release notes of the PicOS image to which you
want to upgrade. For more information, see Checking PicOS Release Notes.

« You can set the PicOS upgrade time for off-peak upgrade. For more information, see

Upgrade Procedure.

« You can check all upgrade tasks, cancel a running upgrade task, edit an upgrade task,
check upgrade task logs, and delete upgrade tasks. For more information, see Managing_
Upgrade Tasks.



Site Management
The following functions are added to the site management feature:

. After you remove switches from any other sites, these switches are added to the site
named default automatically.
. After you upgrade AmpCon-Campus to 2.3.0, the switches that didn’t belong to any sites

previously are added to the site named default automatically.

For more information, see Managing_Sites.

Switch Management
The following functions are added to the switch management feature:

. On the “Switches” page, you can modify switch hostnames manually. For more

information, see Modifying Switch Hostnames Manually.

- The “Switches” page contains a new column, VPN IP, which means the IP address of the
VPN tunnel established between the switch and AmpCon-Campus. For more information,

see Viewing the Switch List.

Telemetry Data

MLAG and PoE telemetry metrics are added to the detail page of each managed switch. For

more information, see Telemetry Data of a Switch.

Terminal Monitoring

The following functions are added to the terminal monitoring feature:

. For terminal devices connected to each managed switch, the following information can be
automatically identified by AmpCon-Campus:
o IP Address: The dynamic IP address of a terminal device.
o Port: The switch port used to connect to a terminal device.

- You can manually enter the terminal type and static IP address when you add or edit a

terminal device.

For more information, see Terminals.

New Changes

The following changes are added to AmpCon-Campus 2.3.0:

Deploying Switches

The process of deploying switches is changed. After you provision new switches with ZTP
and before you stage these new switches, you must import AmpCon-Campus licenses into
AmpCon-Campus to ensure each switch is allowed to be managed. For more information,

see Provisioning New Switches through ZTP.
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Navigation Bar

The layout and wording of the AmpCon-Campus navigation bar are changed.

Supported PicOS Switch List and PicOS Versions

The supported PicOS switch list and the recommended PicOS versions are updated. For

more information, see Supported PicOS Switches.
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AmpCon-Campus 2.3.1 Release Notes

Before installing or upgrading to AmpCon-Campus 2.3.1, read this topic to learn about new
features and improvements in this release.
New Features
Supported PicOS Switches

Supported FSOS Switches

Improvements
Switch Monitoring

Wireless Configurations

New Features

Supported PicOS Switches

AmpCon-Campus 2.3.1 supports the following PicOS switch models: S5570-48X, S5590-
64C, S5440-24T, S8520-32D, and S8510-24CD.

PicOS 4.7.5E is recommended for S5570-48X and S5590-64C switches.
PicOS 4.7.3E is recommended for S5440-24T switches.
PicOS 4.5.4E is recommended for S8520-32D switches.
PicOS 4.5.5.1is recommended for S8510-24CD switches

For more information, see Supported PicOS Switches.

Supported FSOS Switches

AmpCon-Campus 2.3.1 supports TSN3220-10S-U switches.

For more information, see Supported FSOS Switches.

Improvements

Switch Monitoring

The switch picture in the Device Information section of each switch page is updated.

Wireless Configurations
« When you configure SSID configurations:

o The MPSK, Key Caching, and FT Roaming functions are not supported when APs
operate in NAT (Router) mode. AmpCon-Campus 2.3.1 automatically disables MPSK, Key
Caching, and FT Roaming when you enable AP Assign IP.

o Captive Portal and MPSK are mutually exclusive. AmpCon-Campus 2.3.1 automatically

disables the other when you enable one.
« When you configure advanced wireless configurations:
o Each service can’t use the HTTP port 0. AmpCon-Campus 2.3.1 adds the port restriction.

12



o Different services (SSH, HTTP, Log, and RTTY) can’t use the same port number.

AmpCon-Campus 2.3.1 adds the port restriction.
« When you configure MPSK profiles:

o To make labels clearer, the Name column is updated to Profile Name and the Create
button is updated to Create Access Credential in the MPSK tab of the “Wireless
Profiles” page. Besides, the Name field is changed to Profile Name in the Create MPSK
Profile and Edit MPSK Profile pop-up windows.

- To facilitate user management in wireless Multi-Dwelling Unit (MDU) scenarios, a new
Name field is added to the Create Access Credential and Edit Access Credential pop-
up windows. Meanwhile, the valid VLAN ID range is adjusted to 2-4048.

« When you enter a MAC address, AmpCon-Campus will automatically insert a colon after
every two characters, optimizing MAC address input convenience.
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Overview

AmpCon-Campus is a multivendor automation solution that empowers you to deploy,
manage, and monitor wired and wireless campus networks. AmpCon-Campus simplifies,
automates, and transforms campus network operations from Day O through Day 2+.
Product Overview
Highlights

Features and Benefits
Platform Features

Deployment Features
Management Features
Monitoring and Visibility Features

Integration Features

Product Overview

In the current digital transformation era, networks play an extremely important role in
business success of an organization, and experiencing downtime for human errors or other

factors is unacceptable.

However, network operations and management is becoming more and more complicated,
diverse, and distributed with multiple configuration sites, different monitoring tools, and large
amounts of network devices and data. In addition, manual operations of networks often leads
to human errors, security holes, outdated automation scripts, and undocumented
configuration changes, increasing the downtime risk. Users demand a network management

platform to resolve these challenges.

AmpCon-Campus is an automated and unified network management platform that can
enhance operational reliability and efficiency and network visualization, powering business

success of organizations.

Figure 1. AmpCon-Campus Unifies and Automates Network Operations, Powering

Business Success
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AmpCon-Campus helps users automate the following network operations from Day 0
through Day 2+:

. Deploy: Simplify PicOS switch deployment through Zero-Touch Provisioning (ZTP), and
automate deployment of wired physical networks (MLAG fabrics or IP Clos fabrics) and
wireless networks. covering different requirements of small, medium-sized, and large-

scale campus networks.

AmpCon-Campus covers different requirements of small, medium-sized, and large-scale
campus networks, helps users deploy campus networks quickly, and reduces the time to

service from weeks to just hours.

. Configure: Leverage a centralized user interface to push template-based configurations to
PicOS switches and wireless access points (APs) across multiple sites, minimizing errors
and simplifying configuration processes. Users can restore a PicOS switch to a stable
backup configuration, decreasing the downtime and ensuring network reliability.

. Manage: Streamline lifecycle management of wired and wireless networks and devices
(PicOS switches and APs), and integrate with the open-source automation tool Ansible to
enhance network and device management automation, helping users increase network
management efficiency and focus on more strategic tasks.

 Monitor: Provide a unified view and real-time monitoring data of wired and wireless
networks, PicOS switches, FSOS switches, and APs, helping users eliminate the time of
juggling multiple monitoring tools and gain comprehensive network insights.

Highlights

. Continuous Day O to Day 2+ Operational Automation
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AmpCon-Campus provides powerful features to automate wired and wireless network
operations from Day O through Day 2+, helping users accelerate network operations in
every phrase, eliminate the downtime risk, and move to more automated network
management.

. Powerful Wireless Network Deployment and Management

AmpCon-Campus supports deploying and managing wireless networks and access points
(APs), providing flexible and secure network management through enhanced wireless
configuration, advanced radio frequency optimization, and robust management

capabilities. Users can deploy, maintain, and monitor wireless networks more efficiently.
Flexible Wired Network Deployment and Management

AmpCon-Campus offers flexible wired physical network deployment options to meet
different networking requirements. Users can design and deploy MLAG campus fabrics for
small or mid-size campus networks or IP Clos campus fabrics for large-scale campus
networks, eliminating the complex campus networking configurations during the fabric
design, deployment, and management processes.

Automated PicOS Switch Deployment and Management

AmpCon-Campus makes it easy to deploy, configure, and manage a large number of
PicOS switches. Users can manage the lifecycle of PicOS switches more efficiently,
preventing human errors and decreasing operational costs.

Multi-Dimensional FSOS Switch Monitoring

AmpCon-Campus uses Simple Network Management Protocol (SNMP) to monitor the
status, performance metrics, and other statistics of FSOS switches. You can import FSOS
switches to AmpCon-Campus and then monitor FSOS switches in the AmpCon-Campus
UL

Enhanced Terminal Device Monitoring

AmpCon-Campus supports automatically identifying terminal devices connected to each
managed PicOS switch and manually adding terminal devices. Users can accurately and
securely identify terminal devices in your network and thus facilitate refined monitoring of
terminal devices.

Powerful, Agentless Automation with Ansible Playbooks

AmpCon-Campus integrates with the open-source automation tool Ansible. Users can
automate virtually any task by writing and running Ansible playbooks in the AmpCon-

Campus user interface, greatly enhancing network and device management automation.

Visual Management with Topology Auto-Discovery

16



AmpCon-Campus supports automatic discovery of topologies to help users automatically
identify and visualize the network structure. Users can check a topology and drill down
into an individual PicOS switch, right to the port level, to check port stats, overall health of

the switch, connected terminal devices, and more.
. Telemetry Visualization to Optimize Network Performance

AmpCon-Campus displays real-time and historical telemetry data such as performance
monitoring metrics, giving users comprehensive visibility with a time-series view and

helping users gain insights for quick decisions and network adjustments.

. Fault Alerts via Visual Interface and Email Notifications

AmpCon-Campus displays real-time and historical alerts by analyzing telemetry data and
sends alert notifications through emails, helping users find problems quickly and prevent

incident escalation.
. Virtual Pre-Configuration with PicOS-V Integration

AmpCon-Campus supports integration with PicOS-V. Users can push configurations to
PicOS-V to verify the configurations first, and then push these verified configurations to

PicOS switches, avoiding network issues due to wrong configurations.

Features and Benefits

Platform Features

The following features are related to the AmpCon-Campus platform itself:

Table 1. Platform Features

Feature Benefit Reference Link

Unified Platform  AmpCon-Campus is a unified « No reference link
platform that automates wired and
wireless network operations from Day
0 through Day 2+, delivers
comprehensive network visibility,
automation, and operational
simplicity, and eliminates the

complexity of juggling multiple tools.

Platform AmpCon-Campus offers flexible - Platform Installation Workflow
Deployment platform deployment options: « Installing the AmpCon-
- For organizations seeking Campus Server

virtualization flexibility, AmpCon-

Campus can be installed on a

17



User Experience

AmpCon-
Campus License
Import and

Management

Role-Based

Access Control

virtual machine (VMware ESXi 6.7,
7.0, 8.0, QEMU / KVM for Ubuntu
22.04 LTS, or Oracle VirtualBox),
enabling deployment on existing
virtual infrastructure without the

need for dedicated hardware.

« For organizations without virtual
infrastructure, AmpCon-Campus
can be installed on a physical
machine based on Ubuntu 22.04
with Docker installed.

AmpCon-Campus features a modern,
intuitive, user-friendly user interface
(UI) for managing campus networks
and devices, providing you unified
and consistent experience across the

whole network operation process.

You can import a new or updated
AmpCon-Campus license to manage
PicOS switches, view all imported
AmpCon-Campus licenses, convert a
trial AmpCon-Campus license to a
standard AmpCon-Campus license,
invalidate the AmpCon-Campus
license on a switch to release the
license, or check license-related logs

and alerts.

AmpCon-Campus supports Role-
Based Access Control (RBAC), which
is used to permit individual users to
perform specific actions and get
visibility to an access scope. Each
user is assigned to a specific role with

associated permissions.

RBAC in AmpCon-Campus ensures
secure, segmented, and efficient
management of network operations

and helps organizations enforce

18
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System Overview

Backup and
Restore

Encryption Key
for Sensitive Data

Encryption

Deployment Features

compliance, reduce risk, and

streamline collaboration.

You can check the overall status of « System Overview

the AmpCon-Campus server, such as
CPU, memory, and hard disk usage of

the AmpCon-Campus00 server.

AmpCon-Campus provides the « Backing Up and Restoring the

platform backup and restore feature AmpCon-Campus Database

as a critical safeguard for maintaining
resilience and operational continuity

of the management platform.

In the event of a failure or disaster-
recovery scenario, you can quickly
restore the AmpCon-Campus
database securely to a known good

state with minimal downtime.

AmpCon-Campus uses an encryption « Updating the Encryption Key

key to encrypt sensitive data in the for Sensitive Data Encryption

AmpCon-Campus database, ensuring

sensitive data security.

The following features are used to deploy wired and wireless campus networks and PicOS

switches:

Table 2. Deployment Features

Feature

Deploying PicOS
Switches

Benefit Reference Link
You can deploy PicOS switches « Deploying PicOS Switches
through ZTP, simplifying the switch through ZTP

deployment and reducing manual

operations.

After you plug in and reboot a switch,
DHCP automatically provides the
switch with an IP address and the
address of a provision shell script
that is obtained from the AmpCon-
Campus server. Then, the switch
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Deploying
Physical

Networks

Deploying
Wireless

Networks

Management Features

automatically runs the shell script to
complete the ZTP deployment:

« A white-box switch runs the shell
script to download a PicOS image,
install PicOS and its license,
register with the AmpCon-Campus
server, update switch
configurations, and reboot the
switch.

+ An integrated hardware and
software switch runs the shell
script to register with the AmpCon-
Campus server, update switch
configurations, and reboot the

switch.

You can design and deploy MLAG
campus fabrics for small or mid-size
campus networks or IP Clos campus
fabrics for large-scale campus
networks, eliminating complex

campus networking configurations.

You can deploy wireless networks
through ZTP, accelerating wireless

network deployment.

Add wireless access points (APs) to
AmpCon-Campus first, and then
configure the APs in the AmpCon-
Campus UL. After you plug in and
power on the added APs, the ZTP
process will start. The APs will
connect with AmpCon-Campus and
retrieve configurations without

manual intervention.

» Designing_Campus Fabrics

« Deploying Wireless Networks

The following features are used to manage campus networks and devices:

Table 3. Configuration and Management Features

20



Feature

Managing Wired
and Wireless

Networks

Importing PicOS

Switches

Managing PicOS
Switches

Benefit

You can manage wired and wireless
networks efficiently through robust

management capabilities, providing
streamlined and secure network

management.

If switches have PicOS installed, you

can import them to AmpCon-Campus

directly for management.

You can manage the lifecycle of
PicOS switches to reduce the
complexity and workload of switch
management while improving
efficiency:

« Apply standardized and consistent

configurations to switches through

switch templates.

« Push customized configurations to

switches through configuration
templates.

- Back up and restore switch
configurations for disaster
recovery.

- Compare configurations on the
same or different switches for
troubleshooting or auditing.

« Check the switch inventory and
telemetry data of each switch.

« Upgrade PicOS on a single switch
or on multiple switches at scale.

« Use Returning Merchandise
Authorization (RMA) to replace a
switch with another switch of the
same switch model.

« Decommission (DECOM) a

deployed switch to clear the
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Accessing
Devices through
SSH Sessions

configurations pushed by AmpCon-
Campus from the switch.

« Remove a switch from the
AmpCon-Campus database and
the AmpCon-Campus UL

« Check or update PicOS licenses

with the latest support entitlements.

You can connect to a device (such as
a switch or terminal device) from the
AmpCon-Campus UI by creating an

SSH session.

AmpCon-Campus improves device
access flexibility and security by
supporting two types of
authentication: password and SSH

keys.

Monitoring and Visibility Features

« Accessing_ Devices through
SSH Sessions

The following features are used to monitor and visualize campus networks and devices:

Table 4. Monitoring and Visibility Features

Feature

FSOS Switches

Switch

Overview

Telemetry Data

Benefit

You can import FSOS switches to
AmpCon-Campus through Simple
Network Management Protocol (SNMP)
to monitor FSOS switches for
performance analysis and fault

diagnosis.

You can check the overall status of

managed PicOS switches.

You can check real-time or historical
telemetry data to monitor operational
state of PicOS switches, gaining
detailed insights into network

performance and device health.
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Terminal

Topology

Alerts

Integration Features

AmpCon-Campus supports both « Terminals
automatically identifying terminal

devices connected to each managed

PicOS switch and manually adding

terminal devices.

You can accurately and securely
monitor terminal devices in your
network and thus facilitate refined

management of terminal devices.

You can check the network structure in ~ « Topology
real-time or historical topologies and

drill down into an individual PicOS

switch, right to the port level, to check

port stats, overall health of the switch,

connected Linux servers, and more.

AmpCon-Campus issues an immediate  « Alerts
alert when a failure or performance shift
is detected, helping you diagnose root

causes and resolve problems quickly.

You can use this feature to achieve the

following goals:

- View different levels and types of
alerts in the AmpCon-Campus UI.

+ Receive real-time email alert
notifications if you need to be notified

immediately.

The following features are used to integrate with other tools:

Table 5. Integration Features

Feature

Ansible

Integration

Benefit

AmpCon-Campus integrates with the
open-source automation tool Ansible to
automate virtually any task. See the
following use cases:
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Syslog Server
Integration

TACACS+

Integration

Eliminate repetition and simplify

workflows.

« Automate complex deployment.

Perform zero-downtime configurations.

Manage and maintain configurations.

AmpCon-Campus supports forwarding « Forwarding Logs to External

system logs to external Syslog servers Syslog_Servers
like Splunk. In this way, you can view and
analyze AmpCon-Campus system logs

more conveniently.

AmpCon-Campus supports integrating « Configuring TACACS+

with the Terminal Access Controller Authentication and
Access Control System (TACACS+) Authorization

server to do authentication and
authorization for the AmpCon-Campus

login users.
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Quick Start

The following topics provide quick start guides for AmpCon-Campus, detailing the workflows
of AmpCon-Campus server installation, FSOS switch importing, PicOS switch onboarding,
template-based switch configuration, campus network deployment (wireless and wired), and

Ansible Automation.

o Platform Installation Workflow

e FSOS Switch Importing Workflow

e PicOS Switch Onboarding Workflow

e PicOS Switch Configuration Workflow

o Wireless Network Deployment Workflow
» Wired Network Deployment Workflow

o Ansible Automation Workflow
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Platform Installation Workflow

To use powerful features of AmpCon-Campus, you need to install the AmpCon-Campus

server on a virtual machine or physical machine.

This guide provides a comprehensive overview of AmpCon-Campus server installation

procedures.

Prerequisites

Installing on a Virtual Machine
Installing on a Physical Machine
What to Do Next

Prerequisites

If you want to install the AmpCon-Campus server on a physical machine, ensure that the

physical machine meets the following requirements:

© NOTE

To install the AmpCon-Campus server on a virtual machine, ensure that the hypervisor has
the following resources (CPU, memory, and hard disk) to be allocated when you import the

AmpCon-Campus server image to the hypervisor.

Table 1. Machine Requirements

Resource Requirement
CPU Clock speed: 2.0 GHz or faster

Number of cores: At least 4 CPU cores

Memory At least 16 GB
Hard Disk At least 512 GB
Operating System Ubuntu 22.04 LTS (X86 architecture) with Docker

Whether you want to install the AmpCon-Campus server on a physical machine or virtual
machine, if a firewall is used, configure the firewall properly to allow the following network

access:

Table 2. Network Requirements

TCP/UDP Port Protocol

TCP 80 HTTP
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TCP 443 HTTPS

UDP 69 TFTP
uUbP 80 OpenVPN
© NOTEs

« On AmpCon-Campus, each managed switch has two IP addresses: Mgmt IP and VPN IP.

o Mgmt IP is the management IP address of a switch. Mgmt IP is used to connect to the

AmpCon-Campus server during the switch onboarding process.

o However, Mgmt IP might be changed. To ensure uninterrupted connection between the
AmpCon-Campus server and a switch after Mgmt IP is changed, OpenVPN is
introduced to AmpCon-Campus.

o OpenVPN is an open-source virtual private network (VPN) solution designed to create

secure, encrypted communication tunnels over networks.

After a switch is onboarded to AmpCon-Campus successfully, a VPN tunnel between
the AmpCon-Campus server and the switch is established, and a VPN IP, the IP
address of the VPN tunnel, is assigned to the switch. Later, the AmpCon-Campus server

and the switch will communicate through the VPN tunnel.

« The AmpCon-Campus server also functions as the OpenVPN server, and its OpenVPN IP
address is 10.8.0.1. The default subnet for OpenVPN is 10.8.0.0/20.

If the default subnet has conflicts with your network, AmpCon-Campus can’t work well.

Contact the FS support team to resolve this issue.

Installing on a Virtual Machine

To install the AmpCon-Campus server on a virtual machine, complete the following tasks:

Table 3. Tasks for Installation on Virtual Machines

Task Description
Preparing a Hypervisor  Prepare the hypervisor used to create the virtual machine. The
following hypervisors are supported:

« VMware ESXi 6.7, 7.0, or 8.0
« QEMU for Ubuntu 22.04 LTS
« KVM for Ubuntu 22.04 LTS

. Oracle VirtualBox
© NoTE
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Downloading the
AmpCon-Campus

Server Image

Importing the AmpCon-

Campus Server Image

Modifying the Network

Interface Configuration

The AmpCon-Campus server installed on Oracle VirtualBox

can be used for lab purposes only.

1. Download the compressed AmpCon-Campus server image by

going to the ES AmpCon-Campus website and locating the

image related to the hypervisor and the AmpCon-Campus
version.
2. Put the compressed AmpCon-Campus server image to the

machine where the hypervisor exists, and then unzip the image.

1. Import the unzipped AmpCon-Campus server image to the

hypervisor.

For different hypervisors, the steps of importing the AmpCon-
Campus server image are different. To check detailed importing
steps on each hypervisor, see Installing.on VMware ESXi,
Installing on QEMU or KVM, and Installing_on VirtualBox for

Lab Only.

2. Wait for the importing process to finish. Once completed, the
virtual machine is successfully created, and the AmpCon-

Campus server is installed.

The AmpCon-Campus server is installed in the
/usr/share/automation/server directory. Currently, you can’t

customize the installation directory.

1. Start the virtual machine.
2. Log in to the virtual machine with the default username (pica8)
and password (pica8).

3. Open the file named 00-installer-config.yaml by running the

sudo vi /etc/netplan/00-installer-config.yaml command.

4.In the 00-installer-config.yaml file, modify the IP address with

the real IP address of the virtual machine as follows:

The Network Interface Card (NIC) name in the 00-installer-
config.yaml file might not match the real NIC name of the

virtual machine. Therefore, you must check the real NIC name
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of the virtual machine first by using the command ip addr show
and then update the NIC name in the 00-installer-config.yaml

file.

5. Apply the network interface configuration by running the sudo

netplan apply command.

Starting the AmpCon- 1. Go to the AmpCon-Campus installation directory by running

Campus Server the cd /usr/share/automation/server command.

2. Start the AmpCon-Campus server by running the sudo

./start.sh command.

Installing on a Physical Machine

To install the AmpCon-Campus server on a physical machine (Ubuntu 22.04 LTS with Docker
installed), complete the following tasks:

Table 4. Tasks for Installation on Physical Machines

Task Description

Preparing a Physical Prepare a physical machine based on Ubuntu 22.04 LTS with
Machine Docker installed.

Downloading and 1. Download the compressed AmpCon-Campus server
Unzipping the AmpCon- installation package by going to the FS AmpCon-Campus
Campus Server website and locating the package related to the AmpCon-
Installation Package Campus version.

2. Put the AmpCon-Campus server installation package to the
prepared physical machine, and then extract the package by
running the unzip <package_file_name>.zip command. A

.tar.gz file is generated in the current directory.

Extract the generated .tar.gz file by running the tar -zxvf
<extracted_tar_file_name>.tar.gz command. A directory is

generated with AmpCon-Campus server installation files.

© NOTEs

« Replace <package_file_name> in the command with the
name of the AmpCon-Campus server installation
package.

+ Replace <extracted_tar_file_name> in the command with

the extracted .tar.gz file name.
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Modifying the Network 1. On the physical machine, open the file named 00O-installer-
Interface Configuration config.yaml by running the sudo vi /etc/netplan/00-installer-

config.yaml command.

2. In the 00-installer-config.yaml file, modify the IP address with

the real IP address of the physical machine.

3. Apply the network interface configuration by running the sudo

netplan apply command.

Starting the AmpCon- 1. Go to the directory where the unzipped AmpCon-Campus
Campus Server server installation files exist.
2. Install the AmpCon-Campus server by running the sudo
.Jinstall_or_upgrade.sh command.
3. Wait for the installation process to finish. Once completed, the

AmpCon-Campus server is installed and started.

The AmpCon-Campus server is installed in the
/usr/share/automation/server directory. Currently, you can’t

customize the installation directory.

What to Do Next

After you install the AmpCon-Campus server, check the following tasks. These tasks are not

mandatory and can be used only when needed.

Table 5. Post-Installation Tasks

Task Description

Configuring for Multi-NIC If multiple NICs are added to the virtual machine or physical

Deployment machine, you must specify the NIC IP address used by the
AmpCon-Campus server to establish connections with
managed switches, in the configuration file

(/usr/share/automation/server/.env).

Otherwise, the connections between the AmpCon-Campus

server and managed switches might fail. For more
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Stopping the AmpCon-

Campus Server

Uninstalling the AmpCon-

Campus Server

Logging In to the AmpCon-
Campus UI

information, see Multi-NIC Deployment for Switch

Connectivity

To stop the AmpCon-Campus server, follow the steps:

1. Go to the AmpCon-Campus installation directory by running
the cd /usr/share/automation/server command.
2. Stop the AmpCon-Campus server by running the sudo

./stop.sh command.

To uninstall the AmpCon-Campus server, follow the steps:

1. Go to the AmpCon-Campus installation directory by running
the cd /usr/share/automation/server command.

2. Stop the AmpCon-Campus server by running the sudo
./stop.sh command.

3. Clear the files in the server directory by running the sudo

rm -rf /usr/share/automation/server command.

The first time you log in to the AmpCon-Campus UI, use the
default username admin and password admin. For more

information, see Working with the User Interface.

® NOTESs

« The user admin is a built-in account of the
SuperAdmin role. It has all operation permissions on
AmpCon-Campus. For security purposes, change the
password upon the first login, update it periodically,
and keep it secure. For how to update the password,

see User Self-Management.

- You can add other user accounts and enable limited
access for the personnel who are working with you.

For more information, see Managing_User Access.
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FSOS Switch Importing Workflow

AmpCon-Campus supports monitoring FSOS switches and doesn’t support managing FSOS

switches. To monitor FSOS switches with AmpCon-Campus, you need to import these

switches to AmpCon-Campus through Simple Network Management Protocol (SNMP).

This guide provides a comprehensive overview of FSOS switch import procedures.

Prerequisites

Procedure

What to Do Next

Prerequisites

Before you import FSOS switches, ensure that the following prerequisite tasks have been

completed:

Table 1. Prerequisite Tasks and Links

Category

Platform

Requirement

Switch

Requirement

Network

Requirement

Task

Install the AmpCon-Campus server

successfully.

Log in to the AmpCon-Campus UI with the
SuperAdmin, Admin, or Operator role.

Ensure that the FSOS switches are
supported to be managed by AmpCon-
Campus.

Ensure that you have enabled SNMP and
configured SNMP authentication on the
FSOS switches.

Ensure that the OIDs (Sysname, Serial
Number, Model, and Version) are not blocked
on the switch side. These OIDs must be

accessible for the SNMP View feature.

Ensure that the AmpCon-Campus server can
connect with the FSOS switches and no
network timeout issues exist due to reasons
like unreachable IP, disabled SNMP, firewall
blockage, or Access Control List (ACL)

restrictions.
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Procedure

Click Wired > Switches from the navigation bar, and then click the FSOS tab. In this tab, you
can import a single FSOS switch or import multiple FSOS switches in batches.

Table 2. FSOS Switch Import Tasks and Links

Category

Importing a
Single FSOS
Switch

Importing
Multiple FSOS
Switches in

Batches

Checking
Import Status

What to Do Next

Task

To import a single FSOS switch, hover your
mouse over Import Actions, and then click
Single Import.

‘‘‘‘‘‘‘‘‘

sssss

To import multiple FSOS switches in batches,
hover your mouse over Import Actions, and
then click Batch Import.

In the FSOS tab, click View Import Details.
In the pop-up window, check the Import

Status column.

3 8 8 8
8 8 B 8

Reference Link

Importing_a Switch

« Importing_Switches in

Batches

« Checking_Importing_

Results

After you import FSOS switches, you can monitor these switches in the AmpCon-Campus UL

Table 3. Monitoring Tasks and Links

Category

Monitoring
FSOS

Task

Click Wired > Switches from the navigation
bar. Click the FSOS tab, and then you can see
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Switches

the list of imported FSOS switches.

In the FSOS tab, locate an FSOS switch, and
click the SN or service tag of the switch.
Then, you can see detailed metrics of the

switch.

Click Monitor > SNMP Management > SNMP
Visualization from the navigation bar. On the
“SNMP Visualization” page, you can add and
view item-based trend graphs for imported
FSOS switches.

[R—
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Click Monitor > SNMP Management > SNMP
Data Filtering from the navigation bar. On the
“SNMP Data Filtering” page, you can filter
SNMP data of all the imported FSOS

switches.

........
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Pi

cOS Switch Onboarding Workflow

Onboard PicOS switches to bring them under AmpCon-Campus management. Once

Su

ccessfully onboarded, the PicOS switches are classified as managed devices and can be

used to deploy wired networks.

This guide provides a comprehensive overview of the procedures for onboarding PicOS

switches to AmpCon-Campus.

Guidelines
Prerequisites
Importing a PicOS Switch
Deploying a Switch through ZTP
Deploying a White-Box Switch
Deploying an Integrated Hardware and Software Switch
What to Do Next

Guidelines

To onboard PicOS switches, two options are provided: importing switches to AmpCon-

Campus and deploying switches through Zero Touch Provisioning (ZTP).

If the switches to be managed have PicOS installed, you can onboard these switches by
importing them to AmpCon-Campus directly.

If the switches to be managed don’t have PicOS installed, or though the switches have
PicOS installed but you want to onboard these switches through ZTP, you can use
AmpCon-Campus to deploy these switches through ZTP.

©® NOTEs

Importing switches is not a ZTP method, which means that you still need to connect to the
switches and do some operations on the switch side, such as obtaining IP addresses from
the switches. The importing switch process doesn’t push switch configurations.

Deploying switches through ZTP is a ZTP method used for automated deployment of
switches. After you reboot the switches, AmpCon-Campus will deploy the switches
automatically. During the ZTP process, AmpCon-Campus will push pre-configured
configurations to the switches.

Integrated hardware and software switches have PicOS installed. To onboard these
switches, you can import these switches to AmpCon-Campus directly, or you can deploy
these switches through ZTP.

Prerequisites

Before you onboard PicOS switches, ensure that the following prerequisite tasks have been

completed:
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Table 1. Prerequisite Tasks and Links

Category

Platform

Requirement

Switch
Requirement

Network

Requirement

Task

Install the AmpCon-Campus server
successfully.

Log in to the AmpCon-Campus UI with an

account of the SuperAdmin role.

Ensure that the switches to be onboarded
are supported by AmpCon-Campus.

For switches that have PicOS installed,

ensure that the Secure Shell (SSH) protocol

is enabled on these switches.

SSH is enabled on PicOS switches by
default.

Ensure that the switches are able to connect

to the AmpCon-Campus server.

If a firewall is configured between the

AmpCon-Campus server and the switches,
allow outbound access on the following ports

to the management port of each switch.

- TCP: 22
- TCP: 9339
- TCP: 830

Importing a PicOS Switch

Reference Link

« Platform Installation

Workflow

« Working with the User

Interface

« Supported PicOS
Switches

. No Reference Link

« No Reference Link

. No Reference Link

To onboard a PicOS switch by importing it to AmpCon-Campus, complete the following

tasks:

Table 2. Switch Importing Tasks and Links

Category

Importing

Licenses

Task

Obtain an AmpCon-Campus license
(containing hardware IDs of the switches to

be onboarded) from the FS sale team.

Import the AmpCon-Campus license

(containing hardware IDs of the switches to
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Adding
System
Configuration
s

Importing
PicOS

Switches

Verifying
Switch Status

be imported) to AmpCon-Campus.

Click Wired > Wired Profiles from the
navigation bar of the AmpCon-Campus UI.

Click the System Configuration tab.

In this tab, configure the global system
configuration. If the global system
configuration doesn’t match with the switch,

create a non-global system configuration.

If you have obtained the IP address of the
switch, you can use the automatic import

method.

If you haven’t obtained the IP address of the
switch, you can use the manual import
method.

Click Wired > Switches from the navigation
bar. In the PicOS tab, check whether the
imported switch is displayed in Imported

status.

Deploying a Switch through ZTP

Deploying a White-Box Switch

« Adding System

Configurations

- Automatically Importing_a

Switch

« Manually Importing_a

Switch

« Checking Importing_

Results

To onboard a white-box switch by deploying it through ZTP, complete the following tasks:

Table 3. White-Box Switch Deployment Tasks and Links

Category

System

Configuration

Switch Model

Task

Click Wired > Wired Profiles from the
navigation bar of the AmpCon-Campus UL

Click the System Configuration tab.

In this tab, configure the global system
configuration. If the global system
configuration doesn’t match with the switch,

create a non-global system configuration.

Click the Switch Model tab. In this tab,
configure the switch model related to the
switch.
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Global

Configuration

Configuration

Template

Switch

Configuration

DHCP Server

Switch
Provisioning
through ZTP

© NOTE

Click the Global Configuration tab. In this
tab, prepare the global configuration to be

pushed to the switch.

Click Wired > Config Templates from the
navigation bar. Click the Template List tab. In
this tab, check whether an existing

configuration template meets your need.

If not, click the New Template tab, and then

add a new configuration template.

Click Wired > Wired Profiles from the
navigation bar. Click the Switch
Configuration tab. In this tab, add a switch
configuration for the switch.

Configure a DHCP server. If the DHCP server
is not configured correctly, the switch

deployment will fail.

Provision the switch through ZTP to complete
the switch deployment.

Configuring Global

Configurations

Managing Configuration

Templates

Adding Configuration

Templates

Adding_Switch

Configurations

Configuring.a DHCP

Server

Provisioning a White-Box

Switch

Pay attention to the following points. Or else, the switch will fail to be deployed. These points

are also applicable to integrated hardware and software switch deployment.

« Be careful when you configure system configurations:

o Ensure that the entered Device Default Login User and Device Default Password are

correct and can be used to log in to the switch.

o If the switch don’t use the Device Default Login User and Device Default Password in

the global system configuration, create a non-global system configuration for the switch,

and ensure the Device Default Login User and Device Default Password match with

the switch.

o Ensure that the AmpCon-Campus server can connect with the License Portal through

the entered License Portal URL, License Portal User, and License Portal Password. For

more information, see Checking License Portal Connectivity.

o Ensure that the uploaded Security Config File and Parking Security Config File don’t

contain wrong configurations or underlay/overlay related configurations.
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- If you configure the DHCP server before adding a switch configuration, the switch will go

to the AmpCon-Campus parking lot. For more information, see Managing_the Parking_Lot.

To continue deploying the switches in the parking lot, follow these steps:

a. In the AmpCon-Campus UI, click Wired > Switches from the navigation bar.

b. On the “Switches” page, click Parking Lot.

c. Locate the switch to be deployed, and then click Create Config to add a switch

configuration. After you add the switch configuration, the switch will be listed on the

“Switches” page with the Configured status.

d. Continue to provision the switch through ZTP to complete the switch deployment.

Deploying an Integrated Hardware and Software Switch

To onboard an integrated hardware and software switch by deploying it through ZTP,

complete the following tasks:

Table 4. Integrated Hardware and Software Switch Deployment Tasks and Links

Category

System

Configuration

Global

Configuration

Configuration
Template

Switch

Configuration

Task

Click Wired > Wired Profiles from the
navigation bar of the AmpCon-Campus UL
Click the System Configuration tab.

In this tab, configure the global system
configuration. If the global system
configuration doesn’t match with the switch,

create a non-global system configuration.

Click the Global Configuration tab. In this tab,
prepare the global configuration to be pushed

to the switch.

Click Wired > Config Templates from the
navigation bar. Click the Template List tab. In
this tab, check whether an existing

configuration template meets your need.

If not, click the New Template tab, and then
add a new configuration template.

Click Wired > Wired Profiles from the
navigation bar. Click the Switch Configuration
tab. In this tab, add a switch configuration for

the switch.
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DHCP Server

Switch
Provisioning
through ZTP

What to Do Next

Configure a DHCP server. If the DHCP server
is not configured correctly, the switch

deployment will fail.

Provision the switch through ZTP to complete

the switch deployment.

« Configuring a DHCP

Server

« Provisioning an

Integrated Hardware

and Software Switch

After you onboard PicOS switches, check the following tasks. These tasks are not

mandatory and can be used only when needed.

Table 5. Post-Onboarding Tasks and Links

Category

Deploying
Wired

Networks

Configuring
PicOS

Switches

Managing
PicOS

Switches

Task

Deploy wired campus networks (fabrics) with
PicOS switches.

Use switch templates to satisfy general switch

configuration through a full graphical interface.

Use configuration templates to push specific
configurations that can’t be pushed through

switch templates.

Manage the lifecycle of PicOS switches to
reduce the complexity and workload of switch

management while improving efficiency:

« Check the switch inventory and telemetry
data of each switch.

« Upgrade PicOS on a single switch or on
multiple switches at scale.

- Use Returning Merchandise Authorization
(RMA) to replace a switch with another
switch of the same switch model.

« Decommission (DECOM) a deployed switch
to clear the configurations pushed by
AmpCon-Campus from the switch.

- Remove a switch from the AmpCon-Campus
database and the AmpCon-Campus UI.
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« Check or update PicOS licenses with the

latest support entitlements.

Monitoring Monitor PicOS switches as follows: - Monitoring_and Alerting
PicOS « Monitor metrics and topologies of PicOS
Switches switches.
« Monitor terminal devices connected to
PicOS switches.
« Check alerts in the AmpCon-Campus UL
+ Receive real-time email notifications when
alerts are triggered.
Accessing Connect to PicOS switches from the AmpCon-  « Accessing_Devices
Devices Campus UI by creating SSH sessions. through SSH Sessions
through SSH
Sessions
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PicOS Switch Configuration Workflow

AmpCon-Campus simplifies the whole switch configuration process through the template-
based configuration model, and allows you to apply consistent and standardized
configurations across switches in one or multiple sites, making the configuration process

more efficient and streamlined.

This guide provides a comprehensive overview of PicOS switch configuration procedures.

Guidelines
Prerequisites

Procedure

Guidelines

AmpCon-Campus supports two types of templates: switch templates and configuration

templates. These two template types have different purposes:

Table 1. Template Types

Type Description
Switch Used to satisfy general switch configurations through a full graphical
Template interface.

You can provide parameter values for each input field in a switch template
and select the switches to be configured. The configurations mapping these
parameters will be pushed to the selected PicOS switches automatically by

AmpCon-Campus.

Configuration Used to push specific configurations that can’t be pushed through switch

Template templates.

AmpCon-Campus provides pre-built CLI commands in a hierarchical way in
the user interface. You can create configuration templates with different CLI
commands. When pushing configurations to PicOS switches, select the
configuration templates containing the required CLI commands, and select

the switches to be configured.

Then, these CLI commands will be run on the selected PicOS switches

automatically.

Prerequisites

Before you configure PicOS switches, ensure that the following prerequisite tasks have been
completed:
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Table 2. Prerequisite Tasks and Links

Category Task Reference Link
Platform Install the AmpCon-Campus server - Platform Installation
Requirement successfully. Workflow

Log in to the AmpCon-Campus UI with an - Working_with the User

account of the SuperAdmin, Admin, or Interface

Operator role.

Switch Onboard PicOS switches to bring them under « PicOS Switch
Requirement AmpCon-Campus management. Onboarding Workflow
Ensure that the PicOS switches are up and « No Reference Link

connected to the AmpCon-Campus server.
You can check the connectivity by clicking
Wired > Switches from the navigation bar
and viewing the VPN IP column of the PicOS
tab:

« /: The switch is up and connected to the

AmpCon-Campus server.

- X: The switch is down or not connected to

the AmpCon-Campus server.

Procedure

To configure PicOS switches, check whether the required configurations can be pushed

through switch templates first. If not, use configuration templates to achieve your goal.

Table 3. Configuration Tasks and Links

Category Task Reference Link

Configuring Click Network Design > Switch - Adding Switch Templates

through Switch  Templates from the navigation bar. On the
Templates “Switch Templates” page, configure
switches through a full graphical interface.
The workflow is as follows:
1. Add a switch template.
2. Specify the switches to be configured.

3. Input configuration parameter values in

the switch template as needed.
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Configuring
through
Configuration

Templates

4. Apply the switch template.

5.

1.

Verify the template application result.

Click Wired > Config Templates from
the navigation bar. In the New Template
tab, create configuration templates with

one or multiple required CLI commands.

. Click the Push Config tab. In this tab,

create a configuration node, select the
configuration templates containing the
required CLI commands, enter variable
values for the CLI commands, and

select the switches to be configured.

. Verify the configuration pushing status

and logs.
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Wireless Network Deployment Workflow

AmpCon-Campus supports deploying and managing wireless networks and access points
(APs), providing flexible and secure network deployment and management through
enhanced wireless configuration, advanced radio frequency optimization, and robust
management capabilities.

This guide provides a comprehensive overview of wireless network deployment procedures.

O NOTEs

« The guide lists only the workflow of wireless network deployment. You need to check the

reference links for detailed steps.

. Pay attention to the notes in each reference link. Or else, the deployment might fail.

Prerequisites
Procedure
What to Do Next

Prerequisites

Before you configure a wireless network, ensure that the following prerequisite tasks have

been completed:

Table 1. Prerequisite Tasks and Links

Category Task Reference Link
Platform Install the AmpCon-Campus server « Platform Installation
Requirement successfully. Workflow
Log in to the AmpCon-Campus UI with an « Working_with the User
account of the SuperAdmin role. Interface
Site Ensure that you have added the site where « Managing_Sites
Requirement you will deploy the wireless network.
AP Ensure that the APs to be added are « Supported APs
Requirement supported by AmpCon-Campus.
IP Address Install a DHCP server, and configure the « No Reference Link
Requirement DHCP server to reserve an IP range for the

APs to be added.

Pre-configure the IP address of the - No Reference Link

AmpCon-Campus server by using one of the
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Network

Requirement

Procedure

following ways:
« Configure DHCP Option 138 as the IP
address of the AmpCon-Campus server.

- Add the IP address of the AmpCon-
Campus server in the Redirector IP/URL
field of each AP webpage.

See the following DHCP Option 138

configuration example:

See the following AP webpage
configuration example:

G FS | Access Point

Ensure that the APs to be added are able to
access the IP address of the AmpCon-

Campus server.

To deploy a wireless network, complete the following tasks:

Table 2. Deployment Tasks and Links

Category

Understanding
Wireless
Concepts and
Highlights and
AP ZTP
Workflow

Adding APs to
AmpCon-

Campus

Task

Learn about wireless network related
concepts, highlights of wireless network
management, and the Zero-Touch
Provisioning (ZTP) workflow of APs.

Add APs to AmpCon-Campus one by one or
import multiple APs in batches.

a7

- No Reference Link

Reference Link

. Wireless Overview

« Concepts

- Adding_ APs



Adding SSID

Configurations

Optional

Configurations

Plugging In and
Powering On
APs

After adding APs to AmpCon-Campus, you
must add SSID configurations for these APs.

On the “Wireless Profiles” page, configure
some profiles, such as RADIUS servers,
Multiple Pre-Shared Key (MPSK), Captive
Portal, and the enabling time ranges for
SSIDs or radio.

Then, when you add SSID or radio
configurations, you can use these pre-
defined profiles.

AmpCon-Campus provides some default

values for radio configurations.

Check these default configuration values to
see whether they meet your needs. If not,
you must change the radio configurations as

needed.

® NoTE

Wireless regulatory requirements vary
by country. Ensure that the country
code in the radio configurations is

consistent with the location of the AP.

AmpCon-Campus provides some default

values for advanced configurations.

Check these default configuration values to
see whether they meet your needs. If not,
you must change the advanced

configurations as needed.

Plug in and power on the added APs. Then,
the ZTP process will start. Once completed,
the wireless network is deployed, and the AP
configurations will be pushed to the APs

automatically.
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What to Do Next

After you deploy a wireless network, check the following tasks for network monitoring and

maintaining. These tasks are not mandatory and can be used only when needed.

Table 3. Maintaining and Monitoring Tasks and Links

Category

Maintaining
Wireless

Networks

Task

When an AP goes offline, has signal

anomalies, or requires maintenance or

replacement, you can remotely trigger its LED

to blink, enabling quick on-site localization.

You can reboot one AP or all the APs in a site.

After a wireless network is deployed, you can
edit configurations of each AP in the wireless

network.

After a wireless network is deployed, you
might need to edit configurations of an AP or
update SSID, radio, or advanced
configurations of a site. In these cases, you
must manually push configurations to APs.

You can upgrade AP firmware one by one or
in batches. In addition, you can upgrade AP
firmware immediately or at a scheduled date

and time.

You can capture remote packets from target

ports of APs for rapid troubleshooting.

You can optimize wireless networks
immediately or at a fixed time. You can also
customize network optimization

configurations.

You can restore managed APs to factory

settings.

You can export APs to a .csv file, delete APs,

or move APs from one site to another.

You can connect to an AP from the AmpCon-

Campus UI through remote TTY shell (RTTY).
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Rebooting APs
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Moving APs
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Monitoring
Wireless

Networks

If some issues can be resolved only through
CLI configurations or some advanced
functions can be achieved only through CLI
configurations, you can contact FS support
engineers to do AP debugging or

configuration for you through this feature.

Click Dashboard > Wireless View from the

navigation bar.

On the “Wireless View” page, you can have a
quick understanding of deployed wireless
networks, such as managed APs, AP health

status, and connected Stations (STAs).

Click Wireless > Access Points from the

navigation bar.

On the “Access Points” page, you can check

detailed metrics of each managed AP.

Click Monitor > Wireless Clients from the

navigation bar.

On the “Wireless Clients” page, you can
monitor STAs connected to each managed
AP.

Click Wireless > Manage from the navigation

bar.

In the Monitor tab, you can monitor the

overall running status of each wireless site.
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Wired Network Deployment Workflow

AmpCon-Campus offers flexible wired campus network (fabric) deployment to meet different
networking requirements. You can design and deploy MLAG fabrics for small or mid-size
campus networks or IP Clos fabrics for large-scale campus networks, eliminating complex

networking configurations and enhancing deployment efficiency.

This guide provides a comprehensive overview of wired network deployment procedures.

O NOTEs

« The guide lists only the workflow of wired network deployment. You need to check the

reference links for detailed steps.

. Pay attention to the notes in each reference link. Or else, the deployment might fail.

Prerequisites

Procedure

Prerequisites

Before you deploy a wired campus network, ensure that the following prerequisite tasks have

been completed:
Table 1. Prerequisite Tasks and Links
Category Task Reference Link

Platform Install the AmpCon-Campus server Platform Installation

Requirement successfully. Workflow

Log in to the AmpCon-Campus UI with an Working with the User

account of the SuperAdmin role. Interface
Network Ensure that the PicOS switches are able to - No Reference Link
Requirement connect to the AmpCon-Campus server.

If a firewall is configured between the - No Reference Link

AmpCon-Campus server and the PicOS
switches, allow outbound access on the
following ports to the management port of
each switch.

« TCP: 22

« TCP: 9339

« TCP: 830
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Switch
Onboarding

Procedure

Ensure that the PicOS switches used for
wired network deployment are supported for

campus fabrics.

Ensure that the PicOS switches retain only
basic routing configurations, without any

other service configurations.

For switches that have PicOS installed,
ensure that the Secure Shell (SSH) protocol
is enabled on these switches.

SSH is enabled on PicOS switches by
default.

Create a site in the AmpCon-Campus UI, and
add the PicOS switches to the site.

Onboard PicOS switches to bring them under
AmpCon-Campus management.

Once successfully onboarded, the PicOS
switches are classified as managed devices

and can be used to deploy wired networks.

Ensure that the PicOS switches are up and
connected to the AmpCon-Campus server.
You can check the connectivity by clicking
Wired > Switches from the navigation bar
and viewing the VPN IP column of the PicOS
tab:

- /: The switch is up and connected to the
AmpCon-Campus server.

- X: The switch is down or not connected to

the AmpCon-Campus server.

« Supported Switches for

Campus Fabrics

. No Reference Link

« No Reference Link

« Managing_Sites

« PicOS Switch
Onboarding_Workflow

. No Reference Link

To design and deploy a wired campus network, complete the following tasks:

Table 2. Fabric Deployment Tasks and Links

Category

Task
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Understanding
MLAG Fabrics
and IP Clos
Fabrics

Understanding

Key Concepts

Deploying
MLAG Fabrics

Deploying IP

Clos Fabrics

Provisioning
Overlay

Services

Understand the use cases, components, and « Fabric Overview
architecture of MLAG fabrics and IP Clos

fabrics.

Understand the concepts related to campus - Key Concepts

fabrics.

Design a two-layer MLAG fabric for smallor . Designing MLAG Fabrics
mid-size campus networking.

Design a 5-stage IP Clos fabric for large- » Designing IP Clos Fabrics
scale campus networking.

After you deploy an IP Clos fabric, if overlay  « Provisioning Overlay_

configurations (VRF, VNI, and DHCP relay Services
configurations) for the IP Clos fabric need to

be changed, you can quickly modify these

configurations on the “Overlay Service

Activation” page.
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Ansible Automation Workflow

Ansible is an open-source tool to automate configuration management, application
deployment, and task automation. Ansible uses the simple, declarative language written in

YAML, which is called playbook, to automate your tasks.

By using AmpCon-Campus, you can write, run, and schedule Ansible playbooks on managed
PicOS switches and added Linux servers, reducing manual work, eliminating configuration
errors, and improving network management efficiency.

This guide provides a comprehensive overview of Ansible playbook running procedures.

Prerequisites
Procedure
What to Do Next

Prerequisites

Before you run Ansible playbooks for automation, ensure that the following prerequisite tasks

have been completed:

Table 1. Prerequisite Tasks and Links

Category Task Reference Link
Platform Install the AmpCon-Campus server « Platform Installation
Requirement successfully. Workflow
Log in to the AmpCon-Campus UI with an - Working_with the User
account of the SuperAdmin, Admin, or Interface

Operator role.

Switch Ensure that each PicOS switch to run Ansible . PicOS Switch
Requirement playbooks has been onboarded to AmpCon- Onboarding_Workflow
(Applicable only Campus.

for running Ensure that the Device Default Login User « Adding_a Global System
playbooks on and Device Default Password in the global Configuration

PicOS switches) ' system configuration can be used to log in to
the PicOS switches.

© NOTE

If the default username and password
of a switch don’t match the Device
Default Login User and Device Default

Password specified in the global
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Linux Server

Requirement

(Applicable only
for running
playbooks on

Linux servers)

Procedure

system configuration, the playbook will

fail to be run on the switch.

Ensure that the PicOS switches are up and
connected to the AmpCon-Campus server.
You can check the connectivity by clicking

Wired > Switches from the navigation bar

and viewing the VPN IP column of the PicOS

tab:

- /: The switch is up and connected to the
AmpCon-Campus server.
« x: The switch is down or not connected to

the AmpCon-Campus server.

Ensure that the Linux servers have been

added to AmpCon-Campus.

. No Reference Link

« Adding Other Devices

To run an Ansible playbook with AmpCon-Campus, complete the following tasks:

Table 2. Playbook Running Tasks and Links

Category

Checking Pre-
Built Playbooks

Writing or
Importing

Task

AmpCon-Campus offers a series of pre-
built Ansible playbooks.

Click Maintain > Automation >
Playbooks. On the “Playbooks” page, click
the Show Pre-built Playbooks toggle.
Check whether these pre-built Ansible

playbooks meet your needs.

If yes, click Save AS on the “Playbooks”
page to create a copy playbook, and then
run the playbook.

If the pre-built Ansible playbooks don’t

meet your needs, write or import a
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Playbooks playbook on the “Playbooks” page as » Using_Ansible playbooks

follows: . Writing_a Playbook on
« Click + Playbook, and then write a AmpCon-Campus
playbook in the AmpCon-Campus UL + Importing_a Playbook

« Click Import, and then import a local

playbook to AmpCon-Campus.

Checking Before you run a playbook, check whether - No Reference Link
Playbook Syntax the playbook syntax is valid.

On the “Playbooks” page, locate a
playbook, and then click Check.

Running On the “Playbooks” page, locate the « Running a Playbook

Playbooks playbook, and then click Run to complete

the automation operation.

Checking An Ansible job is a single execution of an « Managing_Ansible Jobs
Ansible Job Ansible playbook.
Results and

Click Maintain > Automation > Ansible

Output Jobs from the navigation bar. On the

“Ansible Jobs” page, check the playbook

execution result and output.

What to Do Next

After you run an Ansible playbook, check the following tasks. These tasks are not mandatory

and can be used only when needed.

Table 3. Post-Running Tasks and Links

Category Task Reference Link
Viewing View executed playbooks based on months, « Viewing Playbook
Playbook weeks, or days. Scheduling
Scheduling

Troubleshootin If a playbook fails to be run on PicOS - Troubleshooting
g for Failed switches or Linux servers, check the possible

Ansible Jobs reasons and solutions for troubleshooting.
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Planning

Before you install the AmpCon-Campus server, you must check supported information and

prepare installation requirements.

For detailed information, see the following child topics:

o Supported Information

« Installation Requirements
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Supported Information

Before you deploy AmpCon-Campus, check the supported AmpCon-Campus deployments
and supported switches.

Supported AmpCon-Campus Deployments
Supported Switches
Supported APs

Supported AmpCon-Campus Deployments
The following AmpCon-Campus deployments are supported:

Table 1. Supported Deployment Information

Indicator Support information

Deployment method VMware ESXi 6.7, 7.0, 8.0, QEMU /
KVM for Ubuntu 22.04 LTS, Oracle
VirtualBox for lab only, physical
machine based on Ubuntu 22.04
LTS with Docker

Maximum number of switches supp 1000
orted

Maximum number of registered user 1000

S
Maximum number of online users 100
Storage duration of system logs 2 months

Storage duration of operation logs 2 months
Maximum storage of current alerts  Unlimited

Maximum storage of 2 months

historical alerts

Supported Switches

. AmpCon-Campus supports managing switches with PicOS installed, including FS,
Edgecore, DELL, Delta, and HPE switches. For detailed support lists, see Supported PicOS
Switches.

© NOTE
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Managing switches means that you can use AmpCon-Campus to
manage the lifecycle of switches, such as deploying and configuring

switches.

. AmpCon-Campus supports monitoring FSOS switches. For the detailed support list, see
Supported FSOS Switches.

@ NOTE

Though FSOS switches can be imported to AmpCon-Campus, they
can’t be managed by AmpCon-Campus. You can only monitor them
as described in Monitoring FSOS Switches.

Supported APs

AmpCon-Campus supports deploying and managing wireless networks and access points

(APs). For the detailed support list, see Supported APs.
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Supported PicOS Switches

AmpCon-Campus 2.3.x supports managing the following PicOS switches:

Guidelines

FS Hardware
Edgecore Hardware
DELL Hardware
Delta Hardware
HPE Hardware

Guidelines

. For switches of FS models, you are recommended to install PicOS 4.7.1 M or later. O, some
features of AmpCon-Campus might not work.

©® NOTEs
« For N8550-64C and N5850-48X6C switches, you are
recommended to install PicOS 4.6.0E.

« For S5570-48X and S5590-64C switches, you are recommended
to install PicOS 4.7.5E.

« For S5440-12S and S5440-24T switches, you are recommended
to install PicOS 4.7.3E.

« For S8520-32D switches, you are recommended to install PicOS
45.4E.

« For S8510-24CD switches, you are recommended to install PicOS
4.551.

. For switches of Edgecore, Dell, Delta, and HPE models, you are recommended to install

PicOS 4.6.0E or later. Otherwise, some features of AmpCon-Campus might not work.
. The following switch models are supported only in AmpCon-Campus 2.3.1:

o S5570-48X

o S5590-64C

o S5440-24T

o S8520-32D

o S8510-24CD

FS Hardware
Table 1. Supported FS Switches
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Category

1G Switch Portfol

10

1G Switch Portfol

10

1G Switch Portfol

io

1G Switch Portfol

io

1G Switch Portfol

10

1G Switch Portfol

io

1G Switch Portfol

io

1G Switch Portfol

10

1G Switch Portfol

io

Model

S3270-
10T™M

S3270-
10TM-P

S3270-
24T™M

$3270-
24TM-P

S3270-
48TM

S3410-24TS

S3410-

24TS-P

S3410-48TS

$3410-
48TS-P

Port
Configuration

10 x 1G/100M/10M

copper,

2 x 2.5G/1G SFP

10 x 1G/100M/10M

copper PoE+,

2 x 2.5G/1G SFP

24 x
1G/100M/10M

copper,

4 x 2.5G/1G SFP

24 x
1G/100M/10M
copper PoE+,

4 x 2.5G/1G SFP

48 x
1G/100M/10M

copper,
4 x 2.5G/1G SFP
24 x 1G/100M
copper,

4 x 10G/1G SFP+
24 x 1G/100M
copper PoE+,

2 x 10G/1G SFP+
48 x
1G/100M/10M

copper,

4 x 10G/1G SFP+

48 x
1G/100M/10M
copper PoE+,
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Switch A
SIC

Wolfhoun
d2

Wolfhoun
d2

Wolfhoun
d2

Wolfhoun
d2

Wolfhoun
d2

Hurricane
2

Hurricane
2

Hurricane
2

Hurricane
2

CPU

ARM
Cortex
A9

ARM
Cortex
A9

ARM
Cortex
A9

ARM
Cortex
A9

ARM
Cortex
A9

ARM
Cortex
A9

ARM
Cortex
A9

ARM
Cortex
A9

ARM
Cortex
A9



1G Switch Portfol

10

1G Switch Portfol

10

1G Switch Portfol

io

1G Switch Portfol

10

1G Switch Portfol

io

1G Switch Portfol

io

1G Switch Portfol

io

S3410C-
8TMS-P

S3410C-
16TF

S$3410C-
16TF-P

S3410C-
16 TMS-P

S3410L-
24TF

S3410L-
24TF-P

S3410L-
48TF

2 x 10G/1G SFP+

2 x 10G/1G SFP+,
2 x 5G/2.5G/1G

copper PoE+,

8 x 1G/100M/10M
copper (the first 6
x 1G/100M/10M
copper ports
support PoE+)

16 x 1G/100M/10M
copper,

2 x1G SFP

2 x1G SFP,

16 x 1G/100M/10M
copper PoE+

2 x 10G/1G SFP+,
2 x 5G/2.5G/1G

copper PoE+,

16 x 1G/100M/10M
copper (the first 6
x 1G/100M/10M
copper ports
support PoE+)

24 x
1G/100M/10M
copper,

4 x 1G SFP
24 x

1G/100M/10M
copper PoE+,

4 x1G SFP

48 x
1G/100M/10M

copper,
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Hurricane
2

Hurricane
2

Hurricane
2

Hurricane
2

Hurricane
2

Hurricane
2

Hurricane
2

ARM
Cortex
A9

ARM
Cortex
A9

ARM
Cortex
A9

ARM
Cortex
A9

ARM
Cortex
A9

ARM
Cortex
A9

ARM
Cortex
A9



1G Switch Portfol

10

1G Switch Portfol

io

1G Switch Portfol

io

1G Switch Portfol

10

1G Switch Portfol

io

1G Switch Portfol

io

1G Switch Portfol

10

S5810-28FS

S5810-28TS

S5810-48FS

S5810-48TS

$5810-
48TS-P

S5870-
48T6BC

S5870-
48T6BC-U

4 x 1G SFP

20 x 1G/100M
SFP,

8 x 1G/100M
RJ45/SFP
Combo,

4 x 10G/1G SFP+

24 x
1G/100M/10M
RJ45,

4 x 1G RJ45/SFP
Combo,

4 x 10G/1G SFP+

48 x 1G/100M
SFP,

4 x 10G/1G SFP+

48 x 1G/100M/10
M copper,

4 x 10G/1G SFP+

48 x 1G/100M
RJ45 PoE+,

4 x 10G/1G SFP+

48 x 1G/100M
RJ45,

4 x 25G/10G
SFP28,

2 x100G/40G
QSFP28

48 x
1G/100M/10M
RJ45 PoE++,

4 x 25G/10G
SFP28,
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Helix4

Helix4

Helix4

Helix4

Helix4

Trident3-
X3

Trident3-
X3

ARM
Cortex
A9

ARM
Cortex
A9

ARM
Cortex
A9

ARM
Cortex
A9

ARM
Cortex
A9

Intel
x86

Intel
x86



1G Switch Portfol S5870-

io 48MX6BC-U

1G Switch Portfol S5870-
io 48T6S

1G Switch Portfol S5870-
io 48T6S-U

5G Switch Portfo S5860-
lio 24MG-U

5G Switch Portfo S5860-
lio 48MG-U

10G Switch Portf

olio

S5440-12S

10G Switch Portf
olio

S5440-24T

2 x100G/40G
QSFP28

Trident3-
X3

36 x 2.5G/1G
PoE++,

12 x
10G/5G/2.5G/1G/1
OOM PoE++,

4 x 25G/10G
SFP28,

2 x 100G/40G
QSFP28

48 x
1G/100M/10M
RJ45,

Trident3-
X2

6 x 10G/1G SFP+

Trident3-
X2

48 x 1G/100M
PoE++,

6 x 10G/1G

Hurricane
3-MG

24 x 5G/2.5G/1G/
T100M copper

PoE++,

4 x 25G/10G
SFP28

48 x
5G/2.5G/1G/100M 3-MG
PoE++,

4 x 25G/10G

SFP28,

2 x 40G QSFP+

Hurricane

4 x 1G/100M/10M  FSC 0440

RJ45,
12 x 10G/1G SFP+

24 x FSC 0440
1G/100M/10M

RJ45,
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Intel
x86

Intel
x86

Intel
x86

ARM
Cortex
A9

ARM
Cortex
A9

ARM
A53
Dual-

Core

ARM
A53



10G Switch Portf

olio

10G Switch Portf

olio

10G Switch Portf

olio

10G Switch Portf
olio

10G Switch Portf

olio

10G Switch Portf

olio

10G Switch Portf
olio

S5570-48X

N5850-
48X6C

S5860-
20SQ

S5860-
24XB-U

S5860-
24XMG

S5860-
48XMG

S5860-
48XMG-U

8 x 10G/1G SFP+

48 x 10G/1G Trident3-
RJ45, X5

6 x 100G/40G

QSFP28

48 x 10G RJ45, Trident3-
6 x 100G QSFP28  X°

20 x 10G/1G Hurricane
SFP+, 3-MG

4 x 25G/10G

SFP28,

2 x 40G QSFP+

24 x Hurricane

10G/5G/2.5G/1G/1 3-MG
OOM PoE++,

4 x 10G/1G SFP+,

4 x 25G/10G
SFP28

24 x Hurricane
10G/5G/2.5G/1G/1  3-MG
o0oM,

4 x 10G/1G SFP+,

4 x 25G/10G
SFP28

48 x Hurricane
10G/5G/2.5G/1G/1 3-MG
ooM,

4x 25G/10G
SFP28,

2 x 40G QSFP+

48x Hurricane
10G/5G/2.5G/1G/1 3-MG
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Dual-

Core

Intel
x86

Intel
x86

ARM
Cortex
A9

ARM
Cortex
A9

ARM
Cortex
A9

ARM
Cortex
A9

ARM
Cortex



OOM PoE++, A9

4x 25G/10G
SFP28,

2 x 40G QSFP+

25G Switch S5580-48Y 48 x 25G/10G Trident3- Intel
Portfolio SFP28, X7 x86

8 x 100G/40G
QSFP28,

2 x10G/1G SFP+

100G Switch Por S5590-64C 64 x 100G/40G Tomahaw Intel
tfolio QSFP28 k 2 x86

100G Switch S5890-32C 32 x100G/40G  Trident3- Intel

Portfolio QSFP28 X7 x86
100G Switch N8550-64C 64 x 100G/40G Tomahaw Intel
Portfolio QSFP28 k2 x86
200G Switch S8510-24CD 24 x 200G Trident4- Intel
Portfolio QSFP56, X9 x86

8 x 400G QSFP-
DD

400G Switch S8520-32D 32 x 400G QSFP- Trident4- Intel
Portfolio DD XN x86

Edgecore Hardware

Table 2. Supported Edgecore Switches

Category Model Port SwitchA CPU
Configuration SIC

1G Switch Portf AS4610-30P 24 x 1G PoE, Helix4 ARM Co

olio 4 x 106G, rtex A9
2 x20G

1G Switch Portf AS4610-30T 24 x 1G-T, Helix4 ARM Co

olio 4 x10G, rtex A9

2 x 20G
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1G Switch Portf
olio

1G Switch Portf

olio

1G Switch Portf

olio

1G Switch Portf
olio

1G Switch Portf

olio

1G Switch Portf

olio

10G Switch Por
tfolio

10G Switch
Portfolio

10G Switch
Portfolio

10G Switch

Portfolio

10G Switch

Portfolio

25G Switch Po

rtfolio

AS4610-54P

AS4610-
54T(B)

AS4625-54P

AS4625-54T

AS4630-
54PE
(EPS202)

AS4630-
S54TE
(EPS201)

AS5712-54X

AS5812-54T
(DCS209)

AS5812-54X
(DCS208)

AS5835-
54T (DCS202
)

AS5835-
54X (DCS201)

AS7312-
54X(S)

48 x 1G PoE,
4 x 10G,
2 x 20G

48 x 1G-T,
4 x 10G,
2 x20G

48 x 10/100/1000

BASE-T,

6 x 10G/1G SFP+

48 x 10/100/1000

BASE-T,

6 x 10G/1G SFP+

48 x 1G PoE,
4 x 25G,
2 x 100G

48 x 1G,

4 x 25G

48 x 10G,
6 x 40G

48 x 10G-T,
6 x 40G

48 x 10G,
6 x 40G

48 x 10G-T,
6 x 100G

48 x 10G SFP+,

6 x 100G QSFP28

48 x 25G,
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Helix4

Helix4

Trident3-
X2

Trident3-
X2

Trident3

Trident3

Trident2

Trident3

Trident2+

Trident3

Trident3

Tomahaw
k+

ARM Co
rtex A9

ARM Co
rtex A9

Intel x8
6

Intel x8
6

Intel x8
6

Intel x8
6

Intel x8
6

Intel x8

Intel
x86

Intel
x86

Intel
x86

Intel x8



25G Switch Po

rtfolio

40G Switch Po

rtfolio

100G Switch P
ortfolio

100G Switch P

ortfolio
100G Switch P
ortfolio

Multi-
Gig Switch

Portfolio

DELL Hardware

AS7326-56X
(DCS203)

AS6812-32X

AS7712-32X
(DCS501)

AS7726-32X
(DCS204)

AS7816-64X
(DCS500)

AS4630-
54NPE
(EPS203)

Table 3. Supported DELL Switches

Category

1G Switch Portf

olio

1G Switch Portf

olio

1G Switch Portf

olio

1G Switch Portf

olio

Model

N3024EP-ON

N3024ET-ON

N3048EP-ON

N3048ET-ON

6 x 100G

48 x 25G,
8x 100G,
2 x10G

32 x 40G

32 x 100G

32 x 100G,
2 x10G

64 x 100G

36 x 2.5G/1G PoE,
12 x 10G/5G/2.5G/

1G PoE,
4 x 25G,
2 x 100G

Port

Configuration

24 x 1G PoE,

4 x10G

24 x 1G,
4 x10G

48 x 1G PoE,
4 x10G

48 x 1G,
4 x10G
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Trident3-
X7

Trident2+

Tomahaw
k

Trident3-
X7

Tomahaw
k2

Trident3

Switch A
SIC

Helix4

Helix4

Helix4

Helix4

Intel x8
6

Intel x8
6

Intel x8
6

Intel x8
6

Intel x8
6

Intel x8
6

CPU

ARM Cor
tex A9

ARM Cor
tex A9

ARM Cor
tex A9

ARM Cor
tex A9



1G Switch Portf
olio

1G Switch Portf

olio

1G Switch Portf

olio

1G Switch Portf
olio

1G Switch Portf

olio

10G Switch Por
tfolio

10G Switch Por

tfolio

10G Switch Por

tfolio

10G Switch Por

tfolio

10G Switch Por

tfolio

N3224F-ON

N3224P-ON

N3224T-ON

N3248P-ON

N3248TE-ON

S4048-ON

S4128F-ON

S4128T-ON

S4148F-ON

S4148T-ON

24 x 1G SFP,
4 x10 G,
2 x 100G/40G

24 x 1G 30W PoE,
4 x 10G,
2 x 100G/40G

24 x1G,
4 x 10G,

2 x100G/40G

48 x 1G 30W PokE,

4 x 10G,
2 x 100G/40G

48 x 1G,
4 x 10G,

2 x100G/40G

48 x 10G,
6 x 40G,
2 x 100G/40G

28 x 10G,
2 x 100G

28 x 10G,
2 x 100G

48 x 10G SFP,
2 x 40G,
4 x 100G

48 x 10G BASE-T,
2 x 40G,
4 x 100G
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Trident3-
X3

Trident3-
X3

Trident3-
X3

Trident3-
X3

Trident3-
X3

Trident2

Maverick

Maverick

Maverick

Maverick

Intel x86

Intel x86

Intel x86

Intel x86

Intel x86

Intel x86

Intel x86

Intel x86

Intel x86

Intel x86



25G Switch Po
rtfolio

25G Switch Po
rtfolio

25G Switch Po

rtfolio

25G Switch Po

rtfolio

100G Switch P

ortfolio

100G Switch P
ortfolio

100G Switch P
ortfolio

Multi-
Gig Switch Port

folio

Multi-
Gig Switch Port

folio

Multi-
Gig Switch Port

folio

Multi-
Gig Switch Port

folio

Multi-
Gig Switch Port

S5212F-ON

S5224F-ON

S5248F-ON

S5296F-ON

S5232F-ON

Z9100-ON

Z9264F-ON

N2224PX-ON

N2224X-ON

N2248PX-ON

N2248X-ON

N3132PX-ON

12 x 25G,

3 x 100G

24 x 25G,

4 x 100G

48 x 25G,

8 x 100G

96 x 25G,
8 x 100G

32 x 100G,

2 x10G

32 x 100G,
2 x10G

64 x 100G,
2 x10G

24 x 2.5GG
30W/60W PoE,

4 x 25G,

2 x40G

24 x 2.5G/1G,
4 x 25G,
2 x 40G

48 x 2.5G/1G
30W/60W PoE,

4 x 25G,

2 x40G

48 x 1G/2.5G,
4 x 25G,
2 x 40G

24 x 1G PoE,
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Trident3-
X5

Trident3-
X5

Trident3-
X7

Trident3-
X7

Trident3-
X7

Tomaha

wk

Tomaha
wk?2

Hurrican
e3-MG

Hurrican
e3-MG

Hurrican
e3-MG

Hurrican
e3-MG

Firebolt 4
FS

Intel x86

Intel x86

Intel x86

Intel x86

Intel x86

Intel x86

Intel x86

Intel x86

Intel x86

Intel x86

Intel x86

ARM Cor
tex A9



folio 8 x 5G/2.5G/1G Po

E,
4 x10G
Multi- N3208PX-ON 4 x 5G/2.5G/1G Hurrican  Intel x86
Gig Switch Port PoE, e3-MG
folio 4 X 1G PoE,
2 x 10G SFP+
Multi- N3224PX-ON 24 x Trident3- Intel x86
Gig Switch Port 10G/5G/2.5G/1G X3
folio 90W PoE,
4 x 25G,
2 x100/40G
Multi- N3248PXE- 48 x Trident3- Intel x86
Gig Switch Port  ON 10G/5G/2.5G/NG X5
folio 90W PoE,
4 x 25G,
2 x100/40G
Multi- N3248X-ON 48 x 10G/5G/2.5G Trident3- Intel x86
Gig Switch Port NG, X5
folio 4 x 25G,
2 x 100G/40G
Delta Hardware
Table 4. Supported Delta Switches
Category Model Port SwitchA CPU

Configuration SIC

10G Switch Por AG7648 48 x 10G, Trident2 Intel x86
25G Switch Po AG5648 v1-R 48 x 25G, Tomaha  Intel x86
rtfolio wk+

6 x 100G
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100G Switch P AG9032 v1

ortfolio

HPE Hardware
Table 5. Supported HPE Switches

Category Model

10G Switch Po HPE AL 6921-
rtfolio 54T

10G Switch Po HPE AL 6921-
rtfolio 54X

32 x 100G

Port

Configuration

48 x 10G-T,

6 x 40G

48 x 10G-T,

6 x 40G
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Tomaha Intel x86

wk

SwitchA CPU
SIC

Trident2 Intel x86

+

Trident2 Intel x86

+



Supported FSOS Switches

Before you import FSOS switches to AmpCon-Campus through SNMP, ensure that the FSOS
switches are supported by AmpCon-Campus.

See the following support list:

Table 1. Supported FSOS Switch List

Switch Series Switch Model

IES3110 IES3110-8TFM-P

TSN3220 TSN3220-10S-U
© NoTE

TSN3220-10S-U switches are supported only
in AmpCon-Campus 2.3.1.

S3100 S3100-8TMS-P, S3100-16 TMS-P, S3100-16TF,
S3100-16TF-P

S3270 S3270-10TM, S3270-10TM-P, S3270-24TM,
S3270-24TM-P, S3270-48TM

S3410 S3410-24TS-P, S3410-48TS-P, S3410-24TF-P

S3910 S3910-24TS, S3910-24TF, S3910-48TF, S3910-
48TS

S5810 S5810-48FS, S5810-28FS, S5810-28TS, S5810-

48TS, S5810-48TS-P

S5860 S5860-20SQ, S5860-48SC, S5860-24XMG,
S5860-24MG-U, S5860-48XMG, S5860-48XMG-
U, S5860-24XB-U

S5800 S5800-48T4S, S5800-48MBQ

S5850 S5850-48S6Q-R, S5850-48B8C, S5850-24B4C,
S5850-24XMG-U

S3950 S3950-4T12S-R
S5850C S5850C-24XMG2C, S5850C-24S2C

S8050 S8050-20Q4C
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S8550

S3150

S3260

S3400

S3700

S3900-R

S5500

S8550-16Q8C

S3150-8T2FP

S3260-8T2FP

S3400-24T4FP

S3700-24T4F

S3900-48T6S-R

S5500-48T6SP-R
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Supported APs

Before you add access points (APs) to AmpCon-Campus, ensure that the APs are supported

by AmpCon-Campus.
See the following support list:

Table 1. Supported APs

Product Product Description

AP-N716 AP-N716, Wi-Fi 7 802.11be 9300 Mbps Indoor Access
Point, Seamless Roaming & 2 x 2 MU-MIMO Three
Radios, PicOS®, Manageable via AmpCon-Campus
(Without PoE Injector)

AP-N516 AP-N516, Wi-Fi 6 802.17ax 3000 Mbps Indoor Access
Point, Seamless Roaming & 4 x 4 MU-MIMO Dual
Radios, PicOS®, Manageable via AmpCon-Campus
(Without PoE Injector)

AP-N506 AP-N506, Wi-Fi 6 802.11ax 1800 Mbps Indoor Access
Point, Seamless Roaming & 2 x 2 MU-MIMO Dual
Radios, PicOS®, Manageable via AmpCon-Campus
(Without PoE Injector)

AP-N506H AP-N506H, Wi-Fi 6 802.11ax 3000 Mbps Indoor
Access Point, Seamless Roaming & 2 x 2 MU-MIMO
Dual Radios, PicOS®, Manageable via AmpCon-
Campus (Without PoE Injector)

AP-T566D AP-T566D, Wi-Fi 6 802.11ax 1800 Mbps Outdoor
Access Point, Seamless Roaming & 2 x 2 MU-MIMO
Dual Radios, PicOS®, Manageable via AmpCon-
Campus (Without PoE Injector)
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Installation Requirements

Before you install the AmpCon-Campus server, ensure that the following requirements are

met.

Server Requirements
Network Requirements

License Requirements

Server Requirements

If you want to install the AmpCon-Campus server on a physical machine, ensure that the
physical machine meets the following requirements:
©® NOTE

To install the AmpCon-Campus server on a virtual machine, ensure that
the hypervisor has the following resources (CPU, memory, and hard disk)
to be allocated when you import the AmpCon-Campus server image.

Table 1. Machine Requirements

Indicators Requirements

CPU Clock speed 2.0 GHz or faster
Number of cores At least 4 CPU cores

Memory At least 16 GB

Hard disk At least 512 GB

Operating system Ubuntu 22.04 LTS (X86

architecture) with Docker

Network Requirements

Before you install AmpCon-Campus, set the firewall and proxy properly to allow the following

network access:

Table 2. Network Requirement for the AmpCon-Campus Server Machine

TCP/UDP Port Protocol
TCP 80 HTTP
TCP 443 HTTPS
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uUbP 69 TFTP

uUbP 80 OpenVPN

©® NOTEs

« On AmpCon-Campus, each managed switch has two IP addresses:

Mgmt IP and VPN IP.

o Mgmt IP is the management IP address of a switch. Mgmt IP is used
to connect to the AmpCon-Campus server during the switch
onboarding process.

o However, Mgmt IP might be changed. To ensure uninterrupted
connection between the AmpCon-Campus server and a switch after
Mgmt IP is changed, OpenVPN is introduced to AmpCon-Campus.

o OpenVPN is an open-source virtual private network (VPN) solution
designed to create secure, encrypted communication tunnels over

networks.

After a switch is onboarded to AmpCon-Campus successfully, a VPN
tunnel between the AmpCon-Campus server and the switch is
established, and a VPN IP, the IP address of the VPN tunnel, is
assigned to the switch. Later, the AmpCon-Campus server and the
switch will communicate through the VPN tunnel.
« The AmpCon-Campus server also functions as the OpenVPN server,
and its OpenVPN IP address is 10.8.0.1. The default subnet for OpenVPN
is 10.8.0.0/20.

If the default subnet has conflicts with your network, AmpCon-Campus

can’t work well. Contact the FS support team to resolve this issue.

License Requirements

Obtain an AmpCon-Campus license from the FS sale team. The following AmpCon-Campus

license types are supported:

. Trial license: The trial period lasts for 90 days and an additional 14 days. After the trial

license is expired, you must install a standard license to continue using AmpCon-Campus.

. Standard license: After a standard license is installed, you cannot install a trial license.

1



Deploying AmpCon-Campus

To use the powerful features of AmpCon-Campus, you need to install the AmpCon-Campus

server first. You can upgrade the AmpCon-Campus server to a later version or uninstall it if
it’s not needed.

See the following child topics:

« Installing the AmpCon-Campus Server
o Upgrading the AmpCon-Campus Server
¢ Uninstalling the AmpCon-Campus Server
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Installing the AmpCon-Campus Server
You can install the AmpCon-Campus server on a virtual machine or a physical machine by
using one of the following methods:

. Installing on VMware ESXi
. Installing.on QEMU or KVM

. Installing_on VirtualBox for Lab Only

. Installing_on Physical Machines (Ubuntu Docker)

If multiple NICs are added to the virtual machine or physical machine, you must specify the
NIC IP address used by the AmpCon-Campus server to establish connections with managed
switches, in the configuration file (/usr/share/automation/server/.env). Otherwise, the

connections between the AmpCon-Campus server and managed switches might fail.

For more information, see Multi-NIC Deployment for Switch Connectivity.

©® NOTEs

« On AmpCon-Campus, each managed switch has two IP addresses:

Mgmt IP and VPN IP.

o Mgmt IP is the management IP address of a switch. Mgmt IP is used
to connect to the AmpCon-Campus server during the switch
onboarding process.

o However, Mgmt IP might be changed. To ensure uninterrupted
connection between the AmpCon-Campus server and a switch after
Mgmt IP is changed, OpenVPN is introduced to AmpCon-Campus.

o OpenVPN is an open-source virtual private network (VPN) solution
designed to create secure, encrypted communication tunnels over

networks.

After a switch is onboarded to AmpCon-Campus successfully, a VPN
tunnel between the AmpCon-Campus server and the switch is
established, and a VPN IP, the IP address of the VPN tunnel, is
assigned to the switch. Later, the AmpCon-Campus server and the
switch will communicate through the VPN tunnel.
- The AmpCon-Campus server also functions as the OpenVPN server,
and its OpenVPN IP address is 10.8.0.1. The default subnet for OpenVPN
is 10.8.0.0/20.

If the default subnet has conflicts with your network, AmpCon-Campus

can’t work well. Contact the FS support team to resolve this issue.
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Installing on VirtualBox for Lab Only

You can install the AmpCon-Campus server on VirtualBox for lab purposes only. Production
environments require a proper enterprise-scale virtualization solution as described in

Supported Deployments. For how to use VirtualBox in general, see the Oracle VirtualBox

documentation.

Prerequisites
Installation Procedure
What to Do Next

Prerequisites

. Ensure that the installation requirements are met.

« Download the compressed AmpCon-Campus server image AmpCon-Campus for
VirtualBox V2.3.x Software from the FS AmpCon-Campus website.

« Put the compressed AmpCon-Campus server image file to the machine where the

hypervisor exists, and unzip the file.

Installation Procedure

1. Open the VirtualBox console, and then click File > Import Appliance.

QP @ & D.

Kew Al Semiiegs i Srary
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Floppy, Opsical, Hard Disk
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2. Select Local File System, import the AmpCon-Campus server .ova image file, and then

click Next.
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3. Confirm the settings for the .ova file, and then click Finish.

L

o]
1 Teele
dag ¥rv Al Sestiog ad  Start

A Bake (43 Basw_Link
i) Presred T

WLAN_AD Bana (FLAX_AD Bare Link
@ Porernd 055

WLAN_AP_Base

WLAN AT Bana (VLAS_AC_Bara_Link
@) Povared 0ff
WLAN P Buse (FLAS_SAF Base Lickl

LA Basa (FL454F_Basn Link)
0 Powared 357

lerrat Adapres”

Wait for the importing process to finish. Once completed, the virtual machine is

successfully imported, and the AmpCon-Campus server is installed.

© NOTE

The AmpCon-Campus server is installed in the
/usr/share/automation/server directory. Currently, you can’t

customize the installation directory.
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4. Click Settings, and then check the settings of the imported virtual machine.

=P

Show

M| Preview

In the Network column, the default value of the Promiscuous Mode

is Deny. You must change it to Allow All.
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5. Start the imported virtual machine by clicking the virtual machine and then clicking Start.
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6. Modify the network interface configuration.
a. Log in to the virtual machine with the default username (pica8) and password (pica8).

b. Open the file named 00-installer-config.yaml by running the following command:
sudo vi /etc/netplan/00-installer-config.yaml
c. In the 00-installer-config.yaml file, modify the IP address with the real IP address of the
virtual machine as follows:

O NOTE

The Network Interface Card (NIC) name in the 00-installer-
config.yaml file might not match the real NIC name of the virtual

machine.

84



Therefore, you must check the real NIC name of the virtual

machine first by using the command ip addr show and then

update the NIC name in the 00-installer-config.yaml file.

d. Apply the network interface configuration by running the following command:

sudo netplan apply

7. Start the AmpCon-Campus server:

a. Go to the AmpCon-Campus installation directory by running the following command:

cd /usr/share/automation/server

b. Start the AmpCon-Campus server by running the following command:

sudo ./start.sh

Now the AmpCon-Campus server is installed and started.

What to Do Next

. If multiple NICs are added to the virtual machine or physical machine, you must specify
the NIC IP address used by the AmpCon-Campus server to establish connections with
managed switches, in the configuration file (/usr/share/automation/server/.env). Otherwise,

the connections between the AmpCon-Campus server and managed switches might fail.

For more information, see Multi-NIC Deployment for Switch Connectivity.

. To stop the AmpCon-Campus server, follow the steps:

1. Go to the AmpCon-Campus installation directory by running the cd

/usr/share/automation/server command.
2. Stop the AmpCon-Campus server by running the sudo ./stop.sh command.

. To start the the AmpCon-Campus server after it is stopped, follow the steps:

1. Go to the AmpCon-Campus installation directory by running the cd

Jusr/sharef/automation/server command.
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2. Start the AmpCon-Campus server by running the sudo ./start.sh command.
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Installing on VMware ESXi

You can install the AmpCon-Campus server on VMware ESXi 6.7, 7.0, 8.0. For how to use

VMware ESXi in general, see the VMware ESXi documentation.

Prerequisites
Installation Procedure
What to Do Next

Prerequisites

. Ensure that the installation requirements are met.

« Download the compressed AmpCon-Campus server image AmpCon-Campus for
VMWare ESXi V2.3.x Software from the FS AmpCon-Campus website.

« Put the compressed AmpCon-Campus server image file to the machine where the

hypervisor exists, and unzip the file.

Installation Procedure

1. Open the VMware ESXi console, and then click Create / Register VM.

EEdRdiasd

{
i
scecncae |

2. Select Deploy a virtual machine from an OVF or OVA file, and then click Next.
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vimware'

3. Enter the virtual machine name, upload the AmpCon-Campus server .ovf and .vmdk files,

and then click Next.

4. Confirm the storage type and datastore, and then click Next.

5. In the Network mappings drop-down list of the Deployment Options window, select the
network adapter to which the virtual machine is connected, and then click Next.
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6. Click Finish.

vmware

Wait for the importing process to finish. Once completed, the virtual machine is
successfully imported, and the AmpCon-Campus server is installed.

© NOTE

The AmpCon-Campus server is installed in the
/usr/share/automation/server directory. Currently, you can’t
customize the installation directory.

7. 0On the VMware ESXi console, click the new virtual machine name that you specified in
step 3.

efpoccocap

eooafr

8. Click Console to open the virtual machine console.
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9. Modify the network interface configuration.
a. Log in to the virtual machine with the default username (pica8) and password (pica8).

b. Open the file named 00-installer-config.yaml by running the following command:

sudo vi /etc/netplan/00-installer-config.yaml

c. In the 00-installer-config.yaml file, modify the IP address with the real IP address of the

virtual machine as follows:

test_ampcon_ovl

d. Apply the network interface configuration by running the following command:

sudo netplan apply

10. Start the AmpCon-Campus server:

a. Go to the AmpCon-Campus installation directory by running the following command:

cd /usr/share/automation/server

b. Start the AmpCon-Campus server by running the following command:

sudo ./start.sh
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Now the AmpCon-Campus server is installed and started.

What to Do Next

. If multiple NICs are added to the virtual machine or physical machine, you must specify
the NIC IP address used by the AmpCon-Campus server to establish connections with
managed switches, in the configuration file (/usr/share/automation/server/.env). Otherwise,

the connections between the AmpCon-Campus server and managed switches might fail.

For more information, see Multi-NIC Deployment for Switch Connectivity.

. To stop the AmpCon-Campus server, follow the steps:

1. Go to the AmpCon-Campus installation directory by running the cd

[usr/share/automation/server command.
2. Stop the AmpCon-Campus server by running the sudo ./stop.sh command.
. To start the the AmpCon-Campus server after it is stopped, follow the steps:

1. Go to the AmpCon-Campus installation directory by running the cd

Jusr/share/automation/server command.

2. Start the AmpCon-Campus server by running the sudo ./start.sh command.
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Installing on QEMU or KVM

You can install the AmpCon-Campus server on QEMU or KVM. For how to use QEMU or KVM
in general, see the KVM documentation and QEMU documentation.

In this topic, KVM virt-manager is used to demonstrate the AmpCon-Campus server
installation steps.

Prerequisites
Installation Procedure
What to Do Next

Prerequisites

. Ensure that the installation requirements are met.

« Download the compressed AmpCon-Campus server image AmpCon-Campus for
QEMU/KVM V2.3.x Software from the FS AmpCon-Campus website.

« Put the compressed AmpCon-Campus server image file to the machine where the

hypervisor exists, and unzip the file.

Installation Procedure

1. Open the virt-manager console by running the following command:

virt-manager

2. Click the following button to start the importing process.

' Virtual Machine Manager@1 -_ ] b

Fle Edit Vview Help

]| = o Q) -

Name ~ CPU usage

w QEMU/KVM

u PICOS-V

Running

3. Select Import existing disk image, and then click Forward.

. New VM@picas X

m Create a new virtual machine

Connection: QEMU/KVM

Choose how you would like to install the operating system
Local install media (150 image or COROM)
Network Install (HTTP, HTTPS, or FTP)
© Import existing disk image
Manual install

4. Click Browse to select the AmpCon-Campus server .qcow2 image file.
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wm MNew VM@ pical

m Create a new virtual machine

Provide the existing storage path:

Browse...

Choose the operating system you are installing:

Q. Type to start searching

Cancel Back Forward

5. Click Browse Local to add a local location.

- Lol 01 Crvate sterage vikemed@picel

o B — BT Gill Free J 25.04 Gill In ke
insoieambansa ] Location: peasliblibuirtimages

son PSR
Fieiyitem Dectiy

Volumes + o

6. Find the location of the AmpCon-Campus server .qcow?2 image file, and then click Open.

= Locate cxisting oragei@pical

5! I L6608 QEMU QCOW dak image e
dhak 7]
4 other Lecations ) Taxt 18 Dac
W containerd 27 Fob

e

7. Select Ubuntu 22.04 LTS, and then click Forward.
©® NOTE

Do not select other operating systems because AmpCon-Campus
supports only Ubuntu 22.04 currently.
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wa New VM@ picall x

m Create a new virtual machine

Provide the existing storage path:

foptfampecon-de-2.1.0-release-581585d29b.qcow2 Browse...

Choose the operating system you are installing:

Q) Ubuntu 22.04 LTS x| ]

Cancel Back Forward

8. Adjust the memory and CPU settings as needed, and then click Forward.

© NOTE

The memory and CPU settings need to meet the Server Requirements.

v New VM@ pical X

m Create a new virtual machine

Choose Memory and CPU settings:

Memory:| 15989 -
Up to 15989 MiB available on the host
cpus|| 4 — l

Up to 4 available

Cancel Back Forward

9. In the Network selection section, select Macvtap device, and enter the device name.
Then, click Finish.
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wn New VM@picad #

m Create a new virtual machine

Ready to begin the installation

ubuntu22.04

Ubuntu 22.04 LTS

Import existing OS image

15989 MIB

4
dc-2.1.0-release-581585d29b.qrowz

Customize configuration before install

v Network selection

Macvtap device... -

Device name: macvtap0

A In most configurations, macvtap does not wark
for host to guest network communication

Cancel Back Finish

Wait for the importing process to finish. Once completed, the virtual machine is successfully

imported, and the AmpCon-Campus server is installed.

©® NOTE

The AmpCon-Campus server is installed in the
/usr/share/automation/server directory. Currently, you can’t customize the

installation directory.

= irtual Machine Manager 1 - =] ®
Al Edit View Help

- open

10. Modify the network interface configuration.
a. Log in to the virtual machine with the default username (pica8) and password (pica8).

b. Open the file named 00-installer-config.yaml by running the following command:

sudo vi /etc/netplan/00-installer-config.yaml

c. In the 00-installer-config.yaml file, modify the IP address with the real IP address of the

virtual machine as follows:.
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d. Apply the network interface configuration by running the following command:

sudo netplan apply

11. Start the AmpCon-Campus server:

a. Go to the AmpCon-Campus installation directory by running the following command:

cd /usr/share/automation/server

b. Start the AmpCon-Campus server by running the following command:

sudo ./start.sh

Now the AmpCon-Campus server is started.

What to Do Next

« If multiple NICs are added to the virtual machine or physical machine, you must specify
the NIC IP address used by the AmpCon-Campus server to establish connections with
managed switches, in the configuration file (/usr/share/automation/server/.env). Otherwise,

the connections between the AmpCon-Campus server and managed switches might fail.

For more information, see Multi-NIC Deployment for Switch Connectivity.

. To stop the AmpCon-Campus server, follow the steps:

1. Go to the AmpCon-Campus installation directory by running the cd

[usr/share/automation/server command.
2. Stop the AmpCon-Campus server by running the sudo ./stop.sh command.
. To start the the AmpCon-Campus server after it is stopped, follow the steps:

1. Go to the AmpCon-Campus installation directory by running the cd

Jusr/share/automation/server command.

2. Start the AmpCon-Campus server by running the sudo ./start.sh command.
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Installing on Physical Machines (Ubuntu Docker)

You can install the AmpCon-Campus server on a physical machine based on Ubuntu 22.04
LTS with Docker installed.

Prerequisites

Installation Procedure

What to Do Next
Prerequisites

. Prepare a physical machine based on Ubuntu 22.04 LTS with Docker installed.

. Ensure that the installation requirements are met.

« Download the compressed AmpCon-Campus server installation package AmpCon-
Campus for Ubuntu Docker V2.3.x Software from the FS AmpCon-Campus website.

Installation Procedure

1. Put the AmpCon-Campus server installation package to the prepared physical machine,
and then extract the package by running the unzip <package_file_name>.zip command.
A .tar.gz file is generated in the current directory.

Extract the generated .tar.gz file by running the tar -zxvf
<extracted_tar_file_name>.tar.gz command. A directory is generated with AmpCon-
Campus server installation files.

O NOTEs

- Replace <package_file_name> in the command with the name of

the AmpCon-Campus server installation package.

- Replace <extracted_tar_file_name> in the command with the

extracted .tar.gz file name.

2. On the physical machine, modify the network interface configuration as follows:

a. Open the file named 00-installer-config.yaml by running the following command:

sudo vi /etc/netplan/00-installer-config.yaml

b. In the 00-installer-config.yaml file, modify the IP address with the real IP address of
the physical machine.
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c. Apply the network interface configuration by running the following command:

sudo netplan apply

3. Go to the directory where the unzipped AmpCon-Campus server installation files exist.

cd <AmpCon-Campus installation directory>

Replace <AmpCon-Campus installation directory> with the name of the directory

containing the unzipped AmpCon-Campus server installation files.

4. Install the AmpCon-Campus server by running the following command:

sudo ./install_or_upgrade.sh

Wait for the installation process to finish. Once completed, the AmpCon-Campus server is

installed and started.

© NOTE

The AmpCon-Campus server is installed in the
/usr/share/automation/server directory. Currently, you can’t

customize the installation directory.

What to Do Next
« If multiple NICs are added to the virtual machine or physical machine, you must specify
one NIC IP address, which is used by AmpCon-Campus server to establish connections

with the switches to be managed, in the configuration file
(/usr/share/automation/server/.env). Otherwise, the connections between the AmpCon-

Campus server and the switches to be managed might fail.

For more information, see Multi-NIC Deployment for Switch Connectivity.

. To stop the AmpCon-Campus server, follow the steps:

1. Go to the AmpCon-Campus installation directory by running the cd

Jusr/share/automation/server command.
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2. Stop the AmpCon-Campus server by running the sudo ./stop.sh command.

. To start the the AmpCon-Campus server after it is stopped, follow the steps:

1. Go to the AmpCon-Campus installation directory by running the cd

Jusr/share/automation/server command.

2. Start the AmpCon-Campus server by running the sudo ./start.sh command.
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Multi-NIC Deployment for Switch Connectivity

As described in Installing the AmpCon-Campus Server, you need to import the AmpCon-

Campus image file to a virtual machine or unzip the AmpCon-Campus installation packet file

on a physical machine to install the AmpCon-Campus server.

If multiple NICs are added to the virtual machine or physical machine, you must specify one
NIC IP address, which is used by the AmpCon-Campus server to establish connections with
the switches to be managed, in the configuration file (/usr/share/automation/server/.env).

Otherwise, the connections between the AmpCon-Campus server and the switches to be

managed might fail.

©® NOTEs

« When you install the AmpCon-Campus server on a virtual machine, the
imported AmpCon-Campus image file contains only one Network

Interface Card (NIC). But you can manually add more NICs.

« When you install the AmpCon-Campus server on a physical machine,
the AmpCon-Campus installation package file is not an image file, and
thus no NIC is contained in the file. But you can manually add one or
multiple NICs to the physical machine.

Prerequisite
Procedure

Prerequisite

Ensure that the AmpCon-Campus server is installed on a virtual machine or a physical
machine.

Procedure

1. Log in to the virtual machine or the physical machine, and then open the

Jusr/share/automation/server/.env file.

sudo vim /usr/share/automation/server/.env

2. Locate the line containing PROD_IP= in the file, and add the NIC IP address of the
AmpCon-Campus server machine, which is used to connect to the switches to be
managed.
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picad@picas:~] fus nare/automation/server/.env
PRO_TYPE=ampcon-campus
PROD_IP=
BUILD PATH=dist
GENERATE_SOURCEMAP=fzlse
REACT APP_PRE VERSION=9e16b9971d
5156caad

NTER_PRO ¥ DOMAI

3. Restart the AmpCon-Campus server by the following commands:

cd /usr/share/automation/server/

sudo ./start.sh
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Upgrading the AmpCon-Campus Server

To upgrade AmpCon-Campus to 2.3.0 or 2.3.1, see the following upgrading path and

procedure.

Upgrading Path
Upgrading Procedure
Upgrading Path

. You can upgrade AmpCon-Campus 2.1.x (2.1.0 or 2.11), 2.2.x (2.2.0 or 2.2.1) or 2.3.0E to
2.3.0 or 2.3.1.

« You can upgrade AmpCon-Campus 2.3.0 to 2.3.1.

Upgrading Procedure

1. Download the AmpCon-Campus server upgrade package Software Upgrade Package for

AmpCon-Campus V2.3.x from the FS AmpCon-Campus website. Then, the upgrade

package will be downloaded to your local machine.

2. Copy the upgrade package to the AmpCon-Campus server machine, and then extract the

package by running the following command:

unzip <upgrade_package_file_name>.zip

Replace <upgrade_package_file_name> with the real upgrade package name.
Then, a .tar.gz file is generated in the current directory.

Run the following command to extract the .tar.gz file:

tar -zxvf <extracted_tar_file_name>.tar.gz

Replace <extracted_tar_file_name> with the real extracted .tar.gz file name.

3. After extracting the .tar.gz file, go to the extracted directory, and then run the following

upgrade command:
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to upgrade

4. Wait for the upgrade process to complete. Once you see a success message, the upgrade

is finished.

5. Log in to the AmpCon-Campus UI, and then click admin > Version to check the current

AmpCon-Campus version.

<P My At (o] ‘

we — — e no e

(CPU Utilizathon (%) Mamary Uilization (%] Recent Device Alerts
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Uninstalling the AmpCon-Campus Server

To uninstall the AmpCon-Campus server, follow these steps:

Procedure

1. Go to the root directory of the AmpCon-Campus server, and run the stop script with sudo

privileges:

cd /usr/share/automation/server

sudo ./stop.sh

2. Clear the files in the server directory with sudo privileges:

sudo rm -rf /usr/share/automation/server
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Working with the User Interface

After you install the AmpCon-Campus server, you can use the AmpCon-Campus user
interface (UI).

Prerequisites
Logging In
Logging Out
UI Overview
UI Menus

UI Conventions

Prerequisites

Before you use the AmpCon-Campus UI, ensure that the following prerequisites are met:

. The network connection between your local computer and the AmpCon-Campus server is
available, and the AmpCon-Campus server is started and running properly.

. To use the Terminal Access Controller Access Control System (TACACS+) server for

authentication and authorization of AmpCon-Campus login users, enable the TACACS+
integration first. Fore more information, see Configuring TACACS+ Authentication and

Authorization.

. You have obtained the AmpCon-Campus username and password for login.

o The first time you log in to the AmpCon-Campus UI, use the default username admin
and password admin.

o The user admin is a built-in account of the SuperAdmin role. It has all operation
permissions on AmpCon-Campus. For security purposes, change the password upon
the first login, update it periodically, and keep it secure. For how to update the password,
see User Self-Management.

o You can add other user accounts and enable limited access for the personnel who are

working with you. For more information, see Managing User Access.

Logging In
To log in to the AmpCon-Campus UI, follow these steps:

1. In a web browser, enter the URL of the AmpCon-Campus server in the format of

"https://<AmpCon-Server-IP-or-Domain-Name>/login".

Replace <AmpCon-Server-IP-or-Domain-Name> with the IP address or domain name of

the AmpCon-Campus server.

2. In the Username field, enter the username of an AmpCon-Campus user.

3. In the Password field, enter the password of the AmpCon-Campus user.
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Welcome to AmpCon-Campus

Username

A, admin

Password

& seeee

Keep me signed in

LOGIN

4. Optional: Select Keep me signed in to extend the allowed inactivity time of the AmpCon-
Campus UL

. If Keep me signed in is not selected, your session will be logged out after 30 minutes of
inactivity in the AmpCon-Campus UI.

. If Keep me signed in is selected, your session will be logged out after 365 days of
inactivity in the AmpCon-Campus UL.

« If AmpCon-Campus services are restarted, all AmpCon-Campus UI sessions will be

logged out.
5. Click LOGIN. Then, the AmpCon-Campus homepage will appear.

Logging Out
To log out of the AmpCon-Campus UI, hover your mouse over the username at the top right

corner of the homepage, and then click Logout.
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UI Overview

In the AmpCon-Campus UI, you can see the following sections:

Table 1. Homepage Descriptions

Section Description

Navigation Bar Click a first-level menu from the navigation bar, and

then click a second-level menu.

If the second-level menu contains third-level

menus, click a third-level menu.
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Page

User Management

Then, you can see a specific page on the right.

After clicking a second-level or third-level menu
from the navigation bar, you can see a specific
page on the right.

For example, click Dashboard > System Overview
from the navigation bar. Then, you can see the
“System Overview” page on the right, where you
can check managed switches and the health of the

AmpCon-Campus server.

CPU Utilization (%] Memary Utiization (6]

Hover your mouse over the username at the top
right corner of the homepage, and then click User

Management.

prre—— AT 413 B85 Damn- @
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In the pop-up window, you can change the user
password and associated email address.
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Version

Query Tool

Document

User Account Settings X

User Name + admin

OldPassword+ ~ eeese

New Password + CLTTTTYYY TS

ConfirmPassword + ~ esssssssss

Email # test@test.com

Cance

Hover your mouse over the username at the top
right corner of the homepage, and then click

Version.

In the pop-up window, you can see the current
AmpCon-Campus version. Click Release notes for

AmpCon-Campus to check the release note

document.

2.3.0/2.3.0-dev-f273a%eed2 X

Release notes for AmpCon-Campus

Hover over the question icon at the top right corner
of the homepage, and then click Query Tool.

[
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Then, you will be redirected to the ES Query Tool

page.

?i
e

Hover your mouse over the question icon at the top
right corner of the homepage, and then click

Document.

Then, you will be redirected to the AmpCon-
Campus doc site.
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Alert Check the total number of alerts in the Critical (also

called Error), Info, or Warning level.

For the definition of each alert level, see Alert Types

and Levels.

UI Menus

Read the UI menus to learn the purpose of each UI menu and quickly master the use of the
AmpCon-Campus UI.

UI Conventions

Read the UI conventions for how to use common elements (such as common buttons and

icons) in the AmpCon-Campus UL
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UI Menus
The AmpCon-Campus UI enables you to deploy, configure, and manage your networks easily. In addition, it gives you
deep visibility into your networks and managed devices.

To quickly master the use of the AmpCon-Campus UI, learn the purposes of the following UI menus:

©® NOTE

Only the AmpCon-Campus users with the SuperAdmin role can use all
the following UI menus. For UI menu permissions of each user role, see

User Permission Table.

Dashboard
Network Design
Resource
Wireless

Wired

Monitor
Maintain
System

Dashboard
In the navigation bar, click the Dashboard first-level menu. You can see three second-level menus: System Overview,

Switch Overview, and Wireless Overview.

Click Dashboard > System Overview. On the “System Overview” page, you can check managed PicOS switches and

the health of the AmpCon-Campus server. For more information, see System Overview.
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Click Dashboard > Switch Overview. On the “Switch Overview” page, you can have a basic overview of PicOS switch

statistics and graphs. For more information, see Switch Overview.
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Deployment and Litecycls Work Flow
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Click Dashboard > Wireless View. On the “Wireless View” page, you can have a quick understanding of deployed

wireless networks, such as managed access points (APs), AP health status, and connected terminal devices (STAs).
For more information, see Wireless View.

A0 40 B0 Jaee- @

Doy Crvarall Health © HighMemary Gevices {+ 75%) ©
] = % > | O =
Asacitiona [re— vl st stasa

- R N ——— RO —
Commands Omice Typm. Spvinm Utime

s I I I

In the navigation bar, click the Network Design first-level menu. You can see four second-level menus: Topologies,
Campus Fabric, Overlay Service Activation, and Switch Templates.

Network Design

Click Network Design > Topologies. On the “Topologies” page, you can visualize your PicOS switches in all locations

and drill down into an individual PicOS switch, right to the port level, to check port stats and overall health of the
switch. For more information, see_Topology.
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Click Network Design > Campus Fabric. On the “Campus Fabric” page, you can design and deploy IP Clos fabrics
and MLAG fabrics. For more information, see Designing Campus Fabrics.

© Opernn

Click Network Design > Overlay Service Activation. On the “Overlay Service Activation” page, you can modify

overlay-related configurations (VRF, VNI, and DHCP relay configurations) for added IP Clos fabrics. For more
information, see Provisioning Overlay Services.
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Click Network Design > Switch Templates. On the “Switch Templates” page, you can configure PicOS switches by

adding a switch configuration template and applying it to PicOS switches in one or multiple sites. For more information,
see Switch Templates.
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Resource

In the navigation bar, click the Resource first-level menu. You can see four second-level menus: Upgrade
Management, Device Licenses, Group Management, and Site Management.

Click Resource > Upgrade Management. In the AP tab, you can upgrade AP firmware one by one or in batches. For
more information, see Upgrading AP Firmware.
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In the Switch tab, you can upload PicOS images and upgrade PicOS on a single PicOS switch or on multiple PicOS
switches in bulk. For more information, see Uploading and Upgrading PicOS Images.
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Click Resource > Device Licenses. On the “Device Licenses” page, you can do the following operations:

. In the License Audit tab, verify whether PicOS licenses are valid or not.

. In the License Action tab, verify whether PicOS licenses are valid and extend expired PicOS licenses.

. In the Local License tab, add local PicOS licenses to AmpCon-Campus manually if the AmpCon-Campus server

can’t access the License Portal.

For more information, see Managing PicOS Licenses.
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Click Resource > Group Management. On the “Group Management” page, you can add PicOS switches to a switch

group and designate operation permissions for PicOS switches in the switch group. For more information, see

Managing Groups.
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Click Resource > Site Management. On the “Site Management” page, you can add PicOS switches to a site

information, see Managing_Sites.
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. For more

In the navigation bar, click the Wireless first-level menu. You can see four second-level menus: Manage, Access

Points, Inventory, and Wireless Profiles.
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Click Wireless > Manage. In the Monitor tab, you can monitor the overall running status of each wireless site

. For
more information, see Monitoring Wireless Sites.
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In the Configure tab, you can add SSID configurations, radio configurations, and advanced configurations for all APs
in a wireless site. For more information, see the following topics:

« Adding SSID Configurations

. Optional: Adding Radio Configurations

. Optional: Adding Advanced Configurations
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ration  Advanced Confeguration

In the RRM Optimize tab, you can optimize wireless networks immediately or at a fixed time. You can also customize
network optimization configurations. For more information, see Optimizing Wireless Networks.
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Click Wireless > Access Points. On the “Access Points” page, you can check detailed metrics of each managed AP.
For more information, see Monitoring_ APs.
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Click Wireless > Inventory. On the “Inventory” page, you can maintain wireless networks, such as accessing,

positioning, or rebooting APs. For more information, see Maintaining Wireless Networks.
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Click Wireless > Wireless Profiles. On the “Wireless Profiles” page, you can configure some profiles, such as RADIUS
servers, Multiple Pre-Shared Key (MPSK), Captive Portal, and the enabling time ranges for SSIDs or radio. Then, when
you add SSID configurations or radio configurations, you can use these pre-defined profiles. For more information, see

Adding Wireless Profiles.
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Wired
In the navigation bar, click the Wired first-level menu. You can see three second-level menus: Switches, Wired

Profiles, and Config Templates.

Click Wired > Switches. In the PicOS tab, you can import, view, and manage PicOS switches. For more information,

see Importing PicOS Switches and Managing_Switches.
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In the FSOS tab, you can import and view FSOS switches. For more information, see Importing FSOS Switches.
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Click Wired > Wired Profiles. On the “Wired Profiles” page, you can add the configurations used for PicOS switch

deployment. For more information, see the following documents:

. Configuring_Global Configurations

. Adding Switch Configurations

- Managing_Global and Switch Configurations

. Configuring Switch Models

. Adding System Configurations
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Click Wired > Config Templates. On the “Config Templates” page, you can configure and manage configuration
templates, push configurations to PicOS switches, back up and restore configurations for disaster recovery, or
compare configurations for troubleshooting or auditing. For more information, see Configuration Templates.
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Monitor
In the navigation bar, click the Monitor first-level menu. You can see five second-level menus: Alerts, Telemetry,

SNMP Management, Wired Clients, and Wireless Clients.

Click Monitor > Alerts. You can see three third-level menus: Alert List, Notification Rules, and Notification History.
By using these menus, you can view all triggered alerts, configure real-time email notifications, and check email

notification history. For more information, see Alerts.
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Click Monitor > Telemetry. On the “Telemetry” page, you can see telemetry data of managed PicOS switches. For

more information, see Global Telemetry Data.
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Click Monitor > SNMP Management. You can see two third-level menus: SNMP Data Filtering and SNMP
Visualization. By using these menus, you can filter SNMP data and check item-based trend graphs for imported FSOS

switches. For more information, see Filtering SNMP Data and Viewing SNMP Trend Graphs.
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Click Monitor > Wired Clients. On the “Wired Clients” page, you can monitor terminal devices connected to each
managed PicOS switch. For more information, see Terminals.
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Click Monitor > Wireless Clients. On the “Wireless Clients” page, you can monitor STAs connected to each managed

AP. For more information, see Monitoring STAs.
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Maintain

In the navigation bar, click the Maintain first-level menu. You can see three second-level menus: Automation, System

Backup, and Web Access.

Click Maintain > Automation. You can see four third-level menus: Playbooks, Other Devices, Ansible Jobs, and
Scheduler. By using these menus, you can write, run, schedule, and manage Ansible playbooks on managed PicOS

switches and added Linux servers. For more information, see Running Ansible Playbooks for Automation.
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Click Maintain > System Backup. On the “System Backup” page, you can back up and restore the AmpCon-Campus
database securely for disaster recovery. For more information, see Backing Up and Restoring the AmpCon-Campus

Database.
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Click Maintain > Web Access. On the “Web Access” page, you can connect to a device (such as a switch or terminal

device) by creating an SSH session. For more information, see Accessing Devices through SSH Sessions.
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System

In the navigation bar, click the System first-level menu. You can see three second-level menus: User Management,
Email Settings, and Software Licenses.

Click System > User Management. On the “User Management” page, you can manage user access so that users are
assigned with appropriate permissions. For more information, see Managing_User Access.
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Click System > Email Settings. On the “Email Settings” page, you can configure an SMTP server to receive alert

notifications through emails. For more information, see Configuring.an SMTP Server.
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Email Settings.
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Click System > Software Licenses. You can see three third-level menus: License View, License Management, and

License Log.

By using these menus, you can import AmpCon-Campus licenses, convert a trial AmpCon-Campus license to a
standard AmpCon-Campus license, or invalidate the AmpCon-Campus license on a PicOS switch to release the
license. In addition, you can check operation logs and alerts related to AmpCon-Campus licenses. For more

information, see Managing AmpCon-Campus Licenses.
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UI Conventions

To learn how to use common elements in the AmpCon-Campus UI, read the following UI conventions:

Graph
Highlighting
Mandatory Configurations
Search
Time Selection
Time Zone
General Buttons
Apply Button
Cancel Button
Delete Button
Edit Button
Export Button
Log Button
Refresh Button
View Button

General Icons
Close Icon

Download Icon

Filter Icon

Help Icon

Metric Selection Icon
Remove Icon

Sort Icon

Unfold Icon

Graph
For each monitoring graph, you can hover your mouse over a time point to check for detailed metric data at that time

point.
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Highlighting
Some columns have information displayed in green. Click the information in green, and then you can edit the

information or be redirected to another page.
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Mandatory Configurations

All the configuration parameters marked with asterisks must be configured. Other configurations are optional.
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Search

Some pages have the search box. Enter keywords in the search box to display only the information that you need.

Alert List
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Time Selection

Some pages have the time selection box. Select the start date and end date to display only the data in the selected
time range.

By default, the data in the last 5 minutes are displayed.
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Time Zone

All times displayed in the AmpCon-Campus UI are in the UTC+0 time zone.
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General Buttons

Apply Button

Some pages have the Apply button. Click the button to apply configurations.

== ]

Cancel Button

Some pages have the Cancel button. Click the button to cancel an operation.
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Create Config *x
Name = test

Description

Delete Button

Some pages have the Delete button. Click the button to delete an item.
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Edit Button

Some pages have the Edit button. Click the button to edit an item.

VNI

+ N
VNI B Networks . Operation
1 HQ CorprInternct 01 Delete
12 HOQ-Corp Internet.02 Et Delete
13 HO: CorpInternet-03 Edit Delete

Export Button

Some pages have the Export button. Click the button to export data. You might need to select the items to be
exported first.

Licerae Lon
S
Log Button
Some pages have the Log button. Click the button to view log details.
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Refresh Button
Some pages have the Refresh button. Click the button to refresh data.
License Management
o
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View Button
Some pages have the View button. Click the button to view data.

Campus Fabric
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General Icons
Close Icon

Each pop-up window has a close icon. To close a pop-up window, click the close icon.

Create Backup Config
BackupName * test
Encrypt Key test-key
AmpCon Version + 2302.30-dev-freedafcs2
(o | N

Some pages have the Download icon. Click the icon to download data.

Download Icon

Batch Import X
Dawnioad Template s«.w Tempiate
Upload File
B
Drag aed drop il here cr Choase File
fsce File)

Filter Icon

Some columns have the filter icon. To set the displayed information, click the icon, enter keywords, and then click
Search. To clear the filter condition, click Reset.
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Help Icon

Some page names, buttons, or field names are marked with the question icons. Hover your mouse over question icons
to check notes.

Password ¢ CRTTTYTRTTS 4

Confirm Password + ERTTTTTETEY o
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Metric Selection Icon

Some pages have the metric selection icon. Click the icon to specify the metrics to be displayed.

Remove Icon

AN Columns.
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After you add one or multiple items to a field or a search box, to remove an item, click the remove icon.

Captive Portal

Auth Mode * Click
Walled Garden FQDN

Idie Timeout + 400

Web Root

Sort Icon

Walled Garden IP Address .11 . -‘n

Session Timeout. &0

Some columns have the sort icons. Click the up arrow icon to display data in ascending order. Click the down arrow

icon to display data in descending order.
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Unfold Icon

Some buttons have the unfold icon similar to a down arrow. Hover your mouse over or click the unfold icon, and then

you can see sub buttons.

| Lifecycle Actions A \ Parking Lot

Sysname s Y

Sync Sysname

SyncMgmt IP Address

E g Model < ¥ Version + Y Status Y

Some pages have the unfold icon shown as a plus icon surrounded by a square. Click the unfold icon to view sub

elements.

Topologies List

+ o @

B A
B site
default
FSLAHG
FS-WH-BR.
FS-WH-BR-02

test
[Erretcer

B e a ®

O O

PICOS

PICOS.
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Managing Wireless Networks

AmpCon-Campus supports managing wireless networks and access points (APs), providing
flexible and secure network management through enhanced wireless configuration,

advanced radio frequency optimization, and robust management capabilities.

By using AmpCon-Campus, you can deploy, maintain, and monitor wireless networks more
efficiently. See the following child topics:

* Wireless Overview
* Deploying Wireless Networks
¢ Maintaining Wireless Networks

* Monitoring Wireless Networks
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Wireless Overview

Before you deploy wireless networks, learn about the highlights of wireless network management, wireless network
related concepts, and the Zero-Touch Provisioning (ZTP) workflow of access points (APs).
Concepts
Highlights
Zero-Touch Provisioning
Simplified Wireless Network Configuration
Intelligent RF and Network Optimization
Powerful Platform Management and Integration

Comprehensive Telemetry and Diagnostics
AP ZTP Workflow

Concepts

You need to understand wireless network related concepts. For more information, see Concepts.

Highlights
Zero-Touch Provisioning

AmpCon-Campus uses Zero-Touch Provisioning (ZTP) to simplify wireless network deployment. After you plug in and
power on an AP, the AP initiates a connection request to AmpCon-Campus through the IP address of the AmpCon-

Campus server.
After the connection is established, the AP retrieves its configurations without manual intervention.

For more information, see AP ZTP Workflow.

DHCP Server PicOS Switch and AP AmpCon-Campus Server

TP (1P adldress of the AmpCon-Campus server]
M-TLS WebSocket Handshake

WebSocket Upgrade

Transtor Provisioning

Simplified Wireless Network Configuration

AmpCon-Campus simplifies wireless network configuration:
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. Multiple Service Set Identifier (SSID) support and radio management
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o AmpCon-Campus supports configuring 2.4 GHz, 5 GHz, and 6 GHz radio bands. Each radio band can be
configured with multiple SSIDs for enterprise, guest, and Internet of Things (IoT) scenarios.

o Each SSID supports independent 802.1Q VLAN, 802.1d bridging, or NAT gateway mode, enabling fine-grained
network segmentation.

. Wi-Fi schedule (scheduled Wi-Fi on and off)

- AmpCon-Campus supports enabling or disabling specific SSIDs or radio bands based on a time schedule,
optimizing energy consumption and network usage. For example, you can enable employee Wi-Fi during work
hours and disable guest Wi-Fi at night.

. Advanced authentication and security

- AmpCon-Campus supports multiple wireless security protocols, such as WPA, WPA2, WPA3 (Personal or
Enterprise), and OWE, ensuring seamless mobile offloading and enterprise security.

» Protected Management Frames (PMF) can be protected and encrypted to defend against wireless attacks.

o Captive Portal can be customized to simplify public Wi-Fi deployment.

Intelligent RF and Network Optimization

AmpCon-Campus supports intelligent Radio Frequency (RF) and network optimization:

. Autonomous radio resource management

o Supports scheduled and immediate network optimization. You can customize optimization rules for different
scenarios.

» Supports Dynamic Frequency Selection (DFS) and Transmit Power Control (TPC) to optimize channels
automatically and reduce interference.

o Supports IEEE 80211k, 802.11r, and 802.11v to improve client connection speed and roaming experience.

o Supports Wi-Fi guide configuration for dynamic load balancing based on real-time network load.

« Wi-Fi optimization

o Supports BSS Coloring to minimize co-channel interference and improve performance in high-density
environments.
Supports allocation of uplink and downlink Orthogonal Frequency Division Multiple Access (OFDMA) sub-carrier
to optimize spectrum usage.

» Supports Channel Switch Announcement (CSA) to switch channels seamlessly.

Powerful Platform Management and Integration

AmpCon-Campus provides powerful wireless management and integration functions:
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. Intuitive web user interface

o Supports real-time monitoring of AP status, SSID configurations, and network performance.
o Supports bulk configurations and firmware upgrade, simplifying large-scale network management.

- Supports unified management of stations (STAs), providing insights into the entire connection process of each
STA.

. Security and reliability

o Supports northbound security interfaces and encrypted communication, ensuring management data security.
> Supports Link Layer Discovery Protocol (LLDP) for network topology discovery.

Comprehensive Telemetry and Diagnostics

AmpCon-Campus monitors telemetry data in wireless networks, provides network analysis reports, and helps you
diagnose and troubleshoot network issues:

Ao 5n B0 Lams @

. Real-time network telemetry

- Supports collecting telemetry metrics for APs, STAs, sites, and wireless networks, providing data foundation for
performance optimization and fault prediction.

. Analytics and insights
o Provides network performance analysis reports to optimize decisions.

o Supports real-time dashboards to display the connected STA count, uplink or downlink traffic, and active SSIDs.
. Advanced diagnostic tools

o Provides system logs (Syslog) and health check reports to identify issues quickly.
o Supports remote TTY shell (RTTY) and packet capture (PCAP) for real-time troubleshooting.

AP ZTP Workflow

ZTP is an automated technology for deploying and configuring network devices. If a large number of APs need to be

deployed, ZTP can reduce labor costs and improve deployment efficiency. ZTP enables fast, accurate, and reliable
device deployment.
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AmpCon-Campus uses ZTP to simplify AP deployment. After you plug in and power on an AP, the AP initiates a
connection request to AmpCon-Campus through the IP address of the AmpCon-Campus server. After the connection

is established, the AP retrieves configurations from AmpCon-Campus without manual intervention.

By using AmpCon-Campus, remote sites no longer require experienced network personnel; anyone who can place

the AP in the correct location and plug it into a power source can complete the deployment.
See the following workflow description:

Figure 1. AP ZTP Workflow

DHCP Server PicOS Switch and AP AmpCon-Campus Server

DHCP Offer
DHEP request

DHOP ACK
TCP (1P acdress of the AmpCon-Campus server)

M-TLS WebSocket Handshake

WebSacket Lipgrada

Transfor Provisioning

1. Network preparation:
a. After a DHCP server is installed and ready, configure the DHCP server to reserve an IP range for APs.

b. Configure DHCP Option 138 as the IP address of the AmpCon-Campus server, or add the IP address of the
AmpCon-Campus server in the Redirector IP/URL field of the Settings section on each AP webpage.

c. Add site-level wireless configurations for the site to which the AP belongs.
d. Onboard APs to AmpCon-Campus, and assign APs to a site.
2. DHCP request:
a. After you plug in and power on the APs, each AP sends a DHCP Discover to the DHCP server.

b. The DHCP server responds with a DHCP Offer, which not only includes the IP address, mask, gateway, and DNS
of each AP, but also carries the IP address of the AmpCon-Campus server specified in DHCP Option 138 or on the
AP webpage.

3. DHCP response:

a. The AP selects the first valid DHCP Offer and completes the four-message DHCP process (DHCP Request >
DHCP ACK).

b. The AP is now reachable at Layer 3 and can resolve the IP address of the AmpCon-Campus server.
4. Discovery and connection:

a. Each AP attempts to establish a TCP connection to the AmpCon-Campus server through the IP address of the
AmpCon-Campus server.

b. After the connection is successful, the TLS handshake process starts.
5. Mutual TLS (M-TLS) WebSocket Handshake:

a. Each AP sends its pre-installed certificate as the client certificate.
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b. AmpCon-Campus validates the certificate chain.

c. In the TLS tunnel, the HTTP request is upgraded to WebSocket to establish a bidirectional JSON-RPC streaming

channel.

d. After authentication, AmpCon-Campus identifies the model, serial number (SN), and MAC address of each AP,

and matches each AP to its predefined site.
6. Transfer provisioning:

a. AmpCon-Campus generates the full configurations based on pre-defined configurations and pushes JSON

configuration blocks to APs through the WebSocket channel.

b. After the configurations are pushed successfully, each AP sends a “Config Succeed” notification to AmpCon-

Campus.
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Concepts

Before you manage wireless networks, understand the following concepts:

Basic Concepts
Access Point (AP)

Antenna

Basic Service Set Identifier (BSSID)
BSS Coloring

Captive Portal

Channel

Channel Switch Announcement (CSA)
Dynamic Frequency Selection (DFS)
Management Frame Protection (MFP)
Multiple Pre-Shared Keys (MPSK)
One-Click Network Optimization

Radio Band
2.4GHz Radio Band

5GHz Radio Band
6GHz Radio Band
Radio Frequency (RF)
Remote Authentication Dial-In User Service (RADIUS)
Roaming
Service Set Identifier (SSID)
Station (STA)
Universal Access Method (UAM)
Wireless Fidelity (Wi-Fi)
Wi-Fi Steering
Wireless NIC
802.11 Standards

Performance Concepts
AP Overloading

AP Transmission Power

Channel Width

Co-Channel Interference

Intermittent Connectivity

Modulation and Coding Scheme (MCS)
Noise

Received Signal Strength Indicator (RSSI)
Signal-to-Noise Ratio (SNR)

Basic Concepts

Access Point (AP)

The networking device that enables wireless devices (such as smartphones, laptops, and

tablets) to connect to a wired local area network (LAN) or the Internet through Wi-Fi.

It acts as a bridge between wired and wireless networks, allowing wireless devices to

communicate without using physical cables.
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Antenna

The device that transmits or receives wireless signals for wireless data transmission between
devices.

Basic Service Set Identifier (BSSID)

The unique 48-bit identifier assigned to each Basic Service Set (BSS) in a wireless network.

Typically, the value is derived from the MAC address of the AP.

BSS Coloring

The technology used in wireless networks to assign unique identifiers (colors) to different
Basic Service Sets (BSS).

BSS Coloring enables efficient spectrum sharing and interference management within the

same radio band.

Captive Portal

The authentication and access control technology forcibly redirecting users to a login page
for wireless network permission management.

Channel

The frequency range allocated within the radio spectrum for transmitting data. Each channel

has its designated center frequency and bandwidth.

By allocating channels reasonably, mutual interference between devices can be reduced,
and network performance can be improved.
Channel Switch Announcement (CSA)

The management frame mechanism through which an AP notifies stations (STAs) to switch

channels. The notification is triggered in scenarios as follows:

- Channel interference or congestion avoidance
. Spectrum optimization (such as co-channel interference management of BSS Coloring)

. Regulatory compliance requirements (such as radar signal avoidance)

Dynamic Frequency Selection (DFS)

The technology used in wireless networks to avoid interference with radar systems (such as
military, weather, or satellite radar), enabling spectrum sharing by dynamically detecting and
switching channels.

Management Frame Protection (MFP)

The security technology used to add signing or encryption to 802.11 management frames.

MFP can help to prevent forgery, tampering, and replay attacks, thereby mitigating common
wireless Denial of Service (DoS) and disconnection vulnerabilities.
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Multiple Pre-Shared Keys (MPSK)

The technology used to assign different Pre-Shared Keys (PSKs) to different users or devices
in a wireless network, enhancing wireless security and management flexibility.

One-Click Network Optimization

The function used to rapidly optimize wireless network performance, simplifying optimization
processes and reducing operational complexity.

Radio Band

The frequency range allocated within radio waves for wireless communication. Different radio
bands differ in wavelength, penetration, and transmission distances and are used for different

network scenarios.
2.4GHz Radio Band

Covers radio waves from 2.400 GHz to 2.4835 GHz (the exact range varies by region).

The 2.4GHz radio band provides extensive coverage but is susceptible to interference from

other electronic devices.

5GHz Radio Band

Covers radio waves from 5.170 GHz to 5.850 GHz (the exact range varies by region).
The 5GHz radio band is fast in transmission speeds but weak in signal penetration.
6GHz Radio Band

Covers radio waves from 5.925 GHz to 7125 GHz (the exact range varies by region).

The 6GHz radio band combines the advantages of wide coverage and large transmission

capacity.

It provides faster transmission speeds and lower latency and resolves connectivity and
congestion issues, meeting the demands of high-performance gaming and high-definition
multimedia.

Radio Frequency (RF)

The high frequency alternating electromagnetic waves with a frequency range of 30 kHz to

300 GHz.

RF is used to transmit digital signals by modulating the amplitude, frequency, or phase of

carrier waveforms.

Remote Authentication Dial-In User Service (RADIUS)

The network protocol used to provide centralized Authentication, Authorization, and

Accounting (AAA) services for users to access network resources.

133



Roaming

The technology that allows wireless devices to automatically switch the network connection
from one AP to another, while maintaining an uninterrupted connection.

Service Set Identifier (SSID)

The logical name of a wireless network. SSIDs serve as critical identifiers to distinguish
different wireless networks.

Station (STA)

The device connected to a wireless network through a wireless network card or built-in Wi-Fi
module. The STA might be a laptop, smartphone, tablet, smart-home device, or others.

In a wireless network, an STA acts as a client, establishing a connection with an AP for
network access.

Universal Access Method (UAM)

The web-browser-based access method. Users can connect to a wireless network after they
access specific web pages to complete authentication.

Wireless Fidelity (Wi-Fi)

The wireless Local Area Network (LAN) technology based on the IEEE 802.11 standard. Wi-Fi
enables network access and data transmission between devices through radio waves.

Wi-Fi Steering

The technology that guides STAs to connect to a more suitable radio band through intelligent
algorithms, optimizing network load and performance.

Wireless NIC

The hardware component that enables an STA to connect to a wireless network.

It receives and transmits radio wave signals through antennas, enabling data transmission

between the STA and wireless network.

802.11 Standards

A set of wireless networking communication standards established by IEEE. It covers
multiple versions, such as 802.11a, 802.11b, 802.11be, 802.11g, 802.11n, 802.11ac, 802.11ax,
802.11k, 802.11r, and 802.11v.

80211 standards provide the foundation for interoperability in wireless networks.

Performance Concepts

AP Overloading

The AP performance issue due to the fact that too many STAs are connected to a single AP.
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AP Transmission Power

The energy output level of AP radio frequency. A higher level of AP transmission power

means:

. A larger signal coverage range

« A higher probability of interference from other wireless devices
Channel Width

The frequency range (such as 80MHz) occupied by wireless signals in the frequency

spectrum.

It directly affects the data transmission rate, signal coverage range, and anti-interference
capability in a wireless network. A wider channel width means:

. A higher data transmission rate

. A weaker signal penetration

- A smaller signal coverage range

. Higher probability of interference from other wireless devices
Co-Channel Interference

The issue that wireless devices on the same channel interfere with each other.

Intermittent Connectivity

The issue that the wireless network is unstable, often caused by co-channel interference or
improper AP configurations.

Modulation and Coding Scheme (MCS)

The core technology used to dynamically adapt to channel conditions by defining the
combination of parameters like modulation schemes, coding rates, and the number of spatial
streams.

MCS is used to optimize the data transmission rate and reliability in a wireless network.

Noise

The unwanted electrical signals that interfere with the transmission and reception of wireless

communication signals.

It is a key factor that affects the quality and reliability of wireless communication.

Received Signal Strength Indicator (RSSI)

The parameter to evaluate the strength of wireless signals. The RSSI value reflects the

quality of wireless connections.
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Signal-to-Noise Ratio (SNR)

The ratio of the useful signal power to the background noise power. The SNR value reflects

the quality of wireless communication.

A higher SNR value indicates that the useful signal is stronger than the noise, resulting in

more reliable data transmission and a lower Bit Error Rate (BER).
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Deploying Wireless Networks

To deploy a wireless network, you need to add access points (APs) to AmpCon-Campus and

then configure the APs in the AmpCon-Campus UL

After you plug in and power on the added APs, the Zero-Touch Provisioning (ZTP) process
will start. The APs will connect with AmpCon-Campus and retrieve configurations without
manual intervention.

Prerequisites

Procedure
1. Adding APs

2. Configuring APs
3. Plug In and Power On APs
What to Do Next

Prerequisites

Ensure that the prerequisite tasks described in Prerequisites have been completed. Or else,

the wireless network deployment will fail.

Procedure

1. Adding APs

To deploy a wireless network, you need to add APs to AmpCon-Campus first. You can add

APs one by one or import APs in batches. For more information, see Adding_APs.

2. Configuring APs

After you add APs to AmpCon-Campus, you must add SSID configurations for these APs. For
more information, see Adding_SSID Configurations.
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The following configurations are not mandatory, and you can configure if needed:

. AmpCon-Campus provides some default values for radio configurations and advanced
configurations. Check these default configuration values to see whether they meet your
needs. If not, you must change the configurations as needed. For more information, see
Adding_Radio Configurations and Adding Advanced Configurations.

© NOTE

Wireless regulatory requirements vary by country. In the radio
configurations, ensure that the country code is consistent with the
location of the AP.

. When you add SSID or radio configurations, you can use pre-defined wireless profiles,
such as RADIUS servers, Multiple Pre-Shared Key (MPSK), Captive Portal, and the

enabling time ranges for radio and SSIDs. For more information, see Adding_Wireless

Profiles.

3. Plug In and Power On APs

Plug in and power on the added APs. Then, the ZTP process will start. Once completed, the
wireless network is deployed, and the AP configurations will be pushed to the APs
automatically.

What to Do Next

. After you deploy a wireless network, you can maintain the network as needed. For more

information, see Maintaining Wireless Networks.

. After you deploy wireless networks, you can monitor different wireless networks, APs,

wireless devices (STAs), and wireless sites. For more information, see Monitoring Wireless

Networks.
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Adding APs

To deploy a wireless network, you need to add APs to AmpCon-Campus first. You can add
APs one by one or import APs in batches.

Prerequisites
Adding One AP
Importing APs in Batches

Prerequisites

Ensure that the prerequisite tasks described in Prerequisites have been completed. Or else,

the wireless network deployment will fail.

Adding One AP
To add a single AP, follow these steps:

1. Click Wireless > Inventory from the navigation bar.
2. In the Site drop-down list of the “Inventory” page, select the site to which the AP belongs

or select All Sites.

3. Click + Create.

Table 1. AP Parameters

Parameter Description
Serial Number The serial number of the AP.
Name The name of the AP.
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Device Type The type of the AP.

Site Optional. The site to which the AP belongs.

©® NOTEs

. If you select a site in Step 2, the
site value here is automatically
entered and can’t be modified.

« If you select All Sites in Step 2,
you can select a site here.

o By default, None is selected,
which means the AP doesn’t

belong to any site.

o If None is selected, the Label
drop-down list can’t be selected.

Label Optional. The label of the AP.

© NOTEs

« You can select one or multiple AP

labels.

To add a new label, click the drop-
down list, and then click + Create
Label.

- AP labels can be used in applying
SSIDs. You can apply an SSID to
APs with a specific label.

- An AP label can contain only

letters and numbers.

Description Optional. The description of the label.

Note Optional. The note of the label.

5. Click Apply to complete the AP addition.

After the AP is added successfully, you can see the AP in the AP list of the “Inventory” page.

Importing APs in Batches

To import multiple APs in batches, follow these steps:
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1. In the Site drop-down list of the “Inventory” page, select the site to which the AP belongs
or select All Sites.

2. Click Upload.

Inventory

se IS Unassigned Oréy

= e ]

Serial Mumtess Mame: St Description Label Mestitenst Operation
DcetiofTate
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3. In the pop-up window, add APs as follows:

a. Click template.csv to download the template file.

b. Open the template file, and then enter serial number, type, name, label, description, and
note of each AP in the template file.
©® NOTE

Ensure that no extra spaces are added at the start or end of
any values.

c. Click Browse, and then select the updated template file.

d. Click Test Import Data, and then check the test result.

Import Devices

O et

T bl impoent deices, you need to e 3 CSV il with the following ool Mame, Label, iption, Mote. Downioad device import |-‘m>.\|4:

I Browse... | devices_separt_.4_1Shdm3Seesy

If you see error information in the Error column, close the pop-up window, resolve
issues in the template file, and then click Upload on the “Inventory” page to upload the
template file again.

Import Devices

Test Results
1 problematic devices.

Sexisl Numbes Deviee Type Mame Label Frror

aalbA000010 FSAPNT3S device askbdd00001 0 Labile | b2 absle S Uineecngrized dievics bype.

e. Click Start Device Importation.

After the APs are imported successfully, you can see the APs in the AP list of the “Inventory”
page.
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Adding SSID Configurations

After you add access points (APs) to AmpCon-Campus, you must add SSID configurations
for these APs.

Guidelines

Procedure
Basic SSID Configurations

Authentication Configurations

Advanced Configurations

Guidelines

Compared with AmpCon-Campus 2.3.0, AmpCon-Campus 2.3.1 includes the following
changes:

. The MPSK, Key Caching, and FT Roaming functions are not supported when APs operate
in NAT (Router) mode. AmpCon-Campus 2.3.1 automatically disables MPSK, Key Caching,
and FT Roaming when you enable AP Assign IP.

. Captive Portal and MPSK are mutually exclusive. AmpCon-Campus 2.3.1 automatically
disables the other when you enable one.

Procedure

1. Click Wireless > Manage from the navigation bar, and then click the Configure tab.
2. In the Site drop-down list, select the site to which the APs belong.

3. Click the SSID Configuration sub-tab, and then click + Create New SSID.

(3 detault = »

4.In the pop-up window, input the following information, and then click Apply.

O NOTEs

- All the configuration parameters marked with asterisks must be

configured. Other configuration parameters are not mandatory.

- Some configurations contain default values. You need to check

whether these default values meet your needs.
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Basic SSID Configurations

Create New 551D

SSIne test

Schedube Switch-on &

AP Labed test = test2
VIAM

AP Asign 1P

Wi-Fi Bands @ + 2G 5G 4G

Authentication

Security Level Etegrbe  Persona
Protocal® + WPAZ-PSK

IEEES0211W o + Required

MPSK

Advanced Settings

Table 1. Basic Configuration Parameters

Parameter

SSID

Wi-Fi Bands

Schedule Switch-on

Description

The Service Set Identifier (SSID) that the
Station (STA) connects to.

The SSID is the logical name of a wireless

network.

The radio band to be enabled on the APs, 2G,
5G, or 6G.

You can enable one or multiple radio bands.

Toggle it on to schedule the enabling time for
the SSID. Then, select a time range from the

drop-down list.

To add a time range, click + Create Time
Range Profile from the drop-down list. For

more information, see Configuring Time

Ranges.

O NOTE

When both the SSID and radio have
time-based policies configured, the
radio’s time-based policy takes
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precedence. For time-based policies of

radio, see Adding Radio Configurations.

AP Label The AP labels to associate with the SSID. You
can apply the SSID to the APs with the
selected labels in this site.

© NOTEs

» The labels displayed in the drop-down
list are those labels created when you
add APs.

. If you don’t see any labels in the drop-
down list, it means that no labels are
added to the APs, and thus you can’t
select labels.

. If no labels are selected, the SSID will
be applied to all the APs in this site.

VLAN Toggle it on to enable the VLAN function.
Then, enter a VLAN ID ranging from 1to 4050.

« If the function is disabled, STAs connected
to LAN ports and APs will be in the same
subnet segment.

. If the function is enabled, you can configure
VLAN ID for the SSID to make APs work in
Bridge mode. Then, LAN ports will operate

on an independent subnet.

© NOTEs

- Do not enter the native VLAN ID of the
uplink switch. Or else, the wireless

network will not work.

« Ensure that the uplink network also
creates this VLAN and switch ports
allow this VLAN to pass through.

« This section is available only when you
don’t enable the AP Assign IP function.

AP Assign IP Toggle it on to enable the AP Assign IP

function, which makes APs work in NAT mode
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DHCP Service Name

Authentication Configurations

and acts as a gateway.
Then, APs can assign IP addresses to
connected STAs.

© NOTE

This section is available only when you
don’t enable the VLAN function.

The DHCP address pool used for APs to assign
IP addresses to connected STAs.

To add a DHCP address pool, click + Create
New DHCP Service from the drop-down list.

For more information, see DHCP Service.

O NOTE

This field is available only when you
enable the AP Assign IP function.

You can select an authentication mode based on service requirements:

Table 2. SSID Authentication Modes

Mode

Open

Personal

Enterprise

Description

Commonly used for guest networks and works
with Captive Portal. FS provides four types of
built-in Captive Portal for immediate use.

Typically used in home, Small and Medium-
sized Business (SMB), or hotel scenarios. FS
AP now supports Multiple Pre-Shared Key
(MPSK), allowing different terminals to connect
with different passwords while maintaining L2

isolation.

Widely used in large corporate networks,
where users authenticate with usernames and

passwords for enhanced security.

This mode requires a RADIUS server, but FS
APs also offer built-in RADIUS function to meet
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customer needs.

. If you select the Open mode, select the encryption protocol, None, OWE, or OWE

Transition.

©® NOTEs

- None means no encryption protocol is used.
- If 6G is enabled in the Wi-Fi Bands section, you can’t select

None.

- If OWE or OWE Transition protocol is selected, Management
Frame Protection (MFP) is forcibly enabled.

Authenticalion

Prodocol & «

Advanced Scitings

. If you select the Personal mode, input the following information:

Authentication

Security Level Engerprise
Protocol @ + WP PSK
IEEEBOZ1IW @ » Required Key @+

s @

test

Table 3. Personal Mode Parameters

Parameter Description

Protocol Select the security protocol used for the
APs, WPA-PSK, WPA2-PSK, PSK2-
RADIUS, WPA-PSK/WPA2-PSK Personal
Mixed, WPA3-SAE, or WPA2/WPA3

Transitional.

© NOTEs

. If PSK2-RADIUS is selected, APs
can be integrated with an external
RADIUS server to enable MPSK.

Different STAs can use different
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IEEES80211W

passwords for network access and
can be assigned to distinct VLANSs.

« For 6GHz SSIDs, you must select
WPA3-SAE or WPA2/WPA3
Transitional as the security
protocol.

Also called Management Frame Protection
(MFP), which adds signing or encryption to

802.11 management frames.

MFP helps to prevent forgery, tampering,
and replay attacks, thereby mitigating
common wireless Denial of Service (DoS)

and disconnection vulnerabilities.
Values are Disabled, Optional, Required.

. Disabled

Completely disable 802.11w MFP. No
matter whether STAs support MFP or
not, no protection mechanism will be
used. Management frames (such as
deauthentication and disassociation
frames) will be transmitted in clear text,
and thus the network is vulnerable to

forged management frame attacks.

- Optional

Enables MFP without enforcing client
support. The STAs supporting MFP can
use the protection mechanisms. The
STAs that don’t support MFP can still
connect normally but can’t use the

management frame protection function.

« Required

Enforces mandatory MFP. Only the STAs
compliant with 802.11w are allowed to
connect; the STAs without MFP support
are denied access. In this way, all
management frames can be protected.

O NOTE
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If WPA3-SAE or WPA2/WPA3
Transitional protocol is selected,
MFP is forcibly enabled.

Key The password to connect to the SSID,
which must contain 8 to 64 characters.

O NOTE

You can connect to the SSID by using
the Key value. The standard VLAN
will be assigned.

MPSK Toggle it on to enable the MPSK function,
which can configure multiple Pre-Shared
Keys (PSKs) for the same SSID.

After enabling this function, select an
MPSK profile.

To add an MPSK profile, click + Create
MPSK Profile from the drop-down list. For
more information, see Configuring MPSK.

© NOTEs

. Different from PSK2-RADIUS,
MPSK is built on APs and does not
rely on any external RADIUS
server.

- After MPSK is enabled, you can still
connect to the SSID by using the
Key value above. In this case, the
standard VLAN will be assigned.

« If you connect to the SSID by
using the Key value in the MPSK
profile, the VLAN included in the
MPSK profile will be assigned.

. If you select the Enterprise mode, input the following information:
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Authentication

Security Level

Protocel ©

IEEESD21IW S +

Radlus +

— E—
Enterprise

WPA-Enterprise

Required

test

Table 4. Enterprise Mode Parameters

Parameter

Protocol

IEEES8021MW

Description

Select the security protocol used for the
APs, WPA-Enterprise, WPA2-Enterprise
EAP-TLS, WPA-Enterprise-Mixed, WPA3-
Enterprise EAP-TLS, WPA3-192-
Enterprise EAP-TLS, or WPA3-

Enterprise-Mixed.

© NOTEs
. If PSK2-RADIUS is selected, APs

can be integrated with an external
RADIUS server to enable MPSK.
Different STAs can use different
passwords for network access and
can be assigned to distinct VLANSs.
« For 6GHz SSIDs, you must select
WPA3-SAE or WPA2/WPA3
Transitional as the security

protocol.

Also called Management Frame Protection
(MFP), which adds signing or encryption to

802.11 management frames.

MFP helps to prevent forgery, tampering,
and replay attacks, thereby mitigating
common wireless DoS and disconnection

vulnerabilities.

O NOTE

If WPA3-Enterprise EAP-TLS,
WPA3-192-Enterprise EAP-TLS, or
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RADIUS

Advanced Configurations

WPA3-Enterprise-Mixed protocol is
selected, MFP is forcibly enabled.

The centralized authentication server. You
can select the RADIUS server built on each
AP, or you can select an external RADIUS

server.

To add an external RADIUS server, click +
Create RADIUS Profile from the drop-
down list. For more information, see Adding_
External RADIUS Servers.

You can add more configurations as needed.

Create New 551D

Advanced Settings

Hidden 5510

Maodmum Clients @ *

Ditim-Period *

Powwer Save

Unicast Comvsersion

Disassoc Low fdckc

Roaming

Kay-Caching

FT Roaming

Rate Limit

Rate Limit

Access Controdl List

Access-Control-List

Table 5. Advanced Parameters

Parameter

off

Hidden SSID

Wi-Fi Steering

Wi Fi Stearing
Fils-Discovery-Interval & * bt}
Isolate Clients

Broadcast Time

Prosy ARP

Description

Toggle it on to enable the Hidden SSID
function, which will hide the SSID so that STAs
can’t detect the SSID.

Toggle it on to enable the WIFI Steering
function. WIFI Steering dynamically guides
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Maximum Clients

Fils-Discovery-Interval

Dtim-Period

STAs to select the radio bands, optimizing

network load and performance.

© NoTE

After enabling this feature, ensure that
Wi-Fi Steering is enabled and reasonable
parameters are configured in the
Wireless > Manage > Configure >
Advanced Configuration tab. For more

information, see Adding_Advanced

Configurations - Services.

The maximum number of client connections
per Virtual Access Point (VAP).

For example, if an SSID enables both the
2.4GHz and 5GHz radio and this parameter is
set to 10, it means:

« The maximum limit for the 2.4GHz radio is 10
clients.

« The maximum limit for the 5GHz radio is also
10 clients.

« The total maximum limit for this SSID is 20
clients.

The transmission interval of Fast Initial Link
Setup (FILS) discovery frames. FILS discovery
frames are “lightweight beacons” that carry
only the most critical information, such as SSID,
BSSID, and channel.

By using FILS discovery frames, STAs can
discover APs faster in dense-channel

environments like 6 GHz.

The unit is Time Unit (TU). 1 TU equals to 1.024

ms.

Determines how many Beacon frames occur
before a Delivery Traffic Indication Message
(DTIM) appears. The value controls how
frequently clients wake up to receive broadcast

and multicast data.
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Isolate Clients

Power Save

Broadcast Time

Unicast Conversion

Proxy ARP

« A lower value such as 1or 2 improves real-
time delivery but increases power
consumption. Lower values are more
applicable to low-latency scenarios, such as
video conferencing and online gaming.

+ A higher value such as 3, 4, or 5 saves power
but increases latency. Higher values are
more applicable to low-power scenarios,

such as smart-home sensors.

Toggle it on to enable L2 isolation between
STAs connected to the same SSID.

Toggle it on to enable the power-saving mode.

In the power-saving mode, STAs enter periodic
sleep states, and wake up only during the AP-
designated “awake window” to transmit or

receive data.

STAs keep the Wi-Fi radio off at other times to
save power at the cost of potentially increased

downlink latency.

Toggle it on to enable the Broadcast Time
function, which enables APs to include time

information in its Beacon frames.

Toggle it on to enable the conversion of
broadcast and multicast data to unicast data,
for fewer packet losses, lower power

consumption, and smoother video streaming.

However, duplicating the same contents into
multiple unicast streams increases air interface
overhead, which might slow down the entire

network in high-density scenarios

Toggle it on to enable the Proxy ARP function.

By using this function, APs will respond to ARP
requests on behalf of STAs, reducing airtime
and average latency.

However, this function might not work in certain

network environments.

152



Disassoc Low Ack

Key-Caching

FT Roaming

Toggle it on to enable APs to actively
disconnect STAs with weak signals.

If an AP fails to receive ACK confirmation from
an STA for consecutive times, the AP will
immediately force disconnect the STA to

remove clients with extremely poor link quality.

Toggle it on to enable Key-Caching.

Key-Caching is a security mechanism in
wireless networks where the Pairwise Master
Key Security Association (PMKSA) is
temporarily stored after successful
authentication through Extensible
Authentication Protocol (EAP) or Robust
Security Network (RSN) pre-authentication.

Key-Caching allows faster re-authentication for
roaming clients without re-executing a full

authentication protocol.

The protocol defined by IEEE 802.11r to enable
seamless and low-latency roaming for STAs
between APs within the same Mobility Domain
(MD). Also called 802.11r roaming.

Select one option:

« Custom: Customizes FT Roaming
configurations:

o Message Exchange: Select air or ds,
which means pre-authenticated messages
are exchanged over the air or distribution
system.

o Generate PSK: Toggle it on to generate
Fast BSS Transition (FT) responses locally
for Pre-Shared Key (PSK) networks, and
thus avoid the use of PMK-R1 push or pull
from other APs within FT-PSK networks.

o Domain Identifier: The Mobility Domain
identifier. The value must contain exactly 4
hexadecimal characters.
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« Auto: Uses pre-defined FT Roaming
configurations.

o Message Exchange: Pre-authenticated
messages are exchanged over the air or
distribution system.

- Generate PSK: Fast BSS Transition (FT)
responses are generated locally for Pre-
Shared Key (PSK) networks.

o Domain Identifier: A random value (4
hexadecimal characters) is generated as
the Mobility Domain identifier.

- Off: Disables FT Roaming.

Rate Limit Toggle it on to enable clients to limit uplink and
downlink rates. Once enabled, you must enter
the following information:

- Ingress Rate: The ingress rate to which
STAs will be limited. The unit is Mbps.

- Egress Rate: The egress rate to which STAs
will be limited. The unit is Mbps.

® NoTE

The value O means unlimited speed.

Access-Control-List Toggle it on to add the MAC addresses of STAs
allowed or denied to access to this SSID. Input
the following information:

- Mode: Select Allow or Deny.

« MAC Address: The MAC addresses of STAs
allowed or denied to access to this SSID.

©® NOTEs

. After you input a MAC address, press
Enter.

« You can input one or multiple MAC
addresses.

In the Captive Portal section, you can configure whether to enable Captive Portal and select

the authentication mode. In the Auth Mode drop-down list, select one mode.
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Table 6. Captive Portal Auth Modes

Mode Description
None Disables Captive Portal.
Click Connects to the wireless network without

entering a password. After a portal
authentication page pops up, users can click to

access the Internet.

RADIUS Connects to the SSID through credentials

stored in an external RADIUS server.

Credentials The account and password based
authentication method. Users can directly store
credentials on APs without deploying a RADIUS

server.

UAM Connects to the SSID through credentials
stored in an external Universal Access Method
(UAM) server.

. If you select Click, input the following information:

Captive Portal

Austh Mode = Click.
Walled Garden FQDN testoom testZoom ‘Walled Garden IP Address 192.166.1.1
Ik Timeout * &0 Session Timeout 6353

Web Root ‘

test

Table 7. Click Mode Parameters

Parameter Description

Walled Garden FQDN  The Fully Qualified Domain Name (FQDN) of
the Walled Garden.

® NOTEs

- After you input an FQDN, press
Enter.

« You can input one or multiple
FQDNs.
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Walled Garden IP
Address

Idle Timeout

Session Timeout

Web Root

The IPv4 address of the Walled Garden.

® NOTEs

- After you input an IP address, press
Enter.

» You can input one or multiple IP

addresses.

If an STA has no network activity for a
specified time (in seconds), the wireless

network will be automatically disconnected.
The default value is 600 seconds.

The value must be greater than O and less
than 65535.

The maximum duration of a client
connection, measured in seconds. When the
time is exceeded, STAs will be forcibly

disconnected.

The value must be greater than O and less
than 65535.

©® NOTE

The value O means that sessions will

not have timeout.

Toggle it on to customize the Captive Portal

authentication page.

Then, select a Web Root profile. Each Web
Root profile defines a Captive Portal

authentication page.

To add a Web Root profile, click + Create
Web Root Profile from the drop-down list.
For more information, see Configuring_

Captive Portal.

. If you select RADIUS, input the following information:
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Captive Portal

Auth Mode * Radius

‘Walled Garden FQDN testoom

Idlle Timeout + G600

Auth Server + 192.168.1.10

Auth Pt + 1812
Acct Server 192.158.1.11
Acct Port 1813
Weh Roat (_.

test?

Walled Garden IP Address 17216811

Sesiion Timeout 6553

AuthSecrets eesees

AcctSecret ssssssss

Acct Inferval &0

Table 8. RADIUS Mode Parameters

Parameter

Walled Garden FQDN

Walled Garden IP
Address

Idle Timeout

Session Timeout

Description

The FQDN of the Walled Garden.

©® NOTEs
- After you input an FQDN, press
Enter.

» You can input one or multiple
FQDNS.

The IPv4 address of the Walled Garden.

©® NOTEs
« After you input an IP address, press
Enter.

» You can input one or multiple IP

addresses.

If an STA has no network activity for a
specified time (in seconds), the wireless

network will be automatically disconnected.
The default value is 600.
The value must be greater than O and less

than 65535.

The maximum duration of client connections,
measured in seconds. When the time is
exceeded, STAs will be forcibly

disconnected.
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Auth Server

Auth Secret

Auth Port

Acct Server

Acct Secret

Acct Port

Acct Interval

Web Root

The value must be greater than O and less
than 65535.

© NoTE

The value O means that sessions will

not have timeout.

The IPv4 address of the RADIUS
Authentication server.

The secret of the RADIUS Authentication

server.

The port used to access the RADIUS
Authentication server.

The value must be greater than 1023 and
less than 65535.

The IPv4 address of the RADIUS

Accounting server.

The secret of the RADIUS Accounting

server.

The port used to access the RADIUS

Accounting server.

The time interval (in seconds) at which the
RADIUS Accounting server periodically
sends accounting update messages during a
user session, enabling dynamic resource

usage monitoring.

The value must be greater than O and less
than 65535.

Toggle it on to customize the Captive Portal
authentication page.

Then, select a Web Root profile. Each Web
Root profile defines a Captive Portal

authentication page.

To add a Web Root profile, click + Create
Web Root Profile from the drop-down list.

158



For more information, see Configuring_

Captive Portal.

. If you select Credentials, input the following information:

Wialled Garden FODN Walled Garden | P Address
Idie Timeout + 00 Session Timeout

Credentiats * + Crodentiats

Total 1 e 1 10/ page

Table 9. Credentials Mode Parameters

Parameter Description

Walled Garden FQRDN  The FQDN of the Walled Garden.

© NOTEs
- After you input an FQDN, press
Enter.

» You can input one or multiple
FQDNSs.

Walled Garden IP The IPv4 address of the Walled Garden.

Address
©® NOTEs

. After you input an IP address, press

Enter.

- You can input one or multiple IP
addresses.

Idle Timeout If an STA has no network activity for a
specified time (in seconds), the wireless

network will be automatically disconnected.
The default value is 600 seconds.
The value must be greater than O and less

than 65535.
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Session Timeout

Credentials

Web Root

The maximum duration of client connections,
measured in seconds. When the time is
exceeded, STAs will be forcibly
disconnected.

The value must be greater than O and less
than 65535.

® NoTE

The value O means that sessions will

not have timeout.

Click + Credentials to add a user and

password to access the SSID.

Toggle it on to customize the Captive Portal

authentication page.

Then, select a Web Root profile. Each Web
Root profile defines a Captive Portal

authentication page.

To add a Web Root profile, click + Create
Web Root Profile from the drop-down list.
For more information, see Configuring_

Captive Portal.

. If you select UAM, input the following information:

Table 10.

Caplive Porial

Auth Mode * [TTee

Whalled Garden FODMN tastoom

Idie Timeout * &0

LWAM Server *

UAM Port * 0

NAS IO ¢ Testlab

sabbocddeet!

Auth Server * 192.168.1.10

Austh Pt * 1312

At Sarvor 192188111

Acct Port @13

Walledl Gardin IP Addraoss. 19216811 =

Session Timeout 222

it VOUR-LOGIN-ADDRESENOURS UAM Secret *

RAS MAC

AcctSeoet  sessass

Acct Intarval &0

UAM Mode Parameters
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Parameter Description

Walled Garden FQRQDN  The FQDN of the Walled Garden.

©® NOTEs
« After you input an FQDN, press
Enter.

« You can input one or multiple
FQDNSs.

Walled Garden IP The IPv4 address of the Walled Garden.

Address
© NOTEs

« After you input an IP address, press

Enter.

« You can input one or multiple IP

addresses.

Idle Timeout If an STA has no network activity for a
specified time (in seconds), the wireless

network will be automatically disconnected.
The default value is 600 seconds.

The value must be greater than O and less
than 65535.

Session Timeout The maximum duration of client connection,
in seconds. When the time is exceeded,

STAs will be forcibly disconnected.

The value must be greater than O and less
than 65535.

® NoTE

The value O means that sessions will

not have timeout.

UAM Server The IPv4 address of the UAM server.
UAM Secret The secret of the UAM server.

UAM Port The port used to connect with the UAM

server.
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NAS ID

NAS MAC

MAC Format

Auth Server

Auth Secret

Auth Port

Acct Server

The value must be greater than 1023 and
less than 65535.

The identifier to distinguish this wireless
network identity in the external Portal
system.

Based on the Network Access Server (NAS)
ID, the external Portal system will
differentiate authentication requests from
different sources, and then match the
requests with the corresponding Portal

project configurations.

This parameter must be the same as the
NAS ID configured in the external Portal

server.

The unique physical identifier used by the

external Portal system to identify APs.

It is used for auditing, matching policies, and

preventing identity spoofing.

The format for transmitting NAS MAC
addresses in authentication messages, such
as AA:BB:CC:DD:EE:FF or AABBCCDDEEFF.

The format must be the consistent with the
expected format of the external Portal
system. Otherwise, authentication requests
might be rejected or fail to match policies.

The IPv4 address of the UAM Authentication

server.
The secret of the UAM Authentication server.

The port used to access the UAM

Authentication server.

The value must be greater than 1023 and
less than 65535.

The IPv4 address of the UAM Accounting

server.
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Acct Secret The secret of the UAM Accounting server.

Acct Port The port used to access the UAM

Accounting server.

Acct Interval The time interval (in seconds) at which the
UAM Accounting server periodically sends
accounting update messages during a user
session, enabling dynamic resource usage

monitoring.

The value must be greater than O and less
than 65535.
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Optional: Adding Wireless Profiles

On the “Wireless Profiles” page, you can configure some profiles, such as RADIUS servers,
Multiple Pre-Shared Key (MPSK), Captive Portal, and the enabling time ranges for SSIDs or

radio.

Then, when you add SSID or radio configurations, you can use these pre-defined profiles.

©® NOTE

The configurations in a wireless profile can be pushed to APs only when

the following prerequisites are met:

« The profile is used in SSID or radio configurations.

« The SSID or radio configurations are pushed to APs.

Guidelines

Procedure
Configuring RADIUS Servers
Adding Built-in RADIUS Servers

Adding External RADIUS Servers
Configuring MPSK
Configuring Captive Portal

Configuring Time Ranges

Guidelines

Compared with AmpCon-Campus 2.3.0, AmpCon-Campus 2.3.1 includes the following

changes:

« When you configure MPSK profiles:

o To make labels clearer, the Name column is updated to Profile Name and the Create
button is updated to Create Access Credential in the MPSK tab of the “Wireless
Profiles” page. Besides, the Name field is changed to Profile Name in the Create MPSK
Profile and Edit MPSK Profile pop-up windows.

- To facilitate user management in wireless Multi-Dwelling Unit (MDU) scenarios, a new
Name field is added to the Create Access Credential and Edit Access Credential pop-
up windows. Meanwhile, the valid VLAN ID range is adjusted to 2-4048.

« When you enter a MAC address, AmpCon-Campus will automatically insert a colon after

every two characters, optimizing MAC address input convenience.

Procedure
1. Click Wireless > Wireless Profiles from the navigation bar.

2. In the Site drop-down list, select a site to which the APs belong.
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3. Add the following configurations as needed:

©® NOTEs

« All the configuration parameters marked with asterisks in each
profile must be configured. Other configuration parameters are not
mandatory.

« AmpCon-Campus provides some default configurations in each
profile. Check whether these default configurations meet your
needs.

Configuring RADIUS Servers
You can use external RADIUS servers or use the built-in RADIUS server on each AP.

.« External RADIUS servers are suitable for medium-to-large scenarios, offering more flexible
configurations.

« Built-in RADIUS servers on APs are ideal for small-to-medium scenarios, enabling users to
use security features like 802.1x without deploying or purchasing an external RADIUS

server.

Add built-in RADIUS servers or external RADIUS servers as needed.

©® NOTE

These configurations can be used when you configure an SSID. In the

SSID configuration process, you can select the RADIUS server used as
the centralized authentication server, and customize the Captive Portal
display for the RADIUS authentication mode.

For more information, see Adding SSID Configurations.

Adding Built-in RADIUS Servers

You can add one or multiple built-in RADIUS servers by creating RADIUS profiles.

To add the built-in RADIUS server on each AP, follow these steps:

1. In the SSID RADIUS tab, click + Create New SSID Radius Profile.

2. In the pop-up window, input the following information:
Table 1. Built-in RADIUS Parameters
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Parameter Description
Name The name of the RADIUS profile.

Mode Select Local, which means adding the built-in
RADIUS server on each AP.

Description The description of the RADIUS profile.

3. Click + User.
4.In the pop-up window, input the following information, and then click Apply to complete

the user creation.

Table 2. User Parameters

Parameter Description
User Name The username used to connect to an SSID.
Password The password of the user.

Valid values contain 8 to 63 characters.

5. Click Apply to complete the RADIUS Profile creation.

Adding External RADIUS Servers

You can add one or multiple external RADIUS servers by creating RADIUS profiles.

To add an external RADIUS server, follow these steps:

1. In the SSID RADIUS tab, click + Create New SSID RADIUS Profile.




2. In the pop-up window, input the following information:

Create 551D Radius Profile

test
Mo Extarnal

Diescription

Authertication Host * 1914010152 Autheriication Port * w12
futherticationSecret © sssssssssas

AL Filtar [ @]

Enable Acounting [ @]
Acoounting Host * 192.158.178.192 Accounting Port * 1813

AcoountrgSecret ¢ assssesssas

Enable Dyramic Auth &
Drynamic Auth Host * 192168178172 Drynamic Auth Port * 1814

Drynamiic Auth Secrat *

MAS Kentifier test Chargeabie User I [ @]

=2
Table 3. External RADIUS Parameters
Parameter Description
Name The name of the RADIUS profile.
Mode Select External, which means adding an
external RADIUS server.
Description The description of the RADIUS profile.
Authentication The IPv4 address of the RADIUS
Host Authentication server.
Authentication The port used to access the RADIUS
Port Authentication server.
Authentication The security secret used to access the RADIUS
Secret Authentication server.
MAC Filter Toggle it on to enable the MAC filter function.

Once enabled, client MAC addresses can be
passed to RADIUS as attributes like Calling-
Station-ID, enabling terminal-identity-based
authentication and authorization control.

This method is commonly used for MAC
Authentication Bypass (MAB), device binding,
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Enable

Accounting

Enable Dynamic
Auth

NAS Identifier

and black or white list management.

Toggle it on to enable a RADIUS Accounting

server.

Once enabled, configure the following
parameters:

- Accounting Host: The IPv4 address of the
RADIUS Accounting server.

« Accounting Port: The port used to access
the RADIUS Accounting server.

- Accounting Secret: The security secret used

to access the RADIUS Accounting server.

Toggle it on to enable the RADIUS Dynamic
Auth server.

Once enabled, configure the following
parameters:

« Dynamic Auth Host: The IPv4 address of the
Dynamic Auth server.

« Dynamic Auth Port: The port used to access
the Dynamic Auth server.

- Dynamic Auth Secret: The security secret

used to access the Dynamic Auth server.

The attribute identifying the Network Access
Server (NAS) that sends the Access Request.

If you enter an NAS Identifier value, the NAS
identifier can be explicitly passed during
RADIUS authentication, enhancing the
identification of access devices and policy

control.
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Chargeable User  Toggle it on to enable the chargeable user ID
ID attribute.

This attribute is assigned by a RADIUS server.

It's anonymous but uniquely identifies users.

It’s designed for cross-domain authentication,
accounting, and auditing scenarios to ensure
traceability and billability while concealing real
identities.

3. Click Apply to complete the configuration.

Configuring MPSK

Multiple Pre-Shared Keys (MPSK) is an extension of WPA2/3-Personal, enabling an SSID to
support multiple pre-shared keys (PSKs). By using MPSK, you can achieve fine-grained

access management, including user differentiation, policy control, and password isolation.
See the following example scenarios:
. Enterprise or campus networks
Each employee uses an independent Wi-Fi password while sharing a unified SSID.
- Hotel or guesthouse networks
Each room or guest is assigned a unique PSK to prevent cross-room usage.
- Home networks

Internet of Things (IoT) devices use a dedicated PSK while family members use another
PSK. You can also isolate the VLANs used by IoT devices and family members.

To configure MPSK, follow these steps:

O NOTE

These configurations can be used when you configure an SSID. In the
SSID configuration process, you can enable the MPSK function to
configure multiple PSKs for the same SSID.

For more information, see Authentication Configurations.

1. Click the MPSK tab, and then click + Create New MPSK Profile.

2. In the pop-up window, enter the name and description of the MPSK profile.

3. Click + Create. In the pop-up window, input the following information, and then click
Apply.
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Table 4. MPSK Parameters

Parameter Description

MAC The MAC address of the STA connected to
the SSID.

Key The key used by the STA to connect to the
SSID.

The value must contain 8 to 63 characters.

VLANID The VLAN ID assigned to the STA.

Valid values range from 1to 4050.

O NoTE

Do not enter the native VLAN ID of
the uplink switch. Or else, the

wireless network will not work.

4. Click Apply to complete the configuration.

Configuring Captive Portal
You can configure the Captive Portal display, such as display of authentication, billing, and

brand.

©® NOTE

These configurations can be used when you configure an SSID. In the
SSID configuration process, you can enable Captive Portal, select the
authentication mode, and then select a Web Root profile.

For more information, see Adding SSID Configurations.

To configure Captive Portal, add a Web Root profile. Follow these steps:
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1. Click the Portal tab, and then click + Create New Portal Webroot Profile.

2. In the pop-up window, input the following information:

Create Portal Webroat Profile

Upboad Logn GFS
— ——
5.
Table 5. Portal Configuration Parameters
Parameter Description
Name The name of the Web Root profile.
Mode The authentication mode.

« Click: Connects to the Wi-Fi without
entering a password. After a portal
authentication page pops up, users can
click to access the Internet.

« RADIUS: Connects to the Wi-Fi through
credentials stored in the external
RADIUS server.

- Credentials: An account and password
based authentication method. Users can
directly store credentials in the AP
without deploying a RADIUS server.

Description The description of the Web Root profile.

Background The background color of Captive Portal.

Click Color, and then select a color or enter

a color value.

Upload Logo The logo of Captive Portal.
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Click Upload Logo, and then upload a logo
file.
© NoTE

Only PNG, JPG, JPEG, and GIF files
can be uploaded. The uploaded file
needs to be less than 10 KB.

Welcome Message The welcome message of Captive Portal.

Terms of Service The detailed terms of service, which define
the rights, obligations, and scope of
responsibilities for the service provider and
the user.

After you enter terms of service, you can
see “I agree to Terms of Service” in the

Preview section.

Copyright The copyright displayed in Captive Portal.

3. Click Apply to complete the configuration.

Configuring Time Ranges

You can create multiple weekly-based time ranges.

©® NOTE

These configurations can be used when you configure an SSID or a radio.
In the SSID or radio configuration process, you can use these time ranges
to schedule the enabling time for different SSIDs or radio.

For more information, see Adding SSID Configurations and Adding_Radio

Configurations.

To create a time range, follow these steps:

1. Click the Time Range tab, click + Create New Time Range Profile.
2. In the pop-up window, enter the name and description of the profile.

3. Select the day and time range as needed.
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Create Time Range Profile ®

Name * test
Desrigtion
&
B Monday 08:00 1800 60 4 6 BB B MEE DR M
B Tuesday 08:00 1800 O 2 a & 8 W 1z MLl om o2 o
B Wednesday 08:00 18:00 60t 4 6 BB B MR E D 2 M
B Thursday 0800 1800 B 2 4 & & W iz e is i m om 2
B Friday 08:00 18:00 6t 4 6 BB E MR B D 2 M
Saturday O 2 4 & B W 12 M4 W W W 2 M
Surday O 2 & & 8 W 17 14 14 18 M I} M

4. Click Apply.
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Optional: Adding Radio Configurations

After you add access points (APs) to AmpCon-Campus, you can customize radio
configurations for these APs.

Procedure
Basic Configurations

2G, 5G, and 6G Radio Configurations

Procedure

1. Click Wireless > Manage from the navigation bar, and then click the Configure tab.
2. In the Site drop-down list, select a site to which the APs belong.

3. Click the Radio Configuration sub-tab, input the following information, and then click
Apply.

® NOTEs

. Some radio configurations have default values. Check whether

these default configurations meet your needs.

« All the configuration parameters marked with asterisks must be

configured. Other configuration parameters are not mandatory.

Basic Configurations

26 Radio
T-Pawrer Default (#) SetPower 1 dBm Channed- Widthe + 20MHz
Vislic-Chanrels + AL
- b} - I M3 ] - I ®m7 M3 - B B
Maximum-Chents &4 Legacy-Rates [ @]

Beacon-Fate &000 Beacor-Interval = 100

Muiticast 24000 BS5-Coloro [

Table 1. Basic Radio Parameters

Parameter Description
Country The country where the APs are deployed.
o
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NOTE

Wireless regulatory requirements vary by
country. You must select the
corresponding country code based on
the location of the AP.

Radio Scheduled Toggle it on to set time-based policies for

enabling or disabling radio.

© NoTE

When both the SSID and radio have
time-based policies configured, the
radio’s time-based policy takes
precedence. For time-based policies of
SSIDs, see Basic SSID Configurations.

Radio Mode Select Radio On or Radio Off to enable or

disable radio.

© NOTE

This section is available only when you
toggle Radio Scheduled on.

Time Range The time range during which radio is enabled
or disabled.
Select a time range from the drop-down list.

To add a time range, click + Create Time
Range Profile from the drop-down list. For

more information, see Time Range.

© NOTE

This section is available only when you

toggle Radio Scheduled on.

2G, 5G, and 6G Radio Configurations

© NOTE

You need to unfold the 2G Radio, 5G Radio, or 6G Radio section to see

related configuration parameters.
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2G Radio

TX-Power Default () Set Power

Vaild-Channets + B AL

Maxiemnism-Clients &4

Beacodn-Rate 5000

Multicast 24000

56 Radio

66 Radio

HEs - I3 B Ba .- K] Bwo B

Legscy-Rates | @
Bescan-lnterval « 100

BSS-Colar & + o

Table 2. 2G, 5G, and 6G Radio Parameters

Parameter

TX-Power

Channel-Width

Description

The transmission power of the radio.
Select Default or Set Power.

- Default: APs will work at the maximum
transmission power that the located country

allows.

- Set Power: APs will work at a customized
transmission power. You can customize the
transmission power within the range of O to
30. The unit is dBm.

© NoTE

The maximum power limit might vary

depending on the country code.

The channel width that the radio uses.

+ 2G Radio: Supports 20 MHz and 40 MHz.

- 5G Radio: Supports 20 MHz, 40 MHz, 80
MHz, and 160 MHz.

« 6G Radio: Supports 20 MHz, 40 MHz, 80
MHz, 160 MHz, and 320 MHz.

© NoTE

Some APs might not support 160 MHz
and 320 MHz. For these APs, after the
Channel-Width configuration is pushed,
the channel bandwidth might fall back to
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Valid-Channels

Maximum-Clients

Legacy-Rates

Beacon-Rate

the maximum bandwidth that these APs
support.

The AP channel set that can dynamically

adjust based on channel bandwidth changes.

APs will select the optimal channel for
communication within the chosen channel set
according to the Radio Frequency (RF)

environment.

The maximum number of stations (STAs)

allowed to connect to the current radio.

If this threshold is exceeded, STAs can’t
connect to the radio.

© NoTE

This value is accumulative for all
attached Virtual Access Point (VAP)
interfaces. For example, if the Maximum-
Clients value of the 2G radio is 64 and
the 2G radio is bound with multiple
SSIDs, at most 64 STAs can connect to
all these SSIDs.

Toggle it on to enable support for legacy data

rates.

Once enabled, older devices (such as outdated
phones or laptops ) that support only 802.11b/g
can connect to Wi-Fi.

O NoTE

This section is available only for 2G radio

configurations.

The transmission rate of Beacon frames,

measured in Kbps.

Beacon frames are management frames
periodically broadcast by APs to announce

some critical information, such as network
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Beacon-Interval

Multicast

BSS-Color

Allow-DFS

presence, SSID broadcast, and timestamp

synchronization.

- If the value is too large, older devices that
support only 802.11b/g might fail to decode
Beacon frames, and these devices will fail to
discover the wireless network.

« If the value is too small, the airtime

resources might be wasted.

The interval of sending Beacon frames,
measured in milliseconds (ms). The default

value is 100.

If the interval is 100 ms, it means that 10
Beacon frames are sent every second. See the

following calculation:
1000 ms + 100 ms =10

The value must be greater than 14 and less
than 65535.

The multicast rate that the Basic Service Set

(BSS) uses, measured in Kbps.

Whether to enable BSS Coloring on the
Physical Layer (PHY). Values range from O to
64.

« 0: Disables this feature.

« 1to 63: Manually defines a specific BSS
color identifier.

« 64: Automatically allocates a random color.

Toggle it on to enable radio to use Dynamic

Frequency Selection (DFS) channels.

Once enabled, APs will automatically detect
radar channels and switch channels upon
detection.

© NoTE

This section is available only for 5G radio

configurations.
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Optional: Adding Advanced Configurations

After you add access points (APs) to AmpCon-Campus, you can add advanced
configurations for these APs.

Guidelines

Procedure
System

IP Address
DHCP Service
Manage Ethernet Ports

Services

Guidelines

Compared with AmpCon-Campus 2.3.0, AmpCon-Campus 2.3.1 includes the following
changes:
. Each service can’t use the HTTP port 0. AmpCon-Campus 2.3.1 adds the port restriction.

. Different services (SSH, HTTP, Log, and RTTY) can’t use the same port number. AmpCon-
Campus 2.3.1 adds the port restriction.

Procedure
1. Click Wireless > Manage from the navigation bar, and then click the Configure tab.
2. In the Site drop-down list, select a site to which the APs belong.

3. Click the Advanced Configuration sub-tab, input the following information, and then click
Apply.

O® NOTEs

« You need to click each section to unfold configuration parameters.

- Some advanced configurations have default values. Check whether

these default configurations meet your needs.

« All the configuration parameters marked with asterisks must be

configured. Other configuration parameters are not mandatory.
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System

B detalt = w

-
ETE
Table 1. System Parameters
Parameter Description
Hostname Toggle it on to push AP names specified on the
“Inventory” page to each AP.
Timezone The time zone of the APs.
None means the UTC-0 time zone.
Leds-Active Toggle it off to force all LEDs to shut down.

Random-Password

IP Address

IP Address

AN L@

Table 2. IP Parameters

Parameter

IPv4

Toggle it on to generate a random root
password for each AP and notify AmpCon-

Campus.

Pvs L]

Description

You can select only Dynamic, which means
that each AP acts as a DHCP client and
successfully obtains an IP address from the
DHCP server.
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IPv6 Toggle it on to obtain an IPv6 address for each
AP from the IPv6 address pool of the DHCP

server.

VLAN Toggle it on to configure a management VLAN
for each AP. Then, enter a VLAN ID ranging
from 1to 4050.

©® NOTEs

« Do not enter the native VLAN ID of the
uplink switch. Or else, the wireless
network will not work.

« Ensure that switches permit the VLAN.

DHCP Service

If you enable the NAT mode (non-Bridge mode) on each AP, the APs in this mode can assign
IP addresses to STAs. To make the NAT mode work, you need to configure an IP address
pool (DHCP pool).

In the DHCP Service section, add a DHCP pool by clicking + Create.

In the pop-up window, input the following information, and then click Apply to save the
configurations.

©
<
i =N - |
Table 3. DHCP Parameters
Parameter Description
Name The name of the DHCP pool.
Description The description of the DHCP pool.
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Subnet

Gateway

Lease-First

Lease-Count

Lease-Time

IPv6

The IPv4 subnet address, such as
192.168.1.1/24.

© NoTE

Do not use loopback addresses.

The IPv4 address of the gateway, such as
192.1681.1.

© NoTE

Do not use any loopback address.

The starting IP address of this DHCP pool.

The number of IP addresses that can be

assigned in the DHCP pool.

The DHCP lease time, which means the
duration a client can use an IP address after
obtaining it from a DHCP server. When the
lease time expires, the client must send a

renewal request to the DHCP server.

See the following example lease time:

« 6d2h5m: Means 6 days, 2 hours, and 5

minutes.
. 6h: Means 6 hours.
« 2hBm: Means 2 hours and 5 minutes.

- 5m: Means 5 minutes.

Toggle it on to enable IPv6 address pools.

Once enabled, configure the following

parameters:

« Subnet: The IPv6 subnet address.

- Gateway: The IPv6 address of the gateway.

- Prefix-Size: The prefix length of IPv6
addresses.

- DHCPvVG6: Toggle it on to enable each AP as

an IPv6 DHCP server. Once enabled,

configure the following parameters:
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VLANID

o Mode: The operation mode of the IPv6

DHCP server.

= stateless: The system will announce
only router advertisements, without
offering stateful DHCPvV6 services.

= stateful: The emitted router
advertisements will instruct clients to
obtain a lease through DHCPVG6.

= hybrid: Clients can freely choose to
self-assign a random IPv6 address
through Stateless Address
Autoconfiguration (SLAAC), to request
an IPv6 address through DHCPvG6, or
both. For compatibility with different
clients, it is recommended to use the
hybrid mode.

o Announce-DNS: Overrides the DNS

server to announce in DHCPv6 and RA
messages. By default, an AP will
announce its local interface address as the
DNS server, acting as proxy for
downstream clients. By specifying a non-
empty list of IPv6 addresses here, this
default behavior can be overridden. After
you enter an IPv6 address, remember to
press Enter.

Filter-Prefix: The specific downstream
prefix or a number of downstream prefix
ranges to announce in DHCPv6 and RA
messages. By default, all prefixes
configured on a given downstream
interface are advertised. By specifying an
IPv6 prefix in Classless Inter-Domain
Routing (CIDR) notation here, only
prefixes covered by this CIDR are
selected.

The VLAN ID for subnets on APs.

©® NOTEs
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« If VLAN is not configured in the IP
Address section, do not configure
VLAN ID here.

« If VLAN is configured in the IP_
Address section, enter the same VLAN

value here.

Manage Ethernet Ports

To configure physical ports of APs, click + Create in the Manage Ethernet Ports section.

In the pop-up window, input the following information, and then click Apply to save the

configuration.

Table 4. Ethernet Port Configuration Parameters

Parameter Description

Ports The physical Ethernet ports to be configured.
You can select one or multiple ports.

© NOTEs

« Only LAN ports are supported.
« Uplink ports cannot be configured.
« LAN* represents all LAN ports.

- Some APs have only 1 LAN port, and
thus configuring other LAN ports might

not work.

VLAN Toggle it on to enable the VLAN function for
Ethernet ports. Then, enter a VLAN ID ranging
from 1to 4050.

- After you disable the function, STAs and APs
will be in the same VLAN.
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« After you enable the function, you can
configure a VLAN ID for the selected
Ethernet ports to make the AP work in
Bridge mode. Then, the Ethernet ports will

operate on an independent VLAN.

© NOTEs

« This section is available only when you
don’t enable the AP Assign IP function.

. Do not enter the native VLAN ID of the
uplink switch. Or else, the wireless

network will not work.

» Ensure that the uplink network also
creates this VLAN and that switch
ports allow this VLAN to pass through.

AP Assign IP Toggle it on to make APs work in NAT mode

and act as a gateway.

Then, APs can assign IP addresses to

connected STAs.

© NOTE

This section is available only when you
don’t enable the VLAN function.

DHCP Service Name The required DHCP address pool for the SSID.

To add a DHCP address pool, click + Create
New DHCP Service from the drop-down list.

For more information, see DHCP Service.

O NOTE

This field is available only when you
enable the AP Assign IP function.

Mac Address The MAC address of the terminal device
connected through the selected Ethernet ports.

Vlan Tag Select whether to tag VLAN frames:

- Tagged: The ports carry tagged VLAN

frames. Data in multiple VLANs can be
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transmitted simultaneously through the
same port. Uplink switches or APs
distinguish different services based on VLAN
tags.

- Un-tagged: The ports carry untagged VLAN
frames.

« Auto: If VLAN is enabled, frames will be

tagged. Otherwise, frames remain untagged.

O NoTE

You are not suggested to select Auto. Or
else, the network connectivity might be

impacted.

Services

In the Services section, you can configure different services used by wireless networks.

A
I

==
Table 5. Service Parameters

Parameter Description

SSH Toggle it on to enable the SSH remote access.

Then, configure the following parameters:

« Port: The SSH port used to connect to an AP
through SSH.
- Password-Authentication: Toggle it on to

enable the password authentication.

If the password authentication is not enabled,

the SSH key authentication will be used. In this
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HTTP

MDNS

IGMP

LLDP

case, you must enter a private SSH key in the

authorized-keys field.

Toggle it on to enable the HTTP web interface
access. Then, configure the HTTP port in the
HTTP-Port field.

Once enabled, you can access an AP web
interface by entering its IP address in a

browser.

Toggle it on to enable the Multicast DNS
(MDNS) service.

Once enabled, STAs can be accessed through
names instead of IP addresses. Devices (such
as AirPlay speakers and network printers) in a
local network can discover each other

automatically.

However, in large-scale enterprise networks,
enabling MDNS might generate additional
multicast traffic, potentially impacting
performance. If you don’t need automatic

device discovery, disable the MDNS service.

Toggle it on to enable the IPv4 IGMP service.

Once enabled, multicast group members can
be managed, and multicast streams can be

forwarded to subscribed terminals.

IPv4 IGMP service can help avoid network
bandwidth waste and better support
multimedia and real-time data transmission
scenarios, such as IPTV, video conferences,
and screen casting that rely on multicast.

Toggle it on to enable the Link Layer Discovery

Protocol (LLDP) service.

Once enabled, each AP will broadcast its
name, location, and other information at Layer
2. This service is most helpful for visual
topology and rapid troubleshooting.
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If the service is enabled, configure the

following parameters:

« Describe: The name of the AP. The default
value is auto, which means the AP name on
the “Inventory” page will be broadcast.

« Location: The location of the AP. The default
value is auto, which means the site of the AP

will be broadcast as the AP location.

NTP Toggle it on to enable the Network Time
Protocol (NTP) service.

Once enabled, configure the following

parameters as needed:

« Servers: The Fully Qualified Domain Name
(FQDN) or IPv4 address of the upstream
NTP server. You can input one or multiple
NTP servers. After you enter one FQDN or
IPv4 address, remember to press Enter.

- Local-Server: Toggle it on to enable a local
NTP server if needed. Then, each AP will act
as an NTP server to provide time
synchronization services for connected
STAs.

Log Toggle it on to enable the Log service, which
will forward AP logs to a remote Syslog server.

Once enabled, configure the following

parameters:
- Host: The IP address of the Syslog server to
which logs are forwarded.

« Port: The port of the remote Syslog server
used for log forwarding. Valid values range
from O to 65535.

« Proto: The protocol used for log forwarding,
tep or udp.

o udp: Faster in transmission but less
reliable.
o tep: More reliable but slower in

transmission.
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RTTY

Wifi Steering

. Size: The local send buffer size (in KB),
determining how many logs are bundled per
transmission. Valid values range from 32 to
65535.

Toggle it on to add an external RTTY server.

Once enabled, configure the following
parameters:

« Host: The FQDN of the RTTY server.
« Port: The port of the RTTY server.

- Token: The token of the RTTY server.

Then, you can access APs through a web
interface for remote debugging, configuration,
and maintenance without physical access. For

more information, see Accessing APs.

Toggle it on to enable the Wi-Fi Steering

service.

Once enabled, configure the following

parameters:

- Assoc-Steering: Toggle it on to enable
roaming association stage guidance. When a
client has not connected to an AP (only
sends an association request), if the AP
determines that the current radio band,
channel, or node is unsuitable, the AP will
reject the association request. Then, the
client can connect to a more suitable Basic
Service Set (BSS).

- Auto-Channel: Toggle it on to enable
automatic channel selection. In this way,
each AP can periodically detect surrounding
channels, select better channels based on
collected Radio Frequency (RF) metrics, and
ensure radar avoidance and compliance with
regulatory channels.

- Required-Probe-Snr: The minimum required
signal level (in dBm) to allow connections. If
the Signal-to-Noise Ratio (SNR) of an
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Online Check

associated terminal is below this threshold,
probe requests will be ignored, preventing
distant weak-signal terminals from slowing
down the entire network. Valid values range
from O to 100.

« Required-Roam-Snr: The minimum required
signal level (in dBm) that triggers roaming
evaluation. If the SNR of an associated
terminal is below this threshold, an attempt
is made to roam the client to a better AP.

Valid values range from 0O to 100.

- load-kick-threshold: The channel utilization
threshold (in percentage) for client kickouts.
If the radio air interface utilization exceeds
this threshold, the system will kick out the
clients with fewer kickouts and weaker

signals. Valid values range from O to 100.

Toggle it on to enable the online status
detection service, which primarily checks

whether APs can access the Internet.

Once enabled, configure the following

parameters:

« Action: The actions that an AP executes
when it can’t access the Internet (online).
Select one of or both the following actions:
o wifi: All Wi-Fi on the AP will be disabled
when the AP can’t access the Internet
(offline).

o leds: The AP LEDs will blink rapidly when
the AP can’t access the Internet.

« Ping-Hosts: The FQDN or IP address of the
hosts to be pinged for online status
detection. Pay attention to the following
notes:

o The ICMP ping can detect network-layer
connectivity, but it can’t check whether

application-layer services work well.
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o Ensure that ICMP packets are allowed. Or
else, the ping command will fail even
though APs can access the Internet.

o You can input one or multiple hosts.

o After you input an FQDN or IP address,

remember to press Enter.

. Download-Hosts: The FQDN or IP address

of the hosts for HTTP or HTTPS

downloading tests.

o After you input an FQDN or IP address,
remember to press Enter.

o You can input one or multiple hosts.

o APs will attempt to download the file
http://<host>/online.txt from each host

and verify whether the downloading is

successful.

. Check-Interval: The online check interval

(in seconds), controlling how frequently

online checks are performed.

o Valid values range from 10 to 300.

o You are suggested to set it to 60, which
means checking every 60 seconds.

o Too frequent checking will impact AP
performance.

Check-Threshold: The allowed failure count

threshold. before an AP considers it as a

connection failure.

o Valid values range from 1to 6.

If the failure count reaches this threshold,
the AP will consider it as a connection
failure and then perform predefined
actions, such as disabling Wi-Fi or blinking
LEDs.

© NoOTE

An AP will track the success count of all
ping and downloading tests and work as

follows:
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If no tests succeed, the failure counter
keeps increasing.

If any test succeeds, the failure
counter is reset to O.

When the failure counter reaches the
threshold while the AP is online, an
offline action is triggered.

When the failure counter is reset to O
while the AP is offline, an online action

is triggered.
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Maintaining Wireless Networks

After you deploy a wireless network, you can maintain the network as needed.

See the following child topics:

» Positioning APs

* Rebooting APs

» Editing Configurations of an AP
» Pushing Configurations to APs
o Upgrading AP Firmware

« Capturing Remote Port Packets
o Optimizing Wireless Networks
« Restoring to Factory Settings

« Exporting, Deleting, and Moving APs
o Accessing APs

o Advanced CLI Configurations
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Positioning APs

In large office buildings, shopping malls, schools, hospitals, airports, convention centers, and
other locations, dozens or even hundreds of access points (APs) might be deployed. These

APs look similar and are installed in dispersed locations, making AP identification difficult.

By using AmpCon-Campus, you can position APs more easily. When an AP goes offline, has
signal anomalies, or requires maintenance or replacement, you can remotely trigger its LED

to blink, enabling quick on-site localization.
This feature is also useful for scenarios where AP labels are missing or fuzzy.

Procedure
From the Inventory Page

From the AP Detail Page

Procedure

To make an AP blink, use the “Inventory” page or the AP detail page.

From the Inventory Page
1. Click Wireless > Inventory from the navigation bar.
2. In the Site drop-down list, select the site to which the AP belongs or select All Sites.

3. Locate the AP, click Actions, and then click Blink.
-
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Then, the LED of the AP will keep blinking for 30 seconds, and thus you can locate the AP
easily.
From the AP Detail Page

1. Click Wireless > Inventory from the navigation bar.
2. In the Site drop-down list, select the site to which the AP belongs or select All Sites.
3. Locate the AP, and then click its serial number.

4. 0n the AP detail page, click Actions, and then click Blink.

=
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Then, the LED of the AP will keep blinking for 30 seconds, and thus you can locate the AP
easily.
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Rebooting APs

By using AmpCon-Campus, you can reboot one access point (AP) or all the APs in a site.

Rebooting One AP
From the Inventory Page

From the AP Detail Page
Rebooting All APs

Rebooting One AP

To reboot an AP, use the “Inventory” page or the AP detail page.

From the Inventory Page
1. Click Wireless > Inventory from the navigation bar.
2. In the Site drop-down list, select the site to which the AP belongs or select All Sites.

3. Locate the AP, click Actions, and then click Reboot.

Inventary

- — . _— - e e

From the AP Detail Page

1. Click Wireless > Inventory from the navigation bar.
2. In the Site drop-down list, select the site to which the AP belongs or select All Sites.
3. Locate the AP, and then click its serial number.

4. On the AP detail page, click Reboot.

Rebooting All APs
To reboot all the APs in a site, follow these steps:

1. Click Wireless > Manage from the navigation bar.

2. In the Site drop-down list, select the site to which the APs belong.

3. Click the setting icon in the top right, and then click Reboot All Devices.
G detait # »
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Editing Configurations of an AP

After a wireless network is deployed, you can edit configurations of each AP in the wireless

network.

Procedure
Basic Configurations

Radio Configurations
Notes
What to Do Next
Procedure

To edit configurations of an AP, follow these steps:

1. Click Wireless > Inventory from the navigation bar.

2. In the Site drop-down list of the “Inventory” page, select the site to which the AP belongs
or select All Sites.

3. Locate the AP, and then click Edit.
4. Optional: To check the current configurations on the AP, click the Computed Config tab in

the pop-up window.
5. Click other tabs in the pop-up window, edit basic, radio, or note configurations as needed,
and then click Apply.
Basic Configurations

Click the Main tab, and then modify the site, AP name, description, device type, or label as

needed.

©® NOTE

If you don’t see any labels in the Label drop-down list, it means that no

labels are added to the APs, and thus you can’t select labels.

Edit d4dcB525e166

Computed Config ~ Config Cverrides Notes
Serial Mumber 1 Mane 104

Desscription Device Type FS_AP-M306H
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Radio Configurations

1. Click the Config Overrides tab.

Edit d4babaadcOb8 p¢
Main Computed Canfig Motes
Seuree T Mame s Vialuse s Reasan = Operation

2. Click + Create, and then input the configurations as follows:

a. In the Parameter section, select 2G, 5G, or 6G, and then select channel or tx-power.

©® NOTEs

« Each AP radio band supports only one channel or one TX
Power.

« The channel value and AP transmission power value must
be based on regulations of the country where the AP is

deployed.

If you select channel, select the channel value in the Value drop-down list. You can

select a specific value or select Auto.

Auto means allocating the optimal channel for the wireless network by dynamically

detecting environmental interference and channel load.

If you select tx-power, enter the AP transmission power value in the Value drop-down

list.
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b. Optional: In the Reason field, input the reason of the configuration.

c. Click Apply to complete the radio configuration.

Notes
1. Click the Notes tab.
2. Click + Create Note.

3. Input a note in the Note field.

Create Note

Note +

4. Click Apply to complete the note addition.

What to Do Next

After you edit an AP, you must push the updated configurations to the AP manually. For more

information, see Pushing_Configurations to One AP.
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Pushing Configurations to APs

When you deploy APs through AmpCon-Campus, configurations can be pushed to APs
automatically after you plug in and power on APs. When you assign an AP from one site to

another, the new site configuration is also pushed to the AP automatically.

After APs are deployed through AmpCon-Campus, you might need to edit configurations of

an AP or update SSID, radio, or advanced configurations of a site. In these cases, you must

manually push configurations to APs.
You can push configurations to a single AP or to all the APs in a site.

Pushing to One AP
Pushing to All APs in a Site
Checking Pushing Results

Pushing to One AP
After you edit an AP, you must manually push configurations to the AP. Follow these steps:

1. Click Wireless > Inventory from the navigation bar.

2. In the Site drop-down list of the “Inventory” page, select the site to which the AP belongs
or select All Sites.

3. 0On the “Inventory” page, locate the AP, and click Push Configuration.

4. In the pop-up window, click Yes.

Inventory

Site Al Sites Unassigrepd Oriby

:
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Then, the configurations will be pushed to the AP.
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Configuration Push Result

L]

Applicd Configuration

Pushing to All APs in a Site

After you update SSID, radio, or advanced configurations in a site, you must manually push
configurations to all the APs in the site. Follow these steps:

1. Click Wireless > Manage from the navigation bar.

2. In the Site drop-down list, select the site to which you want to push configurations.

3. Click the setting icon in the top right, and then click Update All Device Configuration.

o
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Then, the configurations will be pushed to all the APs in the site.

Checking Pushing Results
1. On the “Inventory” page, locate the AP, and then click its serial number.
2. On the AP detail page, scroll down to the Commands tab, locate the Configure command,

and check whether the Status is displayed as Completed.

Urroe Code  Operation
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If not, click View to check for error details.
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Upgrading AP Firmware

For the access points (APs) managed by AmpCon-Campus, you can upgrade their firmware
one by one or in batches. In addition, you can upgrade AP firmware immediately or at a
scheduled date and time.

Procedure
1. Uploading AP Images

2. Upgrading APs

Procedure

1. Uploading AP Images
1. Click Resource > Upgrade Management from the navigation bar.
2. In the Software section of the AP tab, click Upload.

3. In the pop-up window, click File, and then input the following information:
a. Click Browse, and select a local AP image file.
b. In the Version field, enter the version of the AP image, such as 1.1.0.
c. In the Revision field, enter the revision of the AP image, such as alpha.3.

d. In the Model drop-down list, select the AP model to which the AP image is applicable.

© NOTE

Currently, the Link tab is not supported.

4. Click Upload.

2. Upgrading APs

1. In the Software section of the AP tab, select the AP image to which you want to upgrade.

© NOTE

Ensure that the AP image matches the model of APs to be upgraded.
Or else, you might see no matching APs in the AP section.
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2. In the AP section of the AP tab, select one or multiple APs.
3. Click Upgrade.

4.1In the pop-up window, select the time to run the upgrade task.

. If you select Now, the upgrade task will be run immediately.

. If you select Later, select a specific time in the time box. Then, the upgrade task will be
run at the selected time.

5. Check whether the upgrade is successful by locating the AP and then clicking Log in the
Operation column.
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Capturing Remote Port Packets

By using AmpCon-Campus, you can capture remote packets from target ports of access
points (APs) for rapid troubleshooting.

Procedure

To capture remote packets from target ports of an AP, follow these steps:

1. Click Wireless > Inventory from the navigation bar.
2. In the Site drop-down list, select the site to which the AP belongs or select All Sites.
3. Locate the AP, and then click its serial number.

4. On the AP detail page, click Actions, and then click Trace.
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5. In the pop-up window, input the following information:

Table 1. Trace Configurations

Parameters Description

Type Captures packets based on the duration or
packet count.

- If you select Duration as the type,
select the duration in the Duration drop-
down list. Then, AmpCon-Campus will
capture packets for the selected
duration after you start the packet
capturing.

. If you select Packets as the type, select
the packet count in the Packets drop-

down list. Then, AmpCon-Campus will
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capture the selected count of packets
after you start the packet capturing.

Network The network ports to be captured.

Currently, you can select only Up because
only ports in Up status can be captured.

Wait for the results? Whether to wait for the packet capturing to
complete.

. If you toggle it off, the pop-up window
will be closed automatically after you
click Start.

. If you toggle it on, the pop-up window
will not be closed automatically after you
click Start. You can click Go Back to
start a new capturing or click the close

icon to manually close the window.

6. Click Start to start the packet capturing. Wait for some time until the packet capturing is
completed.

7. Download or check the captured packet traces.

- From the Trace pop-up window
o If the pop-up window has been closed, click Actions and then click Trace to open the
pop-up window. Click Download Trace to download the captured packet traces.

o If the pop-up window is not closed, click Download Trace directly in the pop-up

window.

« From the Commands tab

On the AP detail page, scroll down to the Commands tab, locate the Trace type
command, and then click View.

Then, you can see the captured trace in the pop-up window. To download the trace, click
the download icon.
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Optimizing Wireless Networks

One-Click Network Optimization is a function that rapidly optimizes wireless network
performance through automation technologies, simplifying traditional optimization processes

and reducing operational complexity.

It’'s primarily applied in enterprise-level or high-density scenarios to address issues such as

signal interference, load imbalance, and weak terminal connections.

By using AmpCon-Campus, you can optimize wireless networks immediately or at a fixed

time. You can also customize network optimization configurations.

Supported Optimization Methods
Immediate Network Optimization
Scheduled Network Optimization
Optional: Configuring Network Optimization
Supported Optimization Methods
AmpCon-Campus supports the following optimization methods:
. Immediate network optimization: Executes wireless network optimization immediately
based on the current configurations. It is typically used in the following scenarios:
o A wireless network is deployed but hasn’t been optimized.
o The wireless network experiences significant interference and thus requires prompt
optimization.
- Scheduled network optimization: Optimizes wireless networks at a fixed time on a

specific day, certain days, or daily.

® NOTEs

- For both optimization methods, you can customize optimization

configurations as needed.

- If no custom optimization configurations are added, AmpCon-
Campus will use the default optimization configurations, including

channel optimization and power configurations.

Immediate Network Optimization

1. Click Wireless > Manage from the navigation bar.

2. In the Site drop-down list, select a specific site or select All Sites.
3. Click the RRM Optimize tab.

4. Click Optimization Now.
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® NOTEs

- The whole optimization process is estimated to take 10 minutes.
You are advised to avoid executing optimization at peak hours.

- Channel switching might occur during the optimization process,
which might lead to user disconnection.

(&) default = ¥ B

Wit the WLAN ciatimiration wrace, the o paniraticn wil Seermene e cotimesm ope st channsh ard poser concudnd Irom the weanming. csmidering the trathe, deployment vire, snd clisrt lactor

Trigger Timss : Update lims Schorkle Tk e

5. In the Optimization History section, check the information of the optimization task.

Table 1. Optimization History Metrics

Metric Description

Trigger Time The time when the optimization task is
started.

Update Time The time when the optimization

configurations are pushed to APs.

Schedule Task Whether the task is a scheduled

optimization task.

Result The current result of the optimization task.

Scheduled Network Optimization
1. In the RRM Optimize tab, click Optimization Scheduler.

2. In the pop-up window, add the days and time to run the network optimization task.
a. Toggle on Scheduled Optimization.

b. In the Network Segment Execution Time section, select the days and time.

c. Click Apply.
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Optional: Configuring Network Optimization
You can customize network optimization configurations as follows:

1. In the RRM Optimize tab, click Optimization Config.

2. In the pop-up window, input the following information, and then click Apply.

Optimization Config

[ e}
Optisize T Power Contguration. (D)
P

Carveramgn Threshold +

Table 2. Optimization Configurations

Configuration Description
Automatic Channel Toggle it on to automatically select the
Optimization optimal channel, ensuring efficient network

operation by monitoring the channel usage
of surrounding APs.

©® NoOTE

You are recommended to toggle it
on. If the performance can’t meet
your needs, enable Optimize Tx
Power Optimization separately for
further tuning.
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Optimize TX Power

Configuration

Coverage Threshold

Toggle it on to dynamically adjust the
transmission power of APs, minimizing
energy consumption, reducing
interference, and ensuring communication

quality.

© NoOTE

If you toggle it on, configure the

Coverage Threshold value.

The minimum signal strength for client
devices to stably connect to the AP. The

unit is dBm.

The default value is -70. Valid values range
from -80 to -60.

© NOTEs

. This field is available only when
you enable Optimize TX Power
Configuration.

- Coverage Threshold dynamically
adjusts the AP transmission power
by monitoring the minimum
Received Signal Strength Indicator
(RSSI) value from neighboring
APs.

« When the Coverage Threshold
value increases (such as
increasing from -70 dBm to -65
dBm), the AP will determine that
stronger signal coverage is
required and then increase its
transmission power to expand the
coverage range.

+ You are recommended to increase
the Coverage Threshold value in
high-density environments to
avoid interference with

neighboring APs.
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Restoring to Factory Settings

You can restore managed access points (APs) to factory settings.

Procedure
From the Inventory Page

From the AP Detail Page

Procedure

To restore a managed AP to factory settings, use the “Inventory” page or the AP detail page.

From the Inventory Page
1. Click Wireless > Inventory from the navigation bar.

2. In the Site drop-down list, select the site to which the AP belongs or select All Sites.

3. Locate the AP, click Actions, and then click Factory Reset Device.

4. Optional: To reserve the IP address of the AmpCon-Campus server in the Redirector

IP/URL field of the AP webpage, toggle it on in the Keep Redirector section.

Then, the restoring to factory setting process will not clear the IP address of the AmpCon-

Campus server from the AP webpage.

5. Click Start reset of Device.

Factory Reset Device
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From the AP Detail Page
1. Click Wireless > Inventory from the navigation bar.

2. In the Site drop-down list, select the site to which the AP belongs or select All Sites.
3. Locate the AP, and then click its serial number.

4. On the AP detail page, click Actions, and then click Factory Reset Device.
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Local Time 2025-10-14 14:10054 Last Contact 13 seconds ago Memory BBLIMB  5150% e Conect Reason. Coldboot

5. Optional: To reserve the IP address of the AmpCon-Campus server in the Redirector
IP/URL field of the AP webpage, toggle it on in the Keep Redirector section.

Then, the restoring to factory setting process will not clear the IP address of the AmpCon-
Campus server from the AP webpage.

6. Click Start reset of Device.

Factory Reset Device

10 Hotes Arw you sare you want to factory resst this device? This action Is nat reversible

KeepRedirectar? ()
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Exporting, Deleting, and Moving APs

You can export access points (APs) to a .csv file, delete APs, or move APs from one site to
another.

Exporting APs
Deleting APs
From the Inventory Page

From the AP Detail Page
Moving APs

Exporting APs
To export APs to a .csv file, follow these steps:

1. Click Wireless > Inventory from the navigation bar.

2. In the Site drop-down list of the “Inventory” page, select the site to which the AP belongs
or select All Sites.

3. Click Export.
4. Wait for the exporting process to complete. Once done, click Download.
Then, a .csv file will be downloaded to your local machine with APs in the selected site or

all sites.

Inventory

Serial Mumber Mame: Site Dueseription Labad Modified Operation B

111 18 days age

M516 111 52 peeonds agn
102 59 seconds ago
palsis 59 secands ago
516 111 41 seconds ago

test111 WrwWETwer 1 16 days age

Deleting APs
To delete APs, use the “Inventory” page or the AP detail page.

From the Inventory Page

1. On the “Inventory” page, select the site to which the AP belongs or select All Sites.

2. Delete one or multiple APs as needed:

. To delete an AP, locate the AP, and then click Delete on the right.
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Inventory

Serial Hember e site Diescripion Label aosted Operation

4 i g

3. Click Yes to confirm the deletion.

From the AP Detail Page

1. On the “Inventory” page, select the site to which the AP belongs or select All Sites.
2. Locate the AP, and then click its serial number.

3. On the AP detail page, click Delete.

L=]-

Status

AP-NIOEH Piclr- 1. 10-alpha 2-ediil.. 0 Days, DOE31:53 015|013 014

11 seconds ago 3B6IMB | S1LOUN el [

4. Click Yes to confirm the deletion.

Moving APs

You can move one or multiple APs from one site to another. After the APs are moved, the
target site configurations will be pushed to the APs automatically. Follow these steps:

1. On the “Inventory” page, select the site to which the AP belongs or select All Sites.
2. Select the APs to be moved.

3. Click Actions, and then click Move.

Inventory

Site Unassigreed Oy

Seetiall Hasmber. Hame . Description Labsel b Dperation

-] 104 7 mirutes ago

4. In the pop-up window, select the site to which the APs are moved, and then click Apply.
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Accessing APs

You can connect to an access point (AP) from the AmpCon-Campus UI through remote TTY
shell (RTTY).

Optional: Preparing a RTTY Server

Connecting to an AP
From the Inventory Page

From the AP Detail Page

Optional: Preparing a RTTY Server

AmpCon-Campus has a built-in RTTY server, which you can use to connect to APs.
But if you want to use an external RTTY server, follow these steps:

1. Click Wireless > Manage > Configure from the navigation bar.

2. Click the Advanced Configuration tab.
3.In the Services section, enable RTTY and input the following information:
« Host: The Fully Qualified Domain Name (FQDN) of the RTTY server.

. Port: The port of the RTTY server.
. Token: The token of the RTTY server.

For more information, see Adding Advanced Configurations - Services.

mmmmmm

4. Click Apply.

Connecting to an AP

To connect to an AP, use the “Inventory” page or the AP detail page.

From the Inventory Page

1. Click Wireless > Inventory from the navigation bar.

2. In the Site drop-down list, select the site to which the AP belongs or select All Sites.
3. Locate the AP, click Actions, and then click RTTY.
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A new browser tab will be created.

Inventory

4.In the new browser tab, enter the username and password of the AP, and then operate in
the CLI as needed.

From the AP Detail Page

1. Click Wireless > Inventory from the navigation bar.

2. In the Site drop-down list, select the site to which the AP belongs or select All Sites.
3. Locate the AP, and then click its serial number.

4. On the AP detail page, click RTTY.

Comalid 005-10.07 150857 el FEXS 1007 180345

A new browser tab will be created.

5.In the new browser tab, enter the username and password of the AP, and then operate in
the CLI as needed.
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Advanced CLI Configurations

AmpCon-Campus supports CLI configurations for access points (APs). If some issues can
be resolved only through CLI configurations or some advanced functions can be achieved

only through CLI configurations, you can contact FS support engineers to do AP debugging
or configuration for you through this feature.

©® Important

Do not use this feature by yourself. Or else, wrong CLI configurations

might disrupt device operation.

Procedure
1. Click Wireless > Access Points from the navigation bar.

2. In the Site drop-down list, select the site to which the AP belongs or select All Sites.

3. Locate the AP, click Actions, and then click Configure via CLI.

4.1In the pop-up window, do the following operations as needed:

. Click Current Configuration to check the current configurations on the AP.
- Modify the configurations directly in the configuration input box.

. Click Browse to upload a .json configuration file.

Configure via CLI
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5. Click Apply.
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Monitoring Wireless Networks

After you deploy wireless networks, you can monitor different wireless networks, access

points (APs), terminal devices (STAs), and wireless sites.

See the following child topics:

e Wireless View

¢ Monitoring APs

* Monitoring STAs

« Monitoring Wireless Sites
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Wireless View

In the AmpCon-Campus UI, click Dashboard > Wireless View from the navigation bar.

On the “Wireless View” page, you can have a quick understanding of deployed wireless

networks, such as managed access points (APs), AP health status, and connected terminal

devices (STAs).

g by O [ F1

For the description of each section, see the following table:

Table 1. Section Descriptions

Section Name

Devices

Overall Health

High Memory Devices
(>75%)

Description

The count of APs currently connected to the

AmpCon-Campus server.

The average health of all the currently connected

APs. The value is calculated as follows:

Average health = (Total APs with health as
100% * 100 + Total APs with health no less
than 90% * 95 + Total APs with health no less
than 60% * 75 + Total APs with health less
than 60% * 30) / (Total APs * 100) * 100%

Total APs above means the total number of APs
currently connected to the AmpCon-Campus

server.

The count of APs with more than 75% memory

usage.
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Associations

Memory Use

Overall Health

Status

Commands

Device Types

Uptime

The count and percentage of STAs connected to
each radio band (2G, 5G, and 6G).

The count and percentage of APs with different

levels of memory usage.

The count and percentage of APs with different
levels of health.

The count and percentage of APs currently
connected or not connected with the AmpCon-

Campus server.
The count and percentage of each type of

executed commands.

See the following command types and triggering

operations:

« Configure commands are run when AP

configurations are pushed manually or

automatically.

« Leds commands are run when you position
APs.
- Factory commands are run when you restore

APs to factory settings.

- Trace commands are run when you capture

remote port packets.

- RTTY commands are run when you access
APs.

- Reboot commands are run when you reboot
APs.

The count and percentage of different types of
APs.

The count and percentage of APs with different

levels of uptime.

Uptime means the duration an AP has been

running since its last startup.
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Monitoring APs

On the “Access Points” page, you can check detailed metrics of each managed AP.

The metric data is automatically refreshed every minute. You can click Refresh to manually

refresh the displayed metric data.

Procedure
Status

Details

Statistics

WiFi Analysis

Commands

Health Checks

Logs, Crash Logs, and Reboot Logs
Notes

Procedure

1. Click Wireless > Access Points from the navigation bar.
2. In the Site drop-down list, select the site to which the AP belongs or select All Sites.

3. On the “Access Points” page, check the metrics of managed APs:

Acoess Points

Table 1. Device Metrics

Metric Description

Status Whether the AP is currently connected with the

AmpCon-Campus server.

Serial Number The serial number of the AP.
Name The name of the AP.
Sanity The health grade of the AP.

AmpCon-Campus calculates the Sanity value
based on DHCP, DNS, RADIUS, and SSID health:

Sanity = (100 - (interfaces with errors / total
interfaces) * 100) * 100%

In the following example, 2 interfaces have DNS

issues, and the total number of interfaces is 4. So,
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Memory
Load

Temp(°C)

Revision
Type

IP

Site

GPS

Online Uptime

Last Connected

Last Contact

Last Upgrade

Rx

Tx

2G

the Sanity is 50%.

Sanity = (100 - (2/ 4) * 100) * 100% = 50%

Interface DHCP DNS RADIUS SSID Error

default v / y No
vlani0 X 4 f Yes
vlan20 v / v No

vlan30 v X g v Yes

The memory usage percentage of the AP.
The CPU load percentage of the AP.

The temperature of the AP. The unit is Celsius
(°C).

The revision of the AP firmware.

The type of the AP.

The IP address of the AP.

The site to which the AP belongs.

The longitude and latitude coordinates.

© NOTE

The GPS value can be displayed only when
the AP supports GPS.

The duration during which the AP has been

running since its last startup.

The last time when the connection between the
AP and the AmpCon-Campus server was
established.

The last time when the AP communicated with

the AmpCon-Campus server.

The last time when the AP firmware was

upgraded.

The total traffic that the AmpCon-Campus server
sends to the AP.

The total traffic that the AP sends to the
AmpCon-Campus server.

The count of STAs connected to the 2G radio.
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5G
6G

Connect Reason

O Tips

The count of STAs connected to the 5G radio.

The count of STAs connected to the 6G radio.

The reason of the last connection between the AP

and the AmpCon-Campus server. The following

reasons are provided:

. coldboot: The AP is powered on, or the
process to connect the AP to the AmpCon-
Campus server restarts.

- socket: The AP is re-connected to the
AmpCon-Campus server after a disconnection.

- reboot: The AP is rebooted.

- recovery: The AP is re-connected to the
AmpCon-Campus server after a recovery.

- upgrade failed: The AP is re-connected to the
AmpCon-Campus server after an upgrade
failure.

. crashlog: The AP is re-connected to the

AmpCon-Campus server after a crash.

- The following operations are the same as described in Maintaining_

Wireless Networks.

o To filter the metrics to be displayed, click the setting icon, and

then select the metrics.

o To export AP information, click Export.

o To delete an AP, locate the AP, and then click Delete.

o To restore an AP to factory settings, locate the AP, click Actions,

and then click Factory Reset Device.

o To make an AP blink, locate the AP, click Actions, and then click

Blink.

o To capture remote packets from target ports of an AP, locate the

AP, click Actions, and then click Trace.

o Click Actions, and then you can see Configure via CLI. This

feature is used by FS support engineers to do AP debugging or

advanced configuration. Do not use this feature by yourself. Or

else, wrong CLI configurations might disrupt device operation.
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« You can add some APs to the AmpCon-Campus denylist. Then,
AmpCon-Campus will not monitor, configure, or manage these
APs.

o To add an AP to the denylist, click Denylist, and then click +
Create. In the pop-up window, enter the serial number of the AP
and the deny reason (optional). Then, click Apply.

o To remove an AP from the denylist, locate the AP in the denylist,
and then click Delete.

o To edit the deny reason, locate the AP in the denylist, and then
click Edit.

o To check the AP details retrieved before the AP is added to the
denylist, locate the AP in the denylist, and then click View

Details.

3. Locate the AP, and then click its serial number.

Then, on the AP detail page, you can see the following information:

Status

In the Status section, you can see Connected or Disconnected, which means whether the

AP is currently connected with the AmpCon-Campus server or not.

In addition, you can check the following metrics:

Status

Table 2. Status Metrics

Metric Description

Model The model of the AP.

Revision The revision of the AP firmware.

Uptime The duration during which the AP has been running

since its last startup.

Load (15|15 m.) The average CPU load over the past 1, 5, and 15

minutes.

Local Time The local time of the AP.
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Last Contact

Memory

Connect Reason

Details

The last time when the AP communicated with the

AmpCon-Campus server.

The used memory (size and percentage) of the AP.

The reason of the last communication between the

AP and the AmpCon-Campus server. The following

reasons are provided:

coldboot: The AP is powered on or the process to
connect the AP to the AmpCon-Campus server

restarts.

- socket: The AP is re-connected to the AmpCon-

Campus server after a disconnection.

reboot: The AP is rebooted.

- recovery: The AP is re-connected to the

AmpCon-Campus server after a recovery.
upgrade failed: The AP is re-connected to the
AmpCon-Campus server after an upgrade failure.
crashlog: The AP is re-connected to the

AmpCon-Campus server after a crash.

In the Details section, check the following metrics:

Details

Table 3. AP Details

Metric

Password

MAC

Manufacturer

Description

The password of the AP.

You can click the eye icon to view the clear-text
password. Double click it, and then the password

will be in encrypted text again.

You can copy the password by clicking Copy.

The MAC address of the AP.

The manufacturer of the AP.
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Type The type of the AP.

Created The first time when the AP is connected to the

AmpCon-Campus server.

Modified The last time when the channel connection between
the AP and the AmpCon-Campus server was
updated.

A connection channel is established between an AP
and the AmpCon-Campus server. To maintain
security, the channel connection is periodically

updated.

Site The site to which the AP belongs.

You can click the site name to view metrics of the
wireless site. For more information, see Monitoring_

Wireless Sites.

Statistics

In the Statistics section, you can check upstream data or packets, downstream data or
packets, and memory usage of the AP:

1. Select the start and end date and time in the Time section.

2. Select Upstream, Downstream, or Memory.

. If you select Upstream, select Data or Packets. Then, you can see the trend graph of
upstream traffic data or packets.

Statitics
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. If you select Downstream, select Data or Packets. Then, you can see the trend graph of
downstream traffic data or packets.

O NOTE

The Downstream option can be displayed only for the APs that have
the AP Assign IP function enabled.

. If you select Memory, you can see the trend graph of memory usage.

Satnlics

3. Optional: To refresh the graph, click Refresh.
WiFi Analysis

In the WiFi Analysis section, click a time point in the time bar, and then check radio and STA
related metrics at that time.

@ NOTE

To filter the metrics to be displayed, click the setting icon, and then select

the metrics.
WiFi Anahysis
WWhen: 30 seconds ago
Radios {3}
Ch ChwW Tx Pow. Hoise Active [MS) Buarsy [MS) Receive (MS) Send (MS) Frequency &
0 1 F. ) M 101 59424126 8914284 75.746 1079.780 2412
5G 34 40 23 109 1079350 54576 884 18,142 5180, 5190
&G 217 a0 15 108 1083351 4452 a 4452 F035, Foas
Associations (2)
Station 5500 Py Fingerprint Werdor VLAN Mode RS54 Rex Rate Rx Bx MCS Rx NS5 T Rate T @
0 AeiGda TRI4 1a EEER- T u A 26 2B&TOD 714MB 11 i 2146600 2808 MB
50 FRteOdETdets P u ™ a7 5TH500 BI302 KB 1 2 58500 12M8
Table 3. Radio Metrics
Metric Description
Ch. The channel of the radio.
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Ch. W

Tx Pow.

Noise

Active (MS)

Busy (MS)

Receive (MS)

Send (MS)

Frequency

Table 4. STA Metrics

Metric

Station

SSID

IPs

The channel bandwidth. The unit is MHz.

The transmission power of the radio. The unit is
dBm.

The external noise level between the STA and its
connected AP. The unit is dB.

The time during which the radio is active.

The value refers to the total time during which the
radio can be used for communication, including

transmission, receiving, and idle listening states.

The unit is millisecond.

The time during which the radio detects channel
occupation, including sending or receiving packets

from the radio and other devices.

The unit is millisecond.

The time during which the radio receives packets.

The unit is millisecond.

The time during which the radio sends packets.

The unit is millisecond.

The used channel frequency and center frequency.

If the channel frequency and center frequency are
the same, you can see only one frequency displayed

here.

Description

The STA that connects to the AP, such as a laptop or

smartphone.

The Service Set Identifier (SSID) that the STA
connects to.

An SSID is used to distinguish a wireless network.

The IP address of the STA.
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Fingerprint
Vendor

VLAN

Mode

RSSI

Rx Rate
Rx

Rx MCS

Rx NSS

Tx Rate

Tx

Currently, this metric is not supported.
The vendor of the STA.

The VLAN ID of the STA.

O NoTE

This value can be displayed only if the VLAN is
automatically assigned by the radio.

The operating mode of the AP. Currently, only the ap
mode can be displayed.

The ap mode is the standard wireless access mode
converting wired networks into wireless coverage. In
this mode, APs connect to upstream switches
through Ethernet cables and provide Wi-Fi access to
nearby STAs.

Short for Received Signal Strength Indicator. RSSI is

used to indicate the strength of signals. The unit is
dB.

Normally, the value is a negative number. The closer

to O, the stronger the signal.
The negotiated receiving rate of the STA.
The total traffic received by the STA.

The Modulation and Coding Scheme (MCS) index
used by the STA to receive data.

A higher MCS value indicates a faster data rate and

a less stable network.

The number of antennas the STA uses for receiving
data.

The value O indicates no data transmission.
The negotiated sending rate of the STA.

The total traffic sent by the STA.
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Commands

In the Commands tab, select the start and end date and time in the Time section. Then, you

can see the following metrics:

® NOTEs

. To delete a command, locate the command, and then click Delete.
. To refresh the command list, click Refresh.
- To filter the metrics to be displayed, click the setting icon, and then

select the metrics.

Table 5. Command Metrics

Metric Description

Submitted The time when the command is submitted.

Command The count and percentage of each type of executed
commands.

See the following command types and triggering

operations:

- Configure commands are run when AP

configurations are pushed manually or

automatically.
» Leds commands are run when you position APs.

- Factory commands are run when you restore APs

to factory settings.

- Trace commands are run when you capture

remote port packets.

« RTTY commands are run when you access APs.
- Reboot commands are run when you reboot APs.
Status The status of the pushed command.

- Completed: The command is pushed to the AP
successfully.
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- Failed: The command fails to be pushed to the
AP.

- Executed: The command is submitted, but the AP
doesn’t send the command execution result to the
AmpCon-Campus server for reasons like

connection issues.

Executed The time when the command is executed.
Completed The time when the command is completed.
Error Code The number of errors occurred in the command

execution process.

©® NOTEs
. If the command is pushed to APs
successfully, the error code is O.

- If the error code value is not 0, you can
click View in the Operation column to
check for error details.

Health Checks

In the Health Checks tab, select the start and end date and time in the Time section. Then,

you can see the following metrics:

® NOTEs
. To delete a health check item, locate the item, and then click Delete.
. To refresh the health check list, click Refresh.

- To filter the metrics to be displayed, click the setting icon, and then

select the metrics.

Table 6. Health Check Metrics

Metric Description
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Submitted The time when the command is submitted.

Config ID The ID automatically generated by AmpCon-
Campus to identify a health check item.

Sanity The health grade of the AP. AmpCon-Campus
calculates the Sanity value based on DHCP, DNS,
RADIUS, and SSID health:

Sanity = 100 - (interfaces with errors / total

interfaces) * 100

In the following example, 2 interfaces have DNS
issues, and the total number of interfaces is 4. So

the sanity is 50.

Sanity =100 - (2/ 4) *100 = 50

Interface DHCP DNS RADIUS SSID Error
default v v No
vian10 ¥ x 4 / Yes
vlan20 ¢ S / ¢ No

vian30 / X v f Yes

Details The issue details.

Logs, Crash Logs, and Reboot Logs

In the Logs, Crash Logs, and Reboot Logs tabs, select the start and end time, and then

check system logs of the AP:

©® NOTEs

- To delete a log item, locate the item, and then click Delete.
- To refresh the log list, click Refresh.
- To filter the metrics to be displayed, click the setting icon, and then

select the metrics.

Submitted Config ID Severity Log Details &

1 hour ago 1760752485 & Initiating reboot

Table 7. Log Metrics

Metric Description
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Submitted The time when the log is sent to the AmpCon-
Campus server successfully.

Config ID The ID automatically generated by AmpCon-
Campus to identify the log.

Severity The severity of the log.
Log The log information.
Details The details of the log.

Notes

In the Notes tab, you can view the notes created for the AP. In addition, you can click +

Create to add a new note.

Table 8. Note Metrics

Metric Description

Date The date when the note is added.

Note The note details.

By The AmpCon-Campus user who creates the note.
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Monitoring STAs
Stations (STAs) refer to terminal devices (such as smartphones and laptops) that connect to

wireless networks through APs.

By using AmpCon-Campus, you can monitor STAs connected to each managed AP.

Procedure

1. Click Monitor > Wireless Clients from the navigation bar. Then, you can see these tabs:
All, Online, and Offline.

2. Click each tab to view all STAs, online STAs, and offline STAs connected to managed APs.

Wireless Clients

Metrame A Rt [ Commnet A - . o Bant Channct ] " vian L BE Taeen Pkt

The following metrics are provided:

Table 1. Wireless Client Info

Metric Description
Status Whether the STA is currently connected to
the AP.

« Online: The STA is connected to the AP
currently.

. Offline: The STA is not connected to the
AP currently.

Hosthame The hostname of the STA.

MAC Address The MAC address of the STA.

Vendor The vendor of the STA.

Connect AP The AP to which the STA is connected.
Site The site to which the AP belongs.
SSID The Service Set Identifier (SSID) of the

wireless network to which the STA is
connected.

An SSID is used to distinguish a wireless

network.
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RSSI Short for Received Signal Strength Indicator.
RSSI is used to indicate the strength of

signals. The unit is dBm.

Normally, the value is a negative number.

The closer to O, the stronger the signal.

Band The radio band to which the STA is
connected.

Channel The channel of the radio.

Channel Width The channel bandwidth. The unit is MHz.

IP The IP address of the STA.

VLAN The VLAN ID of the STA.

Rx The total traffic received by the STA. The unit
is byte.

Tx The total traffic sent by the STA. The unit is
byte.

Tx Packets The total number of packets sent by the STA.

Rx Packets The total number of packets received by the
STA.

3. Optional: To specify the metrics to be displayed, click the setting icon, and then select the

metrics.

Wireless Clients

4. Optional: To check historical metrics of the STA, locate the STA, and then click its MAC

address.

Wireless Clients

You will be redirected to the Client Lifecycle section, where you can see historical

metrics. For more information, see Client Lifecycle.
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. Optional: To check detailed information of the connected AP, locate the STA, and then click

the serial number of the connected AP. For more information, see Monitoring APs.

Wireless Clients
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. Optional: To check the site of the connected AP, locate the STA, and then click the site
name. For more information, see Monitoring Wireless Sites.

Wireless Clients
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Monitoring Wireless Sites

A wireless site means an AmpCon-Campus site to which APs belong.

By using AmpCon-Campus, you can monitor the overall running status of each wireless site.

Procedure
Overall Status

Live Data
Top 10 Busiest Devices
Client Lifecycle
Procedure
1. Click Wireless > Manage from the navigation bar.

2. In the Site drop-down list of the Monitor tab, select the site to be monitored.

Then, you can see the following information:

Overall Status

At the top of the Monitor tab, check the following sections:

Overall Health = Used Memaory = Status = Associations.

50% o~ 25% N\ . 0 | ‘_’ o 0

Table 1. Top Sections

Section Description

Overall Health The average health of all the currently
connected APs in the site. The value is

calculated as follows:

Average health = (Total APs with health as
100% * 100 + Total APs with health no less
than 90% * 95 + Total APs with health no less
than 60% * 75 + Total APs with health less
than 60% * 30) / (Total APs * 100) * 100%

Total APs above means the total number of APs
in the site that are currently connected to the

AmpCon-Campus server.

Used Memory The average memory usage of all currently

connected APs in the site.
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Status The count of APs currently connected or not
connected with the AmpCon-Campus server.

Associations The count of STAs currently connected to each
radio band.

Live Data

In the Live Data section, you can monitor the operating status and real-time performance of
network devices in each radio band.

. Click View at the right of an AP name. Then, a new tab is opened, which displays the AP
detail page.

Tosp 10 Buisiest Devices. Live Diaks

. Click the client icon at the right of an AP name. Then, you can see the following metrics in

the pop-up window:

Table 2. Client Metrics for APs

Metric Description

Health The health grade of the AP.

AmpCon-Campus calculates the Health
value based on DHCP, DNS, RADIUS, and
SSID health:

Health = (100 - (interfaces with errors /
total interfaces) * 100) * 100%

In the following example, 2 interfaces have
DNS issues, and the total number of
interfaces is 4. So, the Health is 50%.

Health = (100 - (2 / 4) *100) * 100% = 50%
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Memory Used

Type
Firmware

2G Clients

5G Clients

6G Clients

Tx

Tx Packets

Rx

Rx Packets

Interface DHCP DNS Radius Error
Default No
vlani0 Yes

v

v
vian20 v No
v

SRR N SN
B <~ B8 <

vian30 Yes

The memory usage percentage of the AP.
The type of the AP.
The firmware of the AP.

The count of STAs currently connected to
the 2G radio band.

The count of STAs currently connected to
the 5G radio band.

The count of STAs currently connected to
the 6G radio band.

The total traffic sent by the AP in the last 10

minutes.

The total packets sent by the AP in the last
10 minutes.

The total traffic received by the AP in the

last 10 minutes.

The total packets received by the AP in the
last 10 minutes.

. Click an AP name, and then click a radio band. You can see the following metrics in the

pop-up window:

mmmmmm

Table 3. Metrics for Radio Bands

Metric

Description
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Noise The external noise level between the STA
and its connected AP. The unit is dB.

Channel The channel of the radio.

Temperature The temperature of the AP. The unit is
Celsius (°C).

Airtime The percentage of the time during which the

radio sends packets.

Active The percentage of the time during which the
radio is active.

The radio is active when the radio can be
used for communication, including
transmission, receiving, and idle listening

states.

Busy The percentage of the time during which the
radio detects channel occupation, including
sending or receiving packets from the radio
and other devices.

Receive The percentage of the time during which the

radio receives packets.

. Click a Service Set Identifier (SSID). Then, you can see the following metrics in the pop-up

window:

winsli *

Bsid Dok odtae Nolse -di
T Badwidth(wg] OB TH Randwidth(minl OB
T Bandwidth [max) OB TH Packetvs 000 0.00  0L.O0
R Bandwidthiovgl 0B RX Bandwidthimin) OB

R Bandwidth imax) 08 RX Packets's 000/ 00/ 000

Table 4. Metrics for SSIDs

Metric Description

Bssid A unique 48-bit identifier assigned to each
Basic Service Set (BSS) in a wireless

network.
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Typically, the value is derived from the MAC
address of the AP.

Noise The external noise level between the STA

and its connected AP. The unit is dB.

TX Bandwidth (avg)  The average transmission bandwidth for the
SSID. The unit is byte.

TX Bandwidth (min)  The minimum transmission bandwidth for
the SSID. The unit is byte.

TX Bandwidth (max) The maximum transmission bandwidth for
the SSID. The unit is byte.

TX Packets/s The minimum, maximum, and average
transmission packets per second for the
SSID.

RX Bandwidth (avg)  The average receiving bandwidth for the
SSID. The unit is byte.

RX Bandwidth (min)  The minimum receiving bandwidth for the
SSID. The unit is byte.

RX Bandwidth (max) The maximum receiving bandwidth for the
SSID. The unit is byte.

RX Packets/s The minimum, maximum, and average

receiving packets per second for the SSID.

. Click an STA. Then, you can see the following metrics in the pop-up window:

a4 900e:F5:de:28

Connected o G- MWi—fanglao BB

Data (TX/ G

Total Dats 1574 K8/ 1143 KB Deta nesLe

Bandwidth OB/0E Packets/s ore

MCS o7

Table 5. Metrics for STAs

Metric Description

Connected to The SSID to which the STA is connected.
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Total Data

Delta

Bandwidth

Packets/s

MCS

NSS

Top 10 Busiest Devices

The total data sent or received by the STA.

The incremental data sent or received by
the STA.

It’s the difference between the current
sampling value and the previous sampling

value.

The rate at which the STA sends and

receives real-time data.

The rate at which the STA sends and
receives real-time packets. The unit is

packets/s.

The Modulation and Coding Scheme (MCS)
index, which determines the modulation and

coding scheme.

A higher MCS value indicates a faster data
rate but a less stable network.

The number of antennas the STA uses for

sending and receiving data.

The value O indicates no data transmission.

In the Top 10 Busiest Devices section, you can see the top 10 busiest APs:

©® NOTEs

. To sort APs based on the connected STA count or traffic volume, select
Clients or Traffic.

- To specify the metrics to be displayed, click the setting icon, and then

select the metrics.

248



50% f\/"’/

Top 10 Busiest Devices

[[sortev Chents __(+) Traftec |

Serial Numbser B ME) TXIME)

DoediclTdlab OMBE omME

Client Lifecycle

The following metrics are provided:

Table 6. Busiest AP Metrics

Metric

Serial Number

RX(MB)

TX(MB)

2G

5G

6G

Health

25% N\ 1 0

® Connected

2G € &G Heatth Memary
] 0 o s a
u ALL
Serial Number
B RoME)
E ma)
[ o]
56
s
B Heaith
EN B Memory
Description

The serial number of the AP.

©® NoTE

This metric can’t be hidden.

The total traffic received by the AP. The unit is
MB.

The total traffic sent by the AP. The unit is MB.

The count of STAs currently connected to 2G

radio band.

The count of STAs currently connected to 5G

radio band.

The count of STAs currently connected to 6G

radio band.

The health grade of the AP.

AmpCon-Campus calculates the Health value
based on DHCP, DNS, RADIUS, and SSID
health:

Health = (100 - (interfaces with errors / total
interfaces) * 100) * 100%

In the following example, 2 interfaces have DNS

issues, and the total number of interfaces is 4.
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So, the Health is 50%.

Health = (100 - (2 / 4) *100) * 100% = 50%

Interface DHCP DNS Radius Error
Default o o < No
vianio V %] V Yes
vlan20 v v < No
vlan30 < B8 v Yes
Memory The memory usage percentage of the AP.

Client Lifecycle

In the Client Lifecycle section, select the start and end date and time in the Time section.

Then, you can see historical metrics of STAs:

©® NOTE

To specify the metrics to be displayed, click the setting icon, and then
select the metrics.

Table 7. Client Lifecycle Metrics

Metric Description
Timestamp The timestamp of the metric data.
BSSID A unique 48-bit identifier assigned to each BSS

in a wireless network.

Typically, it’s derived from the MAC address of
the AP.

SSID The SSID that the STA connects to.

An SSID is a logical name of a wireless network.
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RSSI(db)

Noise(db)

Channel

TX Power

TX Retries

Connected

Inactive

ACK Signal(db)

ACK SignalAvg(db)

RX

RXMCS

RX NSS

TX

TXMCS

Short for Received Signal Strength Indicator.
RSSI is used to indicate the strength of signals.
The unit is dB.

Normally, the value is a negative number. The

closer to O, the stronger the signal.

The external noise level between the STA and
its connected AP. The unit is dB.

The channel of the radio.

The transmission power of the AP. The unit is
dBm.

The retransmission count between the STA and

its connected AP.

The total time used by the STA to connect to the
SSID.

The time elapsed since the last frame (any
frame like Data, ACK, Block-ACK, and QoS-Null)
was received by the AP from the STA.

A lower value means a more active STA.

The strength of the ACK signal. The unit is dB.

The average strength of the ACK signal. The
unit is dB.

The total traffic received by the STA.

The Modulation and Coding Scheme (MCS)
index used by the STA to receive data.

A higher MCS value indicates a faster data rate

and a less stable network.

The number of antennas the STA uses for

receiving data.

The value O indicates no data transmission.
The total traffic sent by the STA.

The Modulation and Coding Scheme (MCS)

index used by the STA to send data.
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TXNSS

RX Bitrate

RX Ch Width

RX Duration

RX Packets

RX VHT

TX Bitrate

TX Ch Width

TXVHT

TX Duration

TX Packets

IPv4

IPv6

Ch Width

A higher MCS value indicates a faster data rate

and a less stable network.

The number of antennas the STA uses for

sending data.

The value O indicates no data transmission.

The data receiving rate of the STA. The unit is
byte.

The channel width used by the STA for

receiving data. The unit is MHz.

The duration during which the STA receives

signals or packets.
The count of packets received by the STA.

Whether the VHT (802.11ac, also called WIFI5)

mode is used by the STA to receive data.

The data transmission rate of the STA. The unit
is byte.

The channel width used by the STA for sending
data. The unit is MHz.

Whether the VHT (802.1ac, also called WIFI5)
mode is used by the STA to send data.

The duration during which the STA sends

signals or packets.

The count of packets sent by the STA.
The IPv4 address of the STA.

The IPv6 address of the STA.

The channel width of the radio to which the STA
is connected.

It's a parameter configured on the AP side for
the radio, not for a specific STA.

© NOTEs

- The Ch Width value represents the
maximum channel width of the AP.
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Active MS

Busy MS

Receive MS

Mode

« The TX Ch Width and RX Ch Width
values are less than or equal to the Ch
Width value, depending on the STA
capabilities and signal quality.

The time during which the radio is active.

The value refers to the total time during which
the radio can be used for communication,
including transmission, receiving, and idle

listening states.

The time during which the radio detects channel
occupation, including sending or receiving

packets from the radio and other devices.

The time during which the radio receives

packets.

The operating mode of the AP. Currently, only
the ap mode can be displayed.

The ap mode is the standard wireless access
mode converting a wired network into wireless
coverage. In this mode, APs connect to
upstream switches through Ethernet cables and

provide Wi-Fi access to nearby STAs.
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Importing FSOS Switches

Simple Network Management Protocol (SNMP) is an application-layer protocol used for
managing and monitoring network devices. SNMP in AmpCon-Campus is mainly used to
monitor the status, metrics, and other statistics of FSOS switches for performance analysis
and fault diagnosis.

You can import FSOS switches to AmpCon-Campus through SNMP and then monitor FSOS
switches in the AmpCon-Campus UL

By using AmpCon-Campus, you don’t need to use multiple tools to monitor PicOS and FSOS
switches, reducing the complexity and workload of switch management while improving

efficiency.

See the following child topics:

« SNMP Overview
o Importing through SNMP
* Monitoring FSOS Switches

® NOTEs

- Ensure that the FSOS switches to be imported are supported by
AmpCon-Campus. For more information, see Supported FSOS
Switches.

« Though FSOS switches can be imported to AmpCon-Campus, they
can’t be managed by AmpCon-Campus. You can only monitor them as
described in Monitoring FSOS Switches.
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SNMP Overview

Simple Network Management Protocol (SNMP) is a protocol used to monitor and manage

different types of switches in your network.

SNMP Versions
SNMP Architecture
SNMP Workflow

SNMP Versions
AmpCon-Campus supports three versions: SNMP v1, SNMP v2c, and SNMP v3.

Each version differs in security, functionality, and performance. SNMP v3 is the most secure

and powerful version, which supports encryption and authentication mechanisms.

To enhance security, you are recommended to use SNMP v3 with properly configured
security parameters (encryption and authentication) to protect the confidentiality and
integrity of device data.

SNMP Architecture

The SNMP architecture is as follows:

Figure 1. SNMP Architecture

Network Management
System (NMS)
,"”5‘ -
b - ¥ h\‘a
SNMP agent SNMP agent SNMP agent

Managed device 1 Managed device 2 Managed device 3

. Network Management System (NMS)

A combination of hardware (devices) and software (the SNMP manager). The SNMP
manager monitors and administers a network by polling the devices on your network for

information about network connectivity, activity, and events.

- SNMP manager
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An application to collect and process information from SNMP agents. The SNMP manager
sends requests (such as requests of retrieving device status) to SNMP agents and

receives responses.

- Managed device

The device on a network managed by the NMS. Routers and switches are common
examples of managed devices.

- SNMP agent

An SNMP process that resides on a managed device, responsible for collecting local
device information and exposing it to the SNMP manager. The SNMP agent responds to
requests from the SNMP manager and provides operational status, performance metrics,
configuration data, and other device-specific information to the SNMP manager.

The SNMP agent also controls access to the agent’s MIB, the collection of objects that
can be viewed or changed by the SNMP manager.

. Management Information Base (MIB)

A hierarchical database that defines the data sets and object types exchanged between
the SNMP manager and SNMP agents. Each managed device maintains its specific MIB,
which contains detailed information about the device and its services.

The SNMP manager uses MIB identifiers (OIDs) to retrieve and manage the information.

. SNMP item

The fundamental unit in NMS to define individual monitoring metrics. The SNMP manager

uses OIDs to retrieve each item value on managed devices.

SNMP Workflow

AmpCon-Campus communicates with imported switches through SNMP, retrieves metric
data from them, displays the collected data for visualization, and continuously monitors the
metric data. See the following graph:

Figure 2. SNMP Workflow
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After you import FSOS switches, AmpCon-Campus periodically establishes SNMP
connections and sends GET or WALK requests for OIDs of monitoring items.

Data Processing

AmpCon-Campus automatically does unit conversion and cleansing for the returned
maonitoring item values, and stores the processed values in AmpCon-Campus databases.

Data Display

AmpCon-Campus displays returned monitoring item values in AmpCon-Campus
dashboards.
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Importing through SNMP

To monitor FSOS switches with AmpCon-Campus, you need to import these switches to
AmpCon-Campus through SNMP.

Prerequisites

Importing FSOS Switches
Importing a Switch

Importing Switches in Batches
Checking Importing Results
Optional: Updating Supported FSOS Switches
Optional: Accessing Devices through SSH Sessions
Optional: Removing an FSOS switch

Prerequisites

Before you import FSOS switches, ensure that the following prerequisites are met. Otherwise,

FSOS switches might fail to be imported to AmpCon-Campus.

Ensure that the FSOS switches are supported by AmpCon-Campus. For more information,
see Supported FSOS Switches.

Ensure that you have enabled SNMP and configured SNMP authentication on the FSOS
switches.

Ensure that the OIDs (Sysname, Serial Number, Model, and Version) are not blocked on the
switch side. These OIDs must be accessible for the SNMP View feature.

Ensure that AmpCon-Campus can connect with the FSOS switches and no network
timeout issues exist due to reasons like unreachable IP, disabled SNMP, firewall blockage,
or Access Control List (ACL) restrictions.

Importing FSOS Switches

Importing a Switch

To import one FSOS switch, follow these steps:

1. Click Wired > Switches from the navigation bar.
2. Click the FSOS tab.

3. Hover over Import Actions, and then click Single Import.

4. In the pop-up window, configure as follows:
©® NOTE
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Ensure that the SNMP authentication information you entered is
correct and consistent with the switch. Or else, the import will fail.

. If the switches to be imported have SNMP v1 or SNMP v2c enabled, input the following

information:

Single Import X
1P Address + 192.168.1.1

SNMIP Version + SNMP 2

SMMP Community + test

==l - |

Table 1. SNMP v1 or SNMP v2c Parameters

Parameter Description
IP Address The IPv4 address of the switch.

SNMP Version The version of SNMP. Select SNMP v1 or
SNMP v2c.

SNMP Community The SNMP community string, which is a secret
for SNMP authentication.

. If the switches to be imported have SNMP v3 enabled, input the following information:

Single Import ®
1P Address + 192.166.1.1

SNMP Viersion + SNMPVE

Coontext Name test

Security User + test_user

Security Level + authPriv

Authentication Protacol « MD5

Authentication Password « sesses @

Privacy Protocol + DES

Privacy Password «  sssesmes @

Table 2. SNMP v3 Parameters
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Parameter Description
IP Address The IP address of the switch.
SNMP Version The version of SNMP. Select SNMP v3.

Context Name Optional. The string identifier used in SNMP v3
to distinguish items on an SNMP subnet.

Security User The configured user who authenticates the
communication identity between the SNMP
management station (NMS) and the SNMP

agent to prevent unauthorized access.

Security Level Determines whether authentication and privacy
protocols are enforced, providing granular

control over data integrity and confidentiality.

The following security levels are supported:

« noAuthNoPriv: No authentication and no
privacy protocols are used.

- authNoPriv: An authentication protocol is
used, but no privacy protocol is used.
« authPriv: Both authentication and privacy

protocols are used.

Authentication The authentication protocol used for SNMP v3
Protocol agent checks. Values are MD5, SHA, and
SHA256.
© NoTE

This field is required only when you select
authNoPriv or authPriv in the Security

Level drop-down list.

Authentication The authentication passphrase used for SNMP
Password v3 agent checks.
© NoTE

This field is required only when you select
authNoPriv or authPriv in the Security

Level drop-down list.
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Privacy Protocol  The privacy protocol used for SNMP v3 agent
checks. Values are DES, AES128, and AES256.

© NOTE

This field is required only when you select
authPriv in the Security Level drop-down
list.

Privacy Password The privacy passphrase used for SNMP v3

agent checks.

O NoTE

This field is required only when you select
authPriv in the Security Level drop-down

list.

5. Click Apply.
Importing Switches in Batches
To import multiple FSOS switches in batches, follow these steps:

1. Click Wired > Switches from the navigation bar.
2. Click the FSOS tab.

3. Hover over Import Actions, and then click Batch Import.

Sirge kgt

4.In the pop-up window, configure as follows:

a. In the Download Template section, click JSON Template to download a template .json
file.

b. In the .json file, enter information of the FSOS switches to be imported.
c. In the Upload File section, upload the .json file by dragging and dropping the file or
clicking Choose File and then selecting the .json file.

©® NOTE

You can upload only one .json file in each batch import task.
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Batch Import ®

Download Template & ISON Template

Dvag and &rop & his here or Choase File

& smp_templates.json

5. Click Apply.

Checking Importing Results

Check whether FSOS switches are imported successfully. Follow these steps:

1. In the FSOS tab, click View Import Details.

2. In the pop-up window, check the Import Status column. You can see the following status:

« Successful: The FSOS switch is imported successfully.

« Running: The FSOS switch importing process is running.
- Pending: The FSOS switch importing process is pending.
. Failed: The FSOS switch fails to be imported.

©® NOTE

If the import status of a switch is Failed, check the Import Status
Notes section for possible reasons, resolve the issues, and then re-
import the switch.

View Import Details

« The switch to be imported ks an FSOS switch but is not supported by the SNMP feature of AmpCon-Campus. See Sugponed FS05 Switches.

o The netvrk times oul due 1o resson wrreachable P, diabled SNMP. frevwall bicckage of ACL redtrictions.

« The suthentication sl the: d i incorrect

» The OIS [Sysrame, Model, | are o sk, These I musst be accessible for the SNMP View feature.

2025-09-1200:56:26 BL145 Successful
2F5091208:58:26 o414 Faded

202507-1208:56:26 o odlay Sucoessiul

20F5-09-1208:56:26 o odddd Successful

Optional: Updating Supported FSOS Switches
Though some FSOS switches are included in the supported FSOS switch list, they might fail

to be imported with the error message “The switch model is not supported by AmpCon-
Campus”. The reasons are as follows:
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. After AmpCon-Campus 2.3 is released, more FSOS switches might be supported based on
customers' needs.

. However, the AmpCon-Campus server is not updated with the latest FSOS switch support

list.

Before you import these FSOS switches, you must update the supported FSOS switches on

the AmpCon-Campus server first. Follow these steps:

1. In the FSOS tab, click Update Supported FSOS Switches.

2. In the pop-up window, select one of the following update methods:

. Select Online Update. Then, AmpCon-Campus will automatically retrieve all the supported
FSOS switches from GitHub and update the supported FSOS switches on the AmpCon-

Campus server.

©® NOTE

You can use this method only when the AmpCon-Campus server
can access the GitHub repository.

. Select Offline Update, and upload the .zip file by dragging and dropping it or clicking

Choose File and then selecting the .zip file.

O NOTEs
« If the AmpCon-Campus server can’t access the GitHub
repository, use this offline update method.

- For the offline update method, pay attention to the following
points:
o You need to get the supported FSOS switch .zip file from the FS
sale team. The .zip file contains a .json file listing all the

supported FSOS switches.

o Do not modify the .zip file manually. Or else, the update
operation might fail.
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3. Click Apply to complete the update.

Optional: Accessing Devices through SSH Sessions

To connect to an FSOS switch from the AmpCon-Campus UI by creating an SSH session,

follow these steps:
1. In the FSOS tab, locate the FSOS switch, and then click SSH.

2. In the User Name and Password fields, enter the username and password of the switch

In the Password field, you can click the eye icon to check the password in clear text or
encrypted text.

amin

- O

3. Click Apply.

Then, an SSH session will be opened in a new browser tab.

Optional: Removing an FSOS switch

To remove an FSOS switch from AmpCon-Campus, follow these steps:

1. In the FSOS tab, locate the FSOS switch, and then click Remove.

Note =
0 Are you sure went to remove the SNMP device 7
-

2. Click Yes. Then, the removed FSOS switch will not be monitored by AmpCon-Campus.
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Monitoring FSOS Switches

After you import FSOS switches through SNMP, you can continuously monitor the status,

performance metrics, and other statistics in these switches for performance analysis and

fault diagnosis.

Prerequisites

Viewing the Switch List
Viewing Switch Details
Viewing SNMP Trend Graphs
Filtering SNMP Data

Prerequisites

Ensure that the following prerequisites are met. Otherwise, SNMP data might fail to be

displayed in the AmpCon-Campus UL

. The FSOS switches have been imported to AmpCon-Campus.
« SNMP is enabled on the FSOS switches.

. AmpCon-Campus can connect with the FSOS switches, and no network timeout issues
exist due to reasons like unreachable IP, disabled SNMP, firewall blockage, or Access

Control List (ACL) restrictions.

The OIDs (Sysname, Serial Number, Model, and Version) are not blocked on the switch

side. These OIDs must be accessible.

Viewing the Switch List

Click Wired > Switches from the navigation bar. Click the FSOS tab, and then you can see

the list of all imported FSOS switches.

Table 1. Switch Metrics

Metric
Sysname
SN/Service Tag

Model

.......

Description
The hostname of the switch.
The serial number (SN) or service tag of the switch.

The model of the switch.
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Version The version of the switch.

Mgmt IP The switch IP address used to connect to the

AmpCon-Campus server.

AmpCon-Campus detects the connectivity status
every 60 seconds. The connectivity status is

displayed based on the latest detection result:

« v/: AmpCon-Campus can retrieve data from the
switch through SNMP.

« x: AmpCon-Campus fails to retrieve data from the
switch through SNMP.

Viewing Switch Details

In the FSOS tab, locate an FSOS switch, and click the SN or service tag of the switch.

Then, you can see detailed metrics of the switch. For more information, see Viewing FSOS

Switch Details.
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Viewing SNMP Trend Graphs

Click Monitor > SNMP Management > SNMP Visualization from the navigation bar.

On the “SNMP Visualization” page, you can add and view item-based trend graphs for
imported FSOS switches. For more information, see Viewing SNMP Trend Graphs.
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Filtering SNMP Data
Click Monitor > SNMP Management > SNMP Data Filtering from the navigation bar.

On the “SNMP Data Filtering” page, you can filter SNMP data of all the imported FSOS

switches. For more information, see Filtering SNMP Data.

SNMP Data Filtering
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Viewing FSOS Switch Details

Click Wired > Switches from the navigation bar. In the FSOS tab, locate an FSOS switch,

and click the serial number (SN) or service tag of the switch.

Then, you can see the following switch information on the switch detail page:

©® NOTE

The displayed information is refreshed every 60 seconds.

Prerequisite
Device Information

Switch Overview
Filtering Data

Device Overview

Port Overview

Prerequisite
Ensure that all the prerequisites are met. Otherwise, SNMP data might fail to be displayed on

the switch detail page.

Device Information

In the Device Information section, you can see the following information:

Device Information

; v CG2408279862N00003 Switch £490:99:3371:92
4.4 v 301315

55850C-24XMG2C

Table 1. Device Information Metrics

Metric Description

Model The model of the switch.

SN The serial number of the switch.
Syshame The hostname of the switch.

MAC Address The MAC address of the switch.

IP Address The IP address of the switch.

Version The FSOS version of the switch.
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Switch Overview

In the Switch Overview tab, you can see the following information:

Flash Unage Memory P8}

o Chet Pt ety Dbt

W AT w15 vt

To specify the metrics that you want to monitor, click the setting icon. In the pop-up window,

select the metrics, and then click Apply.
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The following metrics are provided:

Table 2. Switch Overview Metrics

Metric Description
Flash Usage The used, free, and total flash storage size.
© NoTE

For switches of the following models, the
Flash Usage data is not displayed:

« $3950-4T12S-R

S5800-48T4S

S5800-48MBQ

S5850-48S6Q-R

S5850-48B8C

S5850-24B4C

S5850-24XMG-U
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Memory

CPU

Out Packets

Discarded

Out Packets with

Errors

In Packets Discarded

In Packets with
Errors
Out Octets

In Octets

PoE Power

- S8050-20Q4C

+ S8550-16Q8C

« S5850C-24XMG2C
« S5850C-24S2C

« S3150-8T2FP

« S3260-8T2FP

« S3400-24T4FP

« S3700-24T4F

» S3900-48T6S-R

» S5500-48T6SP-R

The memory usage, measured in percentage.

® NoTE

For switches of the IES3110-8 TFM-P switch
model, the Memory data is not displayed.

The CPU usage for the last 5 seconds, measured
in percentage.

The number of outgoing packets that the switch

port intentionally discards (drops).

The number of outgoing packets that the switch

port fails to transmit due to errors.

The number of incoming packets that the switch
port intentionally discards (drops) during

processing.

The number of incoming packets that contain

errors and are dropped by the switch port.

The number of octets (8-bit bytes) transmitted

out of the switch port.

The number of octets (8-bit bytes) received by

the switch port.

The available power from the Power Sourcing
Equipment (PSE) through the switch port. It’s
measured in watts (W).

©® NOTE
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For switches of the following models, the
PoE Power data is not displayed:
IES3110-8TFM-P

S5850-24XMG-U

S3150-8T2FP

S3260-8T2FP

S3400-24TAFP

S5500-48T6SP-R

Rx Power The amount of Rx power received by the optical

module. It’s measured in dBm.

Tx Power The amount of Tx power sent by the optical

module. It’s measured in dBm.

Bias Current The bias current of the optical module connected
to the switch port. It's measured in milliamperes
(mA).

Bias Voltage The bias voltage of the optical module connected

to the switch port. It's measured in volts (V).

Optical Module The temperature of the optical module connected

Temperature to the switch port. It's measured in Celsius (°C).

Filtering Data
To filter the data displayed in the Switch Overview tab, use the following methods:

. To specify a time range for the data display, select the start date and end date (within the
last 30 days) in the Time (UTC-0) section.

©® NOTEs

« The time in the Time (UTC-0) section is based on the UTC-0 time
zone.

- By default, the data in the last 5 minutes is displayed.

- The Flash Usage section always shows the latest retrieved data
and thus is not impacted by the time filter.

271



. To specify the ports to be monitored, click the filter field, and then select the ports.

® NOTEs

- Only the ports in Up status can be selected and displayed.

- The Flash Usage, Memory, and CPU sections don’t have the filter
field.

In Octets (bytes) v Fiter |

All Ports

GigabitEth
TenGigabil
TenGigabil

07:52:52 07:53:22 0O7:5352 07:5422 07:5452 075522 075552 075622 07:56:52 O7:57:22 075752

m GigabitEthernet 0/1 m TenGigabitEthernet 0/27 w TenGigabitEthernet 0/28

. To display or hide the data of a switch port, click the square before the port.

In Octets (bytes) :r

1.00e+15 2025-12-09 07:54:22
B.00e+14 697545899874390
- 692108401468233
. 5391984602
2 00e.
0.00e+0 " - T T T v
07:52:52 07:53:22 075352 07:54:22 07:5452 075522 O7:55:52 O756:22 O756:52 0O7:57:22  07:57:52

I m GigabitEthernet 0/1 m TenGigabitEthernet 0/27 w TenGigabitEthernet wzsl

. To view the metric details at a specific time point, hover your mouse over that time point.
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Device Overview

In the Device Overview tab, you can see the following information:

Dievice Temperature ()

Fan St (RPH)

nnnnnnn

Table 3. Device Overview Metrics

Metric

Device Temperature

Fan Speed

Description

The switch temperature, measured in Celsius
(°C).

©® NoTE

For switches of the following models, the
Device Temperature data is not displayed:
. S3900-48T6S-R

. S5500-48T6SP-R

The fan speed, measured in Revolutions Per
Minute (RPM).

©® NOTE

For switches of the following models, the
Fan Speed data is not displayed:
- IES3110-8TFM-P

« S3270-24TM-P

« S3270-10TM-P

. S3270-48TM

« S3410-48TS-P

« S3410-24TF-P

« S3410-24TS-P

« S3910-24TF

« S3260-8T2FP

« S3400-24T4FP
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Supply Status The latest retrieved index and status of Power
Supply Unit (PSU).

O NOTE

For switches of the following models, the
Supply Status data is not displayed:

« S3950-4T12S-R

S3150-8T2FP

S3260-8T2FP

S3400-24TAFP

S3700-24TAF

Fan Status The latest retrieved fan position, status, and
speed.

©® NOTE

For switches of the following models, the
Fan Status data is not displayed:

- IES3110-8TFM-P
+ S3260-8T2FP
« S3400-24T4FP

Port Overview

In the Port Overview tab, you can see port-related information:

Portbame © PoriStbes o MIU C PortSpeed o

: BsSemt =

b 15 Up 1500 W00 SASDARIRTIAL 0 o o o 1S071IB418 1SESOTENIT

ianl up 1500 WOO0O000 EAFDFRIETLEE 0
thi1 Diwn 1500 WOC000D SAFDERIEILE 0 0 L 1] o o
b0 D 1500 W00 SAPDATETL:N

To specify the metrics to be monitored, click the setting icon. In the pop-up window, select
the metrics, and then click Apply.

[ Port St

5 Pt Spun

0 i et it
D Pt it
-
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The following metrics are provided:

Table 4. Port Overview Metrics

Metric

Port Name

Port Status

MTU

Port Speed

MAC Address

Description

The name of the switch port.

© NOTE

The Port Name column is always displayed and
can’t be hidden.

The state of the switch port.

The largest size of a data packet that can be transmitted
over a network without being fragmented. It's measured

in bytes.

An estimate of the interface's current bandwidth,

measured in units of 1,000,000 bits per second.

If this object reports a value of n, then the speed of the
switch port is in the range of n-500,000 to n+499,999.

© NOTEs

« For switch ports that do not vary in bandwidth
or for those where no accurate estimation can
be made, this value contains the nominal
bandwidth.

- For a sub-layer that has no concept of
bandwidth, this value is zero.

The MAC address of the switch port.
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In Packets The number of incoming packets that the switch port
Discarded discards due to reasons like buffer exceptions.

© NOTEs

- The metric value keeps increasing until it

reaches the allowed
maximum value 4,294,967,295 (2*32 - 1).
. After the metric value reaches 4,294,967,295,

the value will be reset to 0 and then start

counting again.

In Packets with The number of incoming packets that contain errors like
Errors Cyclic Redundancy Check (CRC) errors.

© NOTEs

« The metric value keeps increasing until it

reaches the allowed

maximum value 4,294,967,295 (2*32 - 1).
. After the metric value reaches 4,294,967,295,

the value will be reset to O and then start

counting again.

Out Packets The number of outgoing packets that the switch port
Discarded discards due to reasons like traffic control.

© NOTEs

« The metric value keeps increasing until it

reaches the allowed

maximum value 4,294,967,295 (2732 - 1).

. After the metric value reaches 4,294,967,295,
the value will be reset to O and then start

counting again.

Out Packets The number of outgoing packets that contain errors like
with Errors link anomalies.
© NOTEs

« The metric value keeps increasing until it

reaches the allowed
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Out Octets

In Octets

maximum value 4,294,967,295 (2*32 - 1).
- After the metric value reaches 4,294,967,295,
the value will be reset to 0 and then start

counting again.

The number of octets (8-bit bytes) transmitted out of

the switch port.

The number of octets (8-bit bytes) received by the

switch port.
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Filtering SNMP Data

By using the “SNMP Data Filtering” page, you can filter SNMP data for all imported FSOS

switches.

Prerequisites
Procedure
Supported Items

Prerequisites

Ensure that all the prerequisites are met. Otherwise, SNMP data might fail to be displayed on

the “SNMP Data Filtering” page.

Procedure

1. Click Monitor > SNMP Management > SNMP Data Filtering from the navigation bar.

2. On the “SNMP Data Filtering” page, do the following operations as needed:

. To display SNMP data of specific switches, click Select to select switches. You can select
one or multiple switches.

. To display SNMP data of specific monitoring items, select items from the Item Name drop-

down list. You can select one or multiple monitoring items.

For supported monitoring items and descriptions, see the Supported Items section.

SMMP Data Filtering

nama o B oo 1 Carmem e

]

EEEEEEE

FEEEEEEELEE

H

3. Check the filtered SNMP data.

Table 1. SNMP Data

Metric Description
Sysname The hostname of the switch.
SN The serial number of the switch.
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Item Name The name of the item. An item means a metric.

Refresh The countdown time to refresh the item value on
Countdown the “SNMP Data Filtering” page.

Current Value The latest value of the item, which is retrieved

from the switch.

Each item value is refreshed every 60 seconds.

Supported Items

On the “SNMP Data Filtering” page, AmpCon-Campus supports monitoring the following

items:

Table 2. Supported Items for Filtering

Item Description
Device Location  The physical location of the switch.
Sysname The hostname of the switch.

System Uptime The duration during which the switch has been

running since its last reboot or startup.

Device MAC The MAC address of the switch.

Device SW The revision number of the switch software.
Version

Device HW The revision number of the switch hardware.
Version

Serial Number The serial number of the switch.

CPU Utilization The CPU utilization, measured in percentage.

Device The switch temperature, measured in Celsius (°C).

Temperature
© NoTE

For switches of the following models, the

Device Temperature data is not displayed:

« S3900-48T6S-R
» S5500-48T6SP-R

Memory Used The memory usage, measured in percentage.
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© NOTE

For switches of the IES3110-8TFM-P switch

model, the Memory Used data is not displayed.

Memory Free The free memory size.

©® NOTE

For switches of the following models, the
Memory Free data is not displayed:

- IES3110-8TFM-P

- S3150-8T2FP

« S3260-8T2FP

« S3400-24T4FP

« S3700-24T4F

« S3900-48T6S-R

- S5500-48T6SP-R

Memory Size The total memory size.

® NoTE

For switches of the following models, the
Memory Size data is not displayed:

- IES3110-8TFM-P

« S3150-8T2FP

« S3260-8T2FP

« S3400-24T4AFP

« S3700-24T4F

« S3900-48T6S-R

« S5500-48T6SP-R

Flash Used The used flash storage size.

©® NOTE

For switches of the following models, the Flash
Used data is not displayed:

- S3950-4T12S-R

- S5800-48T4S

- S5800-48MBQ
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S5850-48S6Q-R
S5850-48B8C
S5850-24B4C
S5850-24XMG-U
S8050-20Q4C
S8550-16Q8C
S5850C-24XMG2C
S5850C-24S2C
S3150-8T2FP
S3260-8T2FP
S3400-24T4AFP
S3700-24T4F
S3900-48T6S-R
S5500-48T6SP-R
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Flash Free The free flash storage size.

® NoTE

For switches of the following models, the Flash
Free data is not displayed:
« S3950-4T12S-R

- S5800-48T4S

- S5800-48MBQ

- S5850-48S6Q-R

- S5850-48B8C

- S5850-24B4C

« S5850-24XMG-U

- S8050-20Q4C

- S8550-16Q8C

« S5850C-24XMG2C

- S5850C-24S2C

- S3150-8T2FP

« S3260-8T2FP

« S3400-24T4AFP

« S3700-24T4F

- S3900-48T6S-R

- S5500-48T6SP-R

Flash Size The total flash storage size.

© NOTE

For switches of the following models, the Flash
Size data is not displayed:
« S3950-4T12S-R
S5800-48T4S
S5800-48MBQ
S5850-48S6Q-R
S5850-48B8C
S5850-24B4C
S5850-24XMG-U
S8050-20Q4C
S8550-16Q8C
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+ S5850C-24XMG2C
« S5850C-24S2C

» S3150-8T2FP

« S3260-8T2FP

« S3400-24TAFP

« S3700-24T4AF

+ S3900-48T6S-R

« S5500-48T6SP-R

Fan Speed The fan speed, measured in Revolutions Per Minute
(RPM).

©® NOTE

For switches of the following models, the Fan
Speed data is not displayed:
- IES3110-8TFM-P

« S3270-24TM-P

« S3270-10TM-P

« S3270-48TM

« S3410-48TS-P

« S3410-24TF-P

« S3410-24TS-P

« S3910-24TF

« S3260-8T2FP

« S3400-24T4FP

Fan Status The fan status.

® NoTE

For switches of the following models, the Fan

Status data is not displayed:

- IES3110-8TFM-P
« S3260-8T2FP
« S3400-24T4FP

Supply Status The status of the Power Supply Unit (PSU).

® NoTE
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Optical Module

Temperature

Rx Power

Tx Power

Bias Current

Bias Voltage

PoE Power

Interface Type

For switches of the following models, the
Supply Status data is not displayed:

- S3950-4T12S-R

S3150-8T2FP

S3260-8T2FP

S3400-24TAFP

S3700-24TAF

The temperature of the optical module connected to

the switch port. It's measured in Celsius (°C).

The amount of Rx power received by the optical

module. It’s measured in dBm.

The amount of Tx power sent by the optical module.

It’s measured in dBm.

The bias current of the optical module connected to

the switch port. It's measured in milliamperes (mA).

The bias voltage of the optical module connected to

the switch port. It's measured in volts (V).

The available power from the Power Sourcing
Equipment (PSE) through the switch port. It’s

measured in watts (W).

® NoTE

For switches of the following models, the PoE
Power data is not displayed:

- IES3110-8TFM-P

« S5850-24XMG-U

« S3150-8T2FP

S3260-8T2FP

S3400-24TAFP

S5500-48T6SP-R

The type of switch port, distinguished by the physical
or link protocols immediately below the network layer

in the protocol stack.
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Operational The status of the switch port.
Status

Port Speed An estimate of the interface's current bandwidth in
units of 1,000,000 bits per second.

If this object reports a value of n, then the speed of
the switch port is in the range of n-500,000 to
n+499,999.

©® NOTEs

- For switch ports that do not vary in
bandwidth or for those where no accurate
estimation can be made, this value contains
the nominal bandwidth.

- For a sub-layer that has no concept of

bandwidth, this value is zero.

In Packets with  The number of incoming packets that contain errors
Errors like Cyclic Redundancy Check (CRC) errors.

©® NOTEs

« The metric value keeps increasing until it
reaches the allowed maximum value
4,294,967,295 (2732 - 1).

« After the metric value reaches 4,294,967,295,
the value will be reset to O and then start

counting again.

In Packets The number of incoming packets that the switch port
Discarded discards due to reasons like buffer exceptions.
© NOTEs

« The metric value keeps increasing until it
reaches the allowed maximum value
4,294,967,295 (2732 - 1).

« After the metric value reaches 4,294,967,295,
the value will be reset to O and then start

counting again.
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Out Packets with The number of outgoing packets that contain errors

Errors

Out Packets

Discarded

Out Octets

In Octets

like link anomalies.

© NOTEs

- The metric value keeps increasing until it
reaches the allowed maximum value
4,294,967,295 (2732 - 1).

. After the metric value reaches 4,294,967,295,
the value will be reset to O and then start

counting again.

The number of outgoing packets that the switch port

discards due to reasons like traffic control.

© NOTEs

« The metric value keeps increasing until it
reaches the allowed maximum value
4,294,967,295 (2”32 - 1).

. After the metric value reaches 4,294,967,295,
the value will be reset to O and then start

counting again.

The number of octets (8-bit bytes) transmitted out of
the switch port.

The number of octets (8-bit bytes) received by the

switch port.
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Viewing SNMP Trend Graphs

By using the “SNMP Visualization” page, you can view SNMP trend graphs for all imported
FSOS switches.

Prerequisites

Procedure

Prerequisites

Ensure that all the prerequisites are met. Otherwise, SNMP data might fail to be displayed on
the “SNMP Visualization” page.

Procedure

1. Click Monitor > SNMP Management > SNMP Visualization from the navigation bar.
2. Check the SNMP trend graphs.

SHMP Visualization
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bt Pacnta with Fimans fCout} et Packets acarsied Foount)

The following trend graphs are provided:

Table 1. Supported Trend Graphs

Graph Name Description
Device The switch temperature, measured in Celsius (°C).
Temperature

©® NoTE

For switches of the following models, the

Device Temperature data is not displayed:

+ S3900-48T6S-R
« S5500-48T6SP-R
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CPU

Memory

Out Packets

with Errors

Out Packets

Discarded

In Packets with

Errors

In Packets

Discarded

The CPU utilization for the latest 5 seconds,

measured in percentage.
The used memory, measured in percentage.

The number of outgoing packets that contain

errors like link anomalies.

©® NOTEs

« The metric value keeps increasing until it
reaches the allowed maximum value
4,294,967,295 (2732 - 1).

« After the metric value reaches
4,294,967,295, the value will be resetto O

and then start counting again.

The number of outgoing packets that the switch

port discards due to reasons like traffic control.

©® NOTEs

« The metric value keeps increasing until it
reaches the allowed maximum value
4,294,967,295 (2732 - 1).

« After the metric value reaches
4,294,967,295, the value will be reset to O

and then start counting again.

The number of incoming packets that contain
errors like Cyclic Redundancy Check (CRC) errors.

©® NOTEs

« The metric value keeps increasing until it
reaches the allowed maximum value
4,294,967,295 (2732 - 1).

« After the metric value reaches
4,294,967,295, the value will be reset to O

and then start counting again.

The number of incoming packets that the switch

port discards due to reasons like buffer exceptions.
©® NOTEs
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« The metric value keeps increasing until it
reaches the allowed maximum value
4,294,967,295 (2732 - 1).

. After the metric value reaches
4,294,967,295, the value will be reset to O
and then start counting again.

Out Octets The number of octets (8-bit bytes) transmitted out
of the switch port.

In Octets The number of octets (8-bit bytes) received by the

switch port.

3. 0On the “SNMP Visualization” page, filter data as needed:

. To specify the time range for the data display, select a time range or specify the start date
and end date (within the last 30 days) in the Time (UTC-0) section.

® NOTEs
« The time in the Time (UTC-0) section is based on the UTC-0 time
zone.

- By default, the data in the last 5 minutes are displayed.

SNMP Visualization

Device Temperatare ("]

. To specify how many ports you want to monitor, select one of the following options:
o Top 5: The 5 switch ports with the largest values. By default, Top 5 is selected.
o Top 10: The 10 switch ports with the largest values.
o Top 25: The 25 switch ports with the largest values.

® NOTEs

« Only the ports in Up status can be displayed.
- Even though Top X (such as Top 5) is selected, you might see

less than the selected number of switch ports in the trend graph
when some ports are down.

« For Device Temperature, CPU, and Memory trend graphs,
selecting Top X will display the switches with the largest
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temperature, CPU, and memory values, instead of the switch

ports with the largest values.

In Packets with Errors (Count)

Top 10

Top 25

| GIRUTATO00421: GigabitEthernet 041 CG2502036401N0000T: eth-0-13 » GIRUTATOD0421: Null 0 m CG2012245850N000!

. To display or hide the data of a switch port, click the square before the port.

Drevice Temperature [C)

. To view the metric details at a specific time point, hover your mouse over that time point.

O NOTEs

- For all the trend graphs, pay attention to the following notes:

o If a switch is connected with AmpCon-Campus and then
disconnects during the selected time range, the metric values
after the disconnection are displayed as null.

o If a switch is always disconnected from AmpCon-Campus
throughout the selected time range, the metric values will not
be displayed.

o After you remove an FSOS switch from AmpCon-Campus, the
metric values will not be displayed.

« For Out Packets with Errors, Out Packets Discarded, In Packets
with Errors, In Packets Discarded, Out Octets, and In Octets
trend graphs, pay attention to the following notes:

o If a switch port is up at any time of the selected time range, the
metric values before the port is down are displayed during the
port down period.

o If a switch port is always down throughout the selected time

range, the metric values of the port will not be displayed.
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Onboarding PicOS Switches

Onboarding switches means bringing switches under management of AmpCon-Campus.

After switches are onboarded, they can be managed by AmpCon-Campus.

To onboard PicOS switches, two options are provided: importing switches to AmpCon-

Campus and deploying switches through Zero Touch Provisioning (ZTP).

. If the switches to be managed have PicOS installed, you can onboard these switches by
importing them to AmpCon-Campus directly.

. If the switches to be managed don’t have PicOS installed, or though the switches have
PicOS installed but you want to onboard these switches through ZTP, you can use
AmpCon-Campus to deploy these switches through ZTP.

O NOTEs

. Zero Touch Provisioning (ZTP) is a technology for automated
deployment and configuration of unconfigured network devices without
manual intervention.

« Importing switches is not a ZTP method, which means that you still
need to connect to the switches and do some operations on the switch
side, such as obtaining IP addresses from the switches. The importing
switch process doesn’t push switch configurations.

« Deploying switches through ZTP is a ZTP method used for automated
deployment of switches. After you reboot the switches, AmpCon-
Campus will deploy the switches automatically. During the ZTP process,
AmpCon-Campus will push pre-configured configurations to the
switches.

. Integrated hardware and software switches have PicOS installed. To
onboard these switches, you can import these switches to AmpCon-

Campus directly, or you can deploy these switches through ZTP.

See the following child topics:

o Importing PicOS Switches
+ Deploying PicOS Switches through ZTP
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Importing PicOS Switches

If the switches to be managed have PicOS installed, you can onboard these switches by

importing them to AmpCon-Campus directly.

Before You Begin

Import Procedure
Automatically Importing a Switch

Manually Importing a Switch

Checking Importing Results

Before You Begin

Before you import switches, ensure that the following prerequisite tasks have been

completed:
Task Reference Link
Install the AmpCon-Campus server « Platform Installation
successfully. Workflow
Log in to the AmpCon-Campus UI with a « Working_with the User
global user or group user of the SuperAdmin Interface
role.
Obtain an AmpCon-Campus license « Importing Licenses for
(containing hardware IDs of the switches to Imported Switches

be onboarded) from the FS sale team.
Import the AmpCon-Campus license to

AmpCon-Campus.

Click Wired > Wired Profiles from the « Adding System
navigation bar of the AmpCon-Campus UL Configurations

Click the System Configuration tab.

In this tab, configure the global system
configuration. If the global system
configuration doesn’t match with the
switches, create a non-global system

configuration.

Ensure that the switches to be imported are . Supported PicOS

supported by AmpCon-Campus. Switches

Ensure that the Secure Shell (SSH) protocol . No Reference Link

is enabled on these switches.
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SSH is enabled on PicOS switches by
default.

Ensure that the switches are able to connect « No Reference Link
to the AmpCon-Campus server.

If a firewall is configured between AmpCon-  « No Reference Link
Campus and the switches, allow outbound

access on the following ports to the

management port of each switch.

« TCP: 22

. TCP: 9339

- TCP: 830

Import Procedure

Automatically Importing a Switch

If you have obtained the IP addresses of the switches, you can use the automatic import
method. Follow the steps:
1. Log in to the AmpCon-Campus UI with a global user or group user.

2. Click Wired > Switches from the navigation bar. In the PicOS tab, hover over Import

Actions, and then click Import.

ppppp

Status
Deonload VPNSerlpt 50451700307 265012 54 4408 imparted © waos

3. In the pop-up window, configure as follows:

« If youlog in to AmpCon-Campus UI with a global user, input the following information:

Import switch and build VPN connection P
P - .12

System Config + Glabal

Site default

Table 1. Importing a Switch with a Global User
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Parameter
IP

System Config

Site

Description
Enter the IP address of the switch.

Select the appropriate system configuration.

The selected system configuration needs to
contain the default username and password of

the switch.

© NOTES

« Ensure that the system configuration
contains the default username and
password of the switch.

« Ensure that AmpCon-Campus can
connect with the License Portal. For
more information, see Checking_
License Portal Connectivity.

Select a site to which the switch belongs. For

more information, see Adding_a Site.

. If you log in to AmpCon-Campus UI with a group user, input the following information:

Import switch and build VPN connection x
1P+ - ;12
System Config + Global
Site + default
Select Group + fs_group
Cancel Apply

Table 2. Importing a Switch with a Group User

Parameter
IP

System Config

Description
Enter the IP address of the switch.

Select the appropriate system configuration.

The selected system configuration needs to

contain the default username and password of
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the switch.

© NOTEs

« Ensure that the system configuration
contains the default username and
password of the switch.

« Ensure that AmpCon-Campus can
connect with the License Portal. For
more information, see Checking_

License Portal Connectivity.

Site Select a site to which the switch belongs.
Group Select a group to which the switch belongs.
4. Click Apply.

Manually Importing a Switch

If you haven’t obtained the IP addresses of the switches, you can use the manual import

method. Follow the steps:

1. Generate the tunnel keys based on the input serial number. These keys are used to ensure
that the VPN tunnel between the switch and the AmpCon-Campus server is encrypted.
a. Log in to the AmpCon-Campus UI with a global user or group user.
b. Click Wired > Switches from the navigation bar. In the PicOS tab, hover over Import

Actions, and then click Adopt.

c. In the pop-up window, configure as follows:

If you log in to AmpCon-Campus UI with a global user, enter the serial number of the
switch in the SN field.
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Build VPN profile for Switch ®

SN+ 1234

If you log in to AmpCon-Campus UI with a group user, enter the serial number of the

switch in the SN field, and then select a switch group to which the switch belongs.

Build VPM profile for Switch »
SM+ 1234

Select Group » fs_group

d. Click Apply.

2. Download the VPN script, and then run it on the switch. The script will retrieve the tunnel

keys and establish a VPN tunnel between the switch and the AmpCon-Campus server.

a. Hover over Import Actions, and then select Download VPN Script. Then, the VPN
script is downloaded to your local machine.

b. Copy the script to the PicOS switch.

c. SSH log in to the switch, enter the Linux shell mode, and then run the following
commands:

curl -o /opt/auto-deploy/auto-deploy.conf -k -v

https://<ampcon-server-ip>/rma/file/agent/auto-deploy.conf

sudo ./enable_switch_vpn.sh <ampcon-server-ip>

© NOTEs

« You must run the first command to replace the /fopt/auto-
deploy/auto-deploy.conf file before running the second
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command to import the switch. Otherwise, the switch import
might fail.
 You need to replace <ampcon-server-ip> with the IP address

of your AmpCon-Campus server.

After you run the VPN script, the PicOS switch will be imported to AmpCon-Campus.

Checking Importing Results

Click Wired > Switches from the navigation bar. In the PicOS tab, check whether the
imported switch is displayed in Imported status.

For more information about the PicOS tab, see Viewing Managed PicOS Switches.
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Deploying PicOS Switches through ZTP

If the switches to be managed don’t have PicOS installed, or though the switches have PicOS
installed but you want to onboard these switches through ZTP, you can use AmpCon-

Campus to deploy these switches through ZTP.

After you deploy switches through ZTP, these switches can be deployed and managed by
AmpCon-Campus.

See the following child topics:

e How ZTP Works

¢ Quick Deployment Guide

» Preparing Configurations

» Provisioning New Switches through ZTP
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How ZTP Works

Check the following workflows to understand how ZTP works.

Deploying White-Box Switches

Deploying Integrated Hardware and Software Switches

Deploying White-Box Switches
The workflow of deploying white-box switches is as follows:

Figure 1. Management Workflow of White-Box Switches

DHCP Server AmpCon-DC
Server

PicOS® Switch

DHCP Discovar

DHCP Offer

DHCP request
HTTP request to get the shell

soript
DHCF Ack with options

HTTP responss with tha shiell

cript

Execute the shell script to complate
tha ZTP, including downloading a
Fit15 image, installing FicOs,
registering with the AmpCon-DC
server, updating configurations, and
rebooting

1. After a switch is powered on, the switch sends DHCP Discover to get an IP address, and

the DHCP server provides the switch with an IP address.

2. The switch sends a request to the DHCP server, and the DHCP server sends a response
including the HTTP server address.

3. The switch sends an HTTP request to the HTTP server to get the shell script, and the

HTTP server sends an HTTP response with the shell script.

4. The switch executes the shell script to complete the ZTP deployment, including
downloading a PicOS image, installing PicOS and its license, registering with the AmpCon-

Campus server, updating switch configurations, and rebooting the switch.

Deploying Integrated Hardware and Software Switches

The workflow of deploying integrated hardware and software switches is as follows:

Figure 2. Management Workflow of Integrated Hardware and Software Switches
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AmpCon-DC

DHCP Server PicOS® Switch Server
E DHCP Di
DHCF Offer “
DHCP request
DHCP Ack with options —_—

TFTP response with the shell
script

Enecwe.ﬂws!_nllaui.p(n_:w“ﬂeteﬁe
ZTP, including registering with the
AmpCon-DC server, installing a Pic0S
license on the switch, updating switch
configurations, and reboating the switch
1. After a switch is powered on, the switch sends DHCP Discover to get an IP address, and
the DHCP server provides the switch with an IP address.
2. The switch sends a DHCP request to the DHCP server, and the DHCP server sends a
DHCP response including the TFTP server address.
3. The switch sends a TFTP request to the TFTP server to get the shell script, and the TFTP
server sends a TFTP response with the shell script.
4. The switch executes the shell script to complete the ZTP deployment, including registering
with the AmpCon-Campus server, installing a PicOS license on the switch, updating switch

configurations, and rebooting the switch.
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Quick Deployment Guide

This topic describes how to complete the switch deployment through ZTP. Once successfully
deployed, the PicOS switches are classified as managed devices of AmpCon-Campus.
Guidelines

Prerequisites

Procedure
Deploying White-Box Switches
Deploying Integrated Hardware and Software Switches

Guidelines

Pay attention to the following points. Or else, switches will fail to be deployed.

. Be careful when you configure system configurations:

o Ensure that the entered Device Default Login User and Device Default Password are

correct and can be used to log in to the switch.

o If the switch don’t use the Device Default Login User and Device Default Password in
the global system configuration, create a non-global system configuration for the switch,
and ensure the Device Default Login User and Device Default Password match with
the switch.

o Ensure that the AmpCon-Campus server can connect with the License Portal through
the entered License Portal URL, License Portal User, and License Portal Password.
For more information, see Checking_License Portal Connectivity.

o Ensure that the uploaded Security Config File and Parking Security Config File don’t
contain wrong configurations.
. If you configure the DHCP server before adding a switch configuration, the switch will go

to the AmpCon-Campus parking lot. For more information, see Managing_the Parking Lot.

To continue deploying the switches in the parking lot, follow these steps:
a. In the AmpCon-Campus UI, click Wired > Switches from the navigation bar.
b. On the “Switches” page, click Parking Lot.

c. Locate the switch to be deployed, and then click Create Config to add a switch
configuration. After you add the switch configuration, the switch will be listed on the
“Switches” page with the Configured status.

d. Continue to provision the switch through ZTP to complete the switch deployment.

Prerequisites

Before you deploy PicOS switches, ensure that the following prerequisite tasks have been
completed:
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Table 1. Prerequisite Tasks and Links

Task

Install the AmpCon-Campus server
successfully.

Log in to the AmpCon-Campus UI with an

account of the SuperAdmin role.

Ensure that the switches to be onboarded
are supported by AmpCon-Campus.

For switches that have PicOS installed,
ensure that the Secure Shell (SSH) protocol
is enabled on these switches.

SSH is enabled on PicOS switches by
default.

Ensure that the switches are able to connect

to the AmpCon-Campus server.

If a firewall is configured between AmpCon-
Campus and the switches, allow outbound
access on the following ports to the
management port of each switch.

« TCP: 22

« TCP: 9339

« TCP: 830

Procedure

Deploying White-Box Switches

Reference Link

. Platform Installation

Workflow

- Working with the User

Interface

« Supported PicOS
Switches

. No Reference Link

« No Reference Link

. No Reference Link

To deploy a white-box switch through ZTP, see the following diagram and tasks:

Figure 1. ZTP Workflow for White-Box Switches
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P =
Prepare Add system Configure Prepare global r.epa re_ Add switch Configure a
B N s i q configuration - q
configurations switch models [l configurations configurations DHCP server
templates
1, Reboot switches

Provision 2. Import AmpCon-Campus licenses into AmpCon-DC
switches

3. Stage Switches

Table 2. White-Box Switch Deployment Tasks

Task Reference Link
1. Click Wired > Wired Profiles from the « Adding System
navigation bar of the AmpCon-Campus UL Configurations

Click the System Configuration tab.

In this tab, configure the global system
configuration. If the global system configuration
doesn’t match with the switch, create a non-

global system configuration.

2. Click the Switch Model tab. In this tab, « Configuring Switch
configure the switch model related to the Models
switch.

3. Click the Global Configuration tab. In this tab, « Configuring Global

prepare the global configuration to be pushed Configurations

to the switch.

4. Click Wired > Config Templates from the - Managing.
navigation bar. Click the Template List tab. In Configuration
this tab, check whether an existing Templates
configuration template meets your need. . Adding_

If not, click the New Template tab, and then Configuration.
add a new configuration template. Templates

5. Click Wired > Wired Profiles from the « Adding_Switch

navigation bar. Click the Switch Configuration Configurations

tab. In this tab, add a switch configuration for
the switch.
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6. Configure a DHCP server. If the DHCP server « Configuring_.a DHCP
is not configured correctly, the switch Server

deployment will fail.

7. Provision the switch through ZTP to complete  « Provisioning a
the switch deployment. White-Box Switch

Deploying Integrated Hardware and Software Switches

To deploy an integrated hardware and software switch through ZTP, see the following

diagram and steps:

Figure 2. ZTP Workflow for Integrated Hardware and Software Switches
Prepare Add system Prepare global p;,E pare Add switch Configure a
eonfigurations configurations ml': r'::é:::" configurations DHCP server

2. Import AmpCon-DC licenses into AmpCon-DC

Provision
switches

3. Stage Switches

Table 3. Integrated Hardware and Software Switch Deployment Tasks

Task Reference Link
1. Click Wired > Wired Profiles from the » Adding_System
navigation bar of the AmpCon-Campus UI. Configurations

Click the System Configuration tab.

In this tab, configure the global system
configuration. If the global system configuration
doesn’t match with the switch, create a non-
global system configuration.

2. Click the Global Configuration tab. In this tab, . Configuring Global

prepare the global configuration to be pushed Configurations

to the switch.

3. Click Wired > Config Templates from the - Managing_
navigation bar. Click the Template List tab. In Configuration
this tab, check whether an existing Templates

configuration template meets your need.
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If not, click the New Template tab, and then

add a new configuration template.

4. Click Wired > Wired Profiles from the
navigation bar. Click the Switch Configuration
tab. In this tab, add a switch configuration for
the switch.

5. Configure a DHCP server. If the DHCP server is
not configured correctly, the switch deployment
will fail.

6. Provision the switch through ZTP to complete

the switch deployment.
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Preparing Configurations

To deploy switches through ZTP, you need to prepare the required configurations first.

See the following child topics:

o Configuring Global Configurations

» Adding Switch Configurations

o Optional: Managing Global and Switch Configurations
» Configuring Switch Models

e Adding System Configurations

« Configuring a DHCP Server
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Configuring Global Configurations

To deploy switches through ZTP, you must prepare global configurations. A global
configuration file contains global configurations to be pushed to switches during the switch

deployment process.

When you add a switch configuration, you must select a global configuration file. For more

information, see Adding_a Switch Configuration.

Adding a Global Configuration
Viewing a Global Configuration

Editing a Global Configuration

Adding a Global Configuration

To add a global configuration, follow these steps:

1. In the AmpCon-Campus UI, click Wired > Wired Profiles from the navigation bar.

2. In the Global Configuration tab, input the following information, and then click Generate.

Global Configuratiol

Admin Global Config Edit

Switch Madel U

Global Config Name

Generic Global File 7 +

Security Global File

S5840-48MG-U
2025-12-26-glob-5586..  test-ufx

Browse... | testLbxd

Browse.... | test2.txt

Historical Configuration

B o agséas
Table 1. Global Configuration Parameters

Parameter Description

Switch Model The switch model.

Global Config

Name

The name of the global configuration file.

Generic Global
File

Select a .txt file with general global

configurations to be pushed to the switch.

Example configuration in the .txt file:
set vlans vlan-id 303
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Security Global Select a .txt file with security-related
File configurations to be pushed to the switch.

Example configuration in the .txt file:

set system login user automation2
authentication plain-text-password
12345678

set system login user automation2 class

super-user

© NoTE

You might also add security-related
configurations in the system
configuration. If some configurations in
the system configuration and in the
uploaded Security Global File here
overlap:

- For the overlapping configurations, the
configurations in the uploaded
Security Global File here will overwrite
the configurations in the system
configuration.

« For the non-overlapping configurations,
the configurations in both the system
configuration and the uploaded
Security Global File here will be
pushed to the switches.

3.In the Admin Global Config Preview section, click Save to confirm the configurations

retrieved from the Generic Global File and the Security Global File.

You can also click Edit and then click Save to modify the configurations.

Admin Global Config Edit
Switch Mo ep—— Admin Global Confi Preview E3

Historical Confipuration
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Viewing a Global Configuration

In the Historical Configuration section, you can see all the added global configurations,
which are grouped by switch model.

To check the configurations in a global configuration file, click the switch model, and then
click the global configuration file name.

Admwin Glohal Config Edit
P s Admin Global Config Preview El

Chokual Comg Warre: 0751374 phobr g4,

Gararic Glohd Fike e, M i ebected e

set syshem login user aubomation class super-user

Socurity Global Fibe e, M i ket e e

Historical Configuration

[cl=F20
B T3 SSRAO-ABME L

Editing a Global Configuration

To edit a global configuration, follow these steps:

1. In the Historical Configuration section, locate the global configuration, and then click it.

2. In the Admin Global Config Preview section, click Edit.

3. Edit the configurations as needed, and then click Save.

Adrmin Global Config Edit

Pa—— agsea Admin Global Config Preview Ex

i Conig Karee %+ 202512 26- o g5 set vians vian-48 123 vian-name detauit
36110 rouEing enable true.

oginuser bext-pangmrd =
Gonerk GlobalFile B, .| B . st -
et syl g ser utomatinn sl fuperser

Scruity Dokl File B b et &

Historical Configuration

SR
B o 55860 4800 U
1Y D005 A2 1 ghot SEEAD-ABMG L-teslwfa
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Adding Switch Configurations

To deploy switches through normal ZTP, you must prepare switch configurations for each
switch.

Overview
Prerequisites

Procedure
Adding a Switch Configuration

Adding Multiple Switch Configurations in Batches

Optional Operations
Viewing or Editing Switch Configurations

Checking the Switch Status

Overview
A switch configuration contains the following configurations:
« The SN or service tag of the switch.

. The switch model of the switch.

The location of the switch.

« The fabric to which the switch belongs.

The global configuration file and configuration templates.
- Whether to enable automatic configuration backup for the switch.

. The system configuration related to the switch.

All these configurations are important for deploying switches through normal ZTP.

Prerequisites

Ensure that the global configuration files and configuration templates for the switches to be
deployed have been created. For more information, see Adding_Global Configurations and

Adding a Configuration Template.

Procedure

You can add switch configurations one by one or add multiple switch configurations in
batches by using a JSON file.

Adding a Switch Configuration

To add one switch configuration, follow these steps:

1. In the AmpCon-Campus UI, click Wired > Wired Profiles from the navigation bar.

2. In the Switch Configuration tab, input the following information:
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Switch Config Edit

Upload by ISON
Swhtch SN/ Senvoe Tag (5 + testsn
Switch Moded ap5648
Deployment Location New_YVork
Site: defaul
Select Global Config 025-11-25-glob-ag5648-4610-30p
Sebect Site Template testl
Option Post-Deployed B Backup Config
Historical Switch Config Edit m

B o sssis

Table 1. Switch Configuration Parameters

Parameter Description

Switch The SN or service tag of the switch.
SN/Service Tag The value can contain only letters and numbers.
Switch Model The switch model.

Deployment The location where the switch exists, such as
Location New_York.

The value can contain only the special

character _, letters, and numbers.

Site The site that the switch belongs to.

- The default site is selected by default.

« To add a new site, see Adding_a Site.

Select Global The global configuration file that contains

Config configurations to be pushed to the switch.

If the global configuration file in the drop-down
list doesn’t meet your needs, add a new global
configuration file. For more information, see

Configuring Global Configurations.

Select Site The configuration template to use.

Template . Click + to add multiple configuration

templates if needed.
- If the configuration template file in the drop-
down list doesn’t meet your needs, add a new

configuration template file. For more
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information, see Adding_a Configuration

Template.
Option Post- Select Backup Config to enable automatic
Deployed switch configuration backup after the switch is
deployed.

After you select Backup Config, AmpCon-
Campus will back up the switch configurations
at 22:00 in the UTC-0 time zone every 3 days.
You can change the interval and backup time.
For more information, see Backing Up

Configurations Automatically.

3. Click System Config. In the pop-up window, select the system configuration related to the

switch.

© NOTE

Ensure that the Device Default Login User and Device Default
Password on the “System Configuration” page can be used to log

in to these switches. Or else, the switch will fail to be deployed.

Switch Config Edit
Upicad by ISON

Switch SN/ Service Tag testsn

Switch Model w5448

Deployment Location ‘ New:_York

e detault

Select Global Config * 2025-11-25-globrag5648-44 10-30p

Select Ste Template test1

Option Post-Deplayed B Backup Config

Historical Switch Config Edit m

B £ agbadd

4. Click Next. You can see an input section, which is related to the selected configuration

template. Enter the relevant information.
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5. Click Save.
6. In the Preview Config pop-up window, preview the configurations included in the global

configuration file and configuration templates.

Preview Config

Gkl Conbg:

set ip rauting enable trie

S0 SUIEm Wnfins U T 30 DMAthon Class Super-uer

Cermerated lemplate Config

et wlarm viars i 131 vian-rume defislt

7. Click Save. The switch configuration is added now. On the “Switches” page, you can see

the switch status is shown as Configured.

Adding Multiple Switch Configurations in Batches
To add multiple switch configurations in batches by uploading a JSON file, follow these
steps:

1. Prepare a JSON file with switch configurations. See the following example:

©® NOTEs

« You can add switch configurations for only the switches that
haven’t been managed by AmpCon-Campus. For more
information, see Viewing_Managed PicOS Switches.

« The retrieve_config field is configured to enable or disable
automatic switch configuration backup after the switch is

deployed. For more information, see Backing Up Configurations

Automatically.
- The configurations in the default_config_param field will be
pushed to all switches you specified in the sn field.
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« You can add configurations for specific switches in the
unique_config_param field. These configurations will be pushed

to only these specified switches.

- All the configuration templates specified in the
default_config_param and unique_config_param fields must be
included in the site_template_name field.

- Ensure that the configurations in the default_config_param and
unique_config_param fields match the configuration template
used. For example, in the unique_config_param field, "vian_id":
"99" and "vlan_name": "99" are added to the template_2
section. If the configuration template template_2 doesn’t contain
the configuration set vlans vian-id {{ vlan_id }} vlan-name {{
vlan_name }}, the JSON file will fail to be imported. To check the
configurations included in a configuration template, see Viewing_

or Editing_a Configuration Template.

"sn": ["EC1631000062", "EC1631000063"],
"hardware_model": "ag5648",

"location": "Beijing",

"global_config_name": "2025-12-8-glob-ag5648-test-xfx",
"site_template_name": ["template_2"],

"retrieve_config": true,

"default_config_param": {
"template_2": {
"vlan_id": "12",
"vlan_name": "23"
}
4

"unique_config_param": {
"EC1631000062": {
"template_2": {
"vlan_id": "99",
"vlan_name": "99"
}
}
}

"system_config_name":{
"EC1631000062": "Global",
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"EC1631000063": "Global"
}

}

2. In the AmpCon-Campus UI, click Wired > Wired Profiles.

3. In the Switch Configuration tab, click Upload by JSON from the navigation bar.
4. Click or drag a file to upload the JSON file.

5. Click Upload.

Optional Operations

Viewing or Editing Switch Configurations

In the Historical Switch Config Edit section, you can see all the added switch

configurations, which are grouped by switch models.
To edit a switch configuration, follow these steps:

1. Locate the global configuration, and then click it.

2. In the pop-up window, click Edit.
3. Edit the configurations as you need.

4. Click Apply.

Checking the Switch Status

After you add a switch configuration, click Wired > Switches from the navigation bar, and

then check whether the switch status is shown as Configured in the PicOS tab.
If not, locate the switch, and click Device Log to see more details.

For more information about the PicOS tab, see Viewing Managed PicOS Switches.
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Optional: Managing Global and Switch Configurations

In the Config File View tab, you can manage all added global configurations and switch
configurations (also called site configurations).

Viewing or Editing Global and Site Configuration Files
Checking Switches Associated with a Configuration File
Deleting a Configuration File
Viewing or Editing Global and Site Configuration Files
1. In the AmpCon-Campus UI, click Wired > Wired Profiles from the navigation bar.

2. Click the Config File View tab, locate the configuration file, and then click View. You can
see a pop-up window with detailed configurations.

3. To close the pop-up window, click the close icon.

4. To edit the configurations, click Edit, modify the configurations, and then click Apply.

ATLEFODLLSSI00023 site_conkg

st ian visnid 17 vian nama 17

Checking Switches Associated with a Configuration File
1. In the AmpCon-Campus UI, click Wired > Wired Profiles from the navigation bar.

2. Click the Config File View tab, locate the configuration file, and then click Associated.
You can see the switches that are associated with the configuration file.

3. To close the pop-up window, click the close icon.

Deleting a Configuration File
1. In the AmpCon-Campus UI, click Wired > Wired Profiles from the navigation bar.
2. Click the Config File View tab, locate the configuration file, and then click Delete.

3. Click Yes to confirm the deletion.
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@ NOTE

If a configuration file is still associated with one or multiple switches,

the configuration file can’t be deleted.
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Configuring Switch Models

To deploy white-box PicOS switches, you must configure each switch model of these
switches. Each switch model configuration contains the PicOS image used to deploy white-

box switches of this model, and the port number range for each speed (GE, TE, QE, and XE).

To deploy integrated hardware and software switches, because these switches have PicOS

installed, you don’t need to configure switch models.

Procedure

To configure a switch model, follow these steps:

1. In the AmpCon-Campus UI, click Wired > Wired Profiles from the navigation bar, and
then click the Switch Model tab.

2. To ensure the Switch Model drop-down list is the latest, click Update Switch Model, and
then click Yes.

3. In the Switch Model drop-down list, select the switch model that you want to configure.

4. Configure the port number range for each speed (GE, TE, QE, and XE).

© NOTE

For each switch model, a default port number range is configured for
each speed (GE, TE, QE, and XE).

You must configure the port number ranges correctly based on real
port ranges on switches of this switch mode. Or else, some AmpCon-

Campus functions will fail.
5. In the Deployed ONIE Image drop-down list, select the PicOS image that you want to

install for this switch model.

© NOTE

For each switch model, a built-in PicOS image is specified for switch
deployment.
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If the PicOS image to install is not listed here, upload the PicOS
image and its MD5 file to AmpCon-Campus first. For more
information, see Uploading Images.

6. Click Apply.

7. Optional: To reset a switch model, click Reset.
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After you reset a switch model, the port number range for each speed is set to zero, and

the PicOS image in the Deployed ONIE Image drop-down list is reset to the built-in
image.
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Adding System Configurations

System configurations contain important information used for importing switches or
deploying switches through ZTP. If a system configuration is not configured correctly, the

switches related to this system configuration will fail to be deployed or imported.

The first time you log in to AmpCon-Campus, the global system configuration is blank. You

must configure the global system configuration.

If the global system configuration doesn’t meet all switch requirements, create one or

multiple non-global system configurations.

Overview
Types
Configurations

Procedure
Adding a Global System Configuration

Adding a Non-global System Configuration

Optional Operations
Checking License Portal Connectivity

Viewing or Modifying a System Configuration
Changing the Default Switch Password

Overview

Types

System configurations contain the following two types:

. Global system configuration
The first time you log in to AmpCon-Campus, you must add information to the global
system configuration. The global system configuration can’t be removed.

- Non-global system configuration
If the default username and password of switches to be managed are different, you can
add multiple non-global system configurations. You can remove a non-global system
configuration if it is not needed.

Configurations

A system configuration contains the following information:

. The URL, username, and password of the License Portal. The information is used to send
requests to the License Portal.

. Default username and password of switches to be managed. The information is used to

access the switches.

. A security configuration file with PicOS security-related set CLIs. Before you deploy and
configure a switch, the switch needs to be configured with an initial security configuration

322



to eliminate any unauthorized access. Security Config file is loaded to switch at the
beginning of switch deployment.

. A parking security configuration file, which is used to push initial parking security
configuration for those switches in the parking status. This configuration is not included in

the non-global system configuration.
Available for only global system configurations.

« The maximum backup number for the configuration snapshots. This configuration is not

included in the non-global system configuration.
Available for only global system configurations.

« The IP ranges of switches that are allowed for AmpCon-Campus management. This

configuration is not included in the non-global system configuration.
Available for only global system configurations.

. Whether to enable debug logs for server-side operations or not. This configuration is not

included in the non-global system configuration.

Available for only global system configurations.

Procedure
Adding a Global System Configuration
To add a global system configuration, follow these steps:

1. Log in to the AmpCon-Campus UI with a user of the SuperAdmin role. For more
information about user roles, see Managing User Access.

2. Click Wired > Wired Profiles from the navigation bar, and then input the following

information in the System Configuration tab:

0 NOTE

Pay attention to the following points. Or else, switches will fail to be
imported and deployed.

- Ensure that Device Default Login User and Device Default

Password are correct and can be used to log in to these switches.

- If some switches don’t use the Device Default Login User and
Device Default Password in the global system configuration,
create non-global system configurations for these switches, and
ensure the Device Default Login User and Device Default
Password match these switches.

« Ensure that AmpCon-Campus can connect with the License
Portal through the entered License Portal URL, License Portal
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User, and License Portal Password. For more information, see

the Checking License Portal Connectivity section.

« Ensure that the uploaded Security Config File and Parking

Security Config File don’t contain wrong configurations or

underlay/overlay related configurations.

Parameter
Configuration Name

Device Default

Login User

Device Default

Password

License Portal URL
License Portal User

License Portal

Password

Config Backup
Number

DB Backup Number

Security Config File

Table 1. Global System Configuration Parameters

Description
The name of the configuration.

The default username for switches to be

managed. The default user is admin.

The default password of the default user.

The default password is pica8.

https://license.pica8.com

The user ID for the License Portal.

The password of the user for the License
Portal.

The maximum backup number for the

configuration snapshots.

The allowed maximum number of database

backups.

The .txt file with PicOS security-related set
CLIs.
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Example configuration in the .txt file:

set system login user testadmin
authentication plain-text-password
pica8pica8

set system login user testadmin class

super-user

© NOTEs

- The configurations in this file will be
pushed to switches during the ZTP
process.

. If you don’t want to push
configurations to switches during the
ZTP process, you can use a blank
xt file.

« You might also add security-related
configurations in the global
configuration. If some configurations
in the global configuration and in the
uploaded Security Config File here
overlap:

o For the overlapping
configurations, the configurations
in the global configuration will
overwrite the configurations in the
uploaded Security Config File
here.

o For the non-overlapping
configurations, the configurations
in both the global configuration
and the Security Config File here
will be pushed to the switches.

Parking Security Optional. To eliminate any unauthorized

Config File access, switches in the parking lot need to
be configured with an initial parking security
configuration. For more information about

parking lot, see Managing the Parking Lot.
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Example configuration in the .txt file:
set system login user testadmin
authentication plain-text-password

pica8pica8

set system login user testadmin class

super-user

© NOTEs

- The configurations in this file will be
pushed to switches when the
switches go to the parking lot.

. If you don’t want to push
configurations to switches when the
switches go to the parking lot, you
can use a blank .txt file.

Allow Switch Optional. Allow specified subnets from which
Source IP switches can access AmpCon-Campus.
Debug Optional. Enable debug logs for server-side

operations or not.

3. Click Save.
4. Optional: After you add a global system configuration, do the following actions as needed:

« To update the encrypt key used to encrypt sensitive data in the AmpCon-Campus
database, click Update Encrypt Key. For more information, see Updating_the Encryption

Key for Sensitive Data Encryption.
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. To forward AmpCon-Campus system logs to external Syslog servers like Splunk, click
Syslog Config. For more information, see Forwarding_Logs to External Syslog_Servers.

The global system configuration is configured now. If you don’t add non-global system

configurations, the global system configuration will be used to deploy and import switches

Adding a Non-global System Configuration

To add a non-global system configuration, follow these steps:

1. Click Wired > Wired Profiles from the navigation bar.
2. Click the + icon in the System Configuration tab. The “Add New System Config” tab
opens.

3. Input the following information :

@ NOTE

Pay attention to the following points. Or else, switches will fail to be
imported and deployed.

« Ensure that the entered Device Default Login User and Device
Default Password on the “System Configuration” page are correct
and can be used to log in to these switches.

« Ensure to check whether AmpCon-Campus can connect with the
License Portal through the entered License Portal URL, License
Portal User, and License Portal Password. For more information,

see the Checking_License Portal Connectivity section.

« Ensure that the uploaded Security Config File doesn’t contain

wrong configurations or underlay/overlay related configurations.
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System Confipuration

Table 2. Non-Global System Configuration Parameters

Parameter

Description

Configuration Name The name of the configuration.

Device Default

Login User

Device Default

Password

License Portal URL
License Portal User

License Portal

Password

Security Config File

The default username of switches to be

managed. The default user is admin.

The default password of the default user.

The default password is pica8.

https://license.pica8.com

The user ID for the License Portal.

The password of the user for the License

Portal.

License Portal URL, License Portal User,
and License Portal Password are used to

access the License Portal.

The .txt file with PicOS security-related set
CLIs.

Example configuration in the .txt file:

set system login user testadmin
authentication plain-text-password

pica8pica8
set system login user testadmin class
super-user

© NOTEs

- The configurations in this file will be
pushed to switches during the ZTP

process.
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. If you don’t want to push
configurations to switches during the
ZTP process, you can use a blank
xt file.

« You might also add security-related
configurations in the global
configuration. If some configurations
in the global configuration and in the
uploaded Security Config File here
overlap:

o For the overlapping
configurations, the configurations
in the global configuration will
overwrite the configurations in the
uploaded Security Config File
here.

o For the non-overlapping
configurations, the configurations
in both the global configuration
and the Security Config File here
will be pushed to the switches.

4. Click Add.

After you add the non-global system configuration, you can do the following actions:

. To view the switch information associated with the system configuration, click View

Associated Switch in the System Configuration tab.

. To apply a non-global system configuration to specific switches, click Manage Switch,
select the switches, and then click Save.
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. To remove a non-global system configuration, click View Associated Switch to check
whether the system configuration is associated with any switches or not. If not, click
Remove.

© NOTE

If the non-global system configuration is still associated with some
switches, the removal will fail. You need to click Manage Switch to
unselect these switches first.

Optional Operations
Checking License Portal Connectivity
To check whether AmpCon-Campus can connect with the License Portal, follow these steps:

1. Click Wired > Wired Profiles from the navigation bar.

2. In the System Configuration tab, select the system configuration to be checked in the
Configuration Name drop-down list.

3. Check the connectivity by clicking the connect icon as follows.

O NOTE

You can see the message “The license connect success.” only when
the following conditions are met:

. The License Portal URL, License Portal User, and License Portal

Password are entered correctly.

« The network between AmpCon-Campus and the License Portal is
available.
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Syites Confguration

Viewing or Modifying a System Configuration
To view or edit a system configuration, follow these steps:
1. Click Wired > Wired Profiles from the navigation bar.

2. In the System Configuration tab, click the Configuration Name drop-down list, and

select the system configuration name. Then, you can view the details of the system
configuration.

To modify the system configuration, modify the configuration items as needed, and then
click Save.

Changing the Default Switch Password

In system configurations, the default switch username is admin, and the default password is
pica8. To change the default password, follow these steps:

1. Click Wired > Wired Profiles from the navigation bar.

2. In the System Configuration tab, select the system configuration to be modified in the
Configuration Name drop-down list.

3. Change the default switch password as follows:

. For global system configurations

a. Enter a new password in the Device Default Password field.
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Syvtem Configuration [+ ]

b. Click Browse in the Parking Security Config File section, and then upload a .txt file

containing the following command:

set system login user admin authentication plain-text-

password <New-Password>

Replace <New-Password> with the new password you want to use.

© NOTE

Pay attention to the following notes. Or else, switches will fail

to be deployed.

- Ensure that the new password in the .txt file and in the
Device Default Password field are the same.

- Ensure that no service-related configurations are added to
the Parking Security Config File.

- Ensure that the Security Config File doesn’t contain any

commands used to push service-related configurations or
change the password of the Device Default Login User.

. For non-global configurations

a. Enter a new password in the Device Default Password field.

System Configuration

b. Click Browse in the Security Config File section, and then upload a .txt file containing

the following command:
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set system login user admin authentication plain-text-

password <New-Password>

Replace <New-Password> with the new password you want to use.

© NOTE
Pay attention to the following notes. Or else, switches will fail
to be deployed.

- Ensure that the new password in the command and in the

Device Default Password field are the same.

- Ensure that the Security Config File doesn’t contain
commands used to push service-related configurations.
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Configuring a DHCP Server

Zero Touch Provisioning (ZTP) is a technology for automated deployment and configuration

of unconfigured network devices without manual intervention.

ZTP in AmpCon-Campus relies on DHCP. After you plug in and reboot a switch, DHCP
automatically provides the switch with an IP address and the address of a provision shell
script that is obtained from the AmpCon-Campus server. Then, the switch automatically runs

the shell script to complete the ZTP deployment:

A white-box switch runs the shell script to download a PicOS image, install PicOS and its
license, register with the AmpCon-Campus server, update switch configurations, and

reboot the switch.

« An integrated hardware and software switch runs the shell script to register with the
AmpCon-Campus server, install a PicOS license on the switch, update switch

configurations, and reboot the switch.

Before you provision switches through ZTP, you must configure the DHCP server as follows:

Procedure

1. Deploy a DHCP server on a Linux server.

2. Add configurations to the DHCP configuration file (/etc/dhcp/dhcpd.conf) of the DHCP

server.

« For white-box switches, add the following configurations for each switch to be deployed:

host 461@_54t_02 {
hardware ethernet C4:39:3A:FF:2C:Ce;

fixed-address 10.16.51.198;

option default-url "http://10.56.2@.184/onie";
1
J]

Replace “C4:39:3A:FF:2C:C0” with the MAC address of the switch.

Replace “10.10.51.198” with the IP address of each switch. The IP address is used as the
DHCP IP address of the switch.

Replace “10.56.20.184” with the IP address of the AmpCon-Campus server.

© NOTE
The following DHCP option is used :

Option default-url: 114

. For integrated hardware and software switches, add the following configurations for each

switch to be deployed:
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host S5860-208Q-9-8 {
hardware ethernet 64:9d:99:d2:56:54;
fixed-address 10.10.51.4;

option bootfile-name "system_ztp_start.sh";

option tftp-server-name "10.56.20.180;

}

Replace “64:9d:99:d2:56:54” with the MAC address of the switch.

Replace “10.10.51.4” with the IP address of the switch. The IP address is used as the
DHCP IP address of the switch.

Replace “10.56.20.180” with the IP address of the AmpCon-Campus server.

O NOTE
The following DHCP options are used :

« Option bootfile-name: 67

 Option tftp-server-name: 66

3. After the DHCP configurations are added, reboot the switches to be deployed. Or else, the
ZTP will fail.
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Provisioning New Switches through ZTP

ZTP relies on the DHCP service, and thus you need to configure DHCP first. After you plug in
and reboot a switch, DHCP automatically provides the switch with an IP address and the
address of a provision shell script that is obtained from the AmpCon-Campus server. Then,
the switch automatically runs the shell script to complete the ZTP deployment:

- The white-box switch runs the shell script to download a PicOS image, install PicOS and its
license, register with the AmpCon-Campus server, update switch configurations, and

reboot the switch.

. The integrated hardware and software switch runs the shell script to register with the
AmpCon-Campus server, update switch configurations, and reboot the switch.

To onboard switches through ZTP, you need to complete the following provisioning steps.

Before You Begin
Provisioning a White-Box Switch
Provisioning an Integrated Hardware and Software Switch

Before You Begin
« Before you provision switches through ZTP, ensure that the prerequisite tasks described in

Prerequisites have been completed.

« Ensure that you have prepared all the required configurations in the AmpCon-Campus UL

For more information, see the following documents:

White-Box Switch Integrated Hardware and
Software Switch

Configuring_Global Configuring Global Configurations

Configurations

Adding Configuration Templates

Adding_Configuration Templates

Adding Switch Configurations

Adding Switch Configurations

Adding_System Configurations

Configuring_Switch Models

Adding_System Configurations

« Ensure that you have configured the DHCP server. For more information, see Configuring_
the DHCP Server.

Provisioning a White-Box Switch

1. Download and install MobaXterm.
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2. Open MobaXterm, and then create a session to connect with the switch.

3. Run the following commands to enter the Linux shell mode and reboot the switch:

start shell sh

sudo reboot -f

4. If you see the “Hit any key to stop autoboot” message, press the Enter key to exit the
autoboot mode.

If you don’t see this message, go to step 5 directly.
5. Reboot the switch.

. For switches with the ONIE menu, select ONIE, and then select ONIE: Install OS.

GNU GRUB wversion 2.02~beta2+edalfe3gl

Use the ~ and v keys to select which entry is highlighted.
e selected 0S, “e' to edit the commands
' for a command-line.

GNU GRUB wversion 2.82~beta2+edalfe3ol

ommesmssssasssssssssssssss=-====-=s=sss=s=s=sssss=sss=sssssss=ss=s==s==s=s=<======F
|-onie: instaltos .|
| ONIE: Rescue |
ONIE: Uninstall 0S

ONIE: Update ONIE

ONIE: Embed ONIE

DIAG: Accton Diagnostic (accton_as7312_54x)

Use the »
Press enter to t the selected 05, “e' to edit the
before booting or “c* for a command-line.

. For AS4610 switches, reboot from ONIE by running the following command:

run onie bootcmd
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Then, the switch will be restarted and automatically register with the AmpCon-Campus
server.

6. Wait for the registration process to be completed.
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7. Check whether the hardware ID of the switch is included in any imported AmpCon-

Campus licenses. For more information, see Viewing AmpCon-Campus Licenses.

License File Status License Usage
] 42
]
[ 1

License Information

License 1D Hardware ID SM/Service Tag Model Name Licerise Type License File Status Valid Date Expiration Date
am T3D1-Da74-06CA-2385 G1FPLVO00EE5 MBS60-32C standard 2025-12-1% 15:55:51 2026-06-30
42 CCO8-2F07-A352-4B29 standard 2025-12-1915:55:51 2026-04-30
474 1399-1514-0CBF-7F61 standard 2025-12-04 120024  2029-09-30
474 TZFC-ALEI-BERL-1F20 standard 2025-12-04 120024 2029-07-30

If the hardware ID of the switch is not included in any imported AmpCon-Campus
licenses, you must import an AmpCon-Campus license to AmpCon-Campus. Or else, the

switch can't be provisioned successfully. For more information, see Importing_Licenses for

Deployed Switches.

8. In the AmpCon-Campus UI, click Wired > Switches. In the Switch list, locate the switch,

and then click Stage.
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After you stage the switch, the switch will be configured automatically based on the
related system configuration and switch configuration. After the configurations are pushed
successfully, the switch status will be changed to Provisioning Success.

e 8 0 o

Provisioning an Integrated Hardware and Software Switch
1. Download and install MobaXterm.
2. Open MobaXterm, and then create a session to connect with the switch.

3. Run the following commands to enter the Linux shell mode and reboot the switch:

start shell sh

sudo reboot -f
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Then, the switch will be restarted and automatically register with the AmpCon-Campus
server.

4. Wait for the registration process to be completed.

339



< o |

E® Rernoie moniicring

5. Check whether the hardware ID of the switch is included in any imported AmpCon-

Campus licenses. For more information, see Viewing AmpCon-Campus Licenses.

License File Status License Usage
L] 42
o 43
Total
1
License Information
License 10 Hardware ID SHiService Tag Maodel Name Licerrse Type License File Status Valid Date Expiration Diate
428 T301-D494-0604-2385 GISPHVI00EES MNB560-32C standard 2025-12-1915:55:51 2025-05-30
428 CCOB-2FOT-A352-4B29 standard 2005-12-19 155551 2026-06-30
474 135915 14-0CBF-7F 81 standard 2025-12-04 120024 20290930
474 T2FC-AEEI-BER1-1F20 standard 2025-12-04 120024 2029-09-30

If the hardware ID of the switch is not included in any imported AmpCon-Campus

licenses, you must import an AmpCon-Campus license to AmpCon-Campus. Or else, the

switch can't be provisioned successfully. For more information, see Importing_Licenses for

Deployed Switches.

6. In the AmpCon-Campus UI, click Wired > Switches. In the Switch list, locate the switch,
and then click Stage.

pam—" i Tag ated o St = Opersiion

Then, the switch status will be shown as Staged.
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After you stage the switch, the switch will be configured automatically based on the
related system configuration and switch configuration. After the configurations are pushed

successfully, the switch status will be changed to Provisioning Success.

o
£

......
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Designing Campus Fabrics

AmpCon-Campus supports two standard-based campus fabric architectures, MLAG fabrics
and IP Clos fabrics. These two fabric types, which have different use cases, cover the

networking requirements of small, medium-sized, and large-scale campus fabrics.

You can deploy an MLAG campus fabric on a two-layer network with the collapsed core and
access layers. Or you can deploy an IP Clos campus fabric on a campus-wide network that
involves multiple buildings with separate distribution and core layers.

AmpCon-Campus helps you eliminate complex campus networking configurations during the

fabric design and management process.

See the following child topics:

« Key Concepts

o Supported Switches for Campus Fabrics
» Fabric Overview

» Designing MLAG Fabrics

* Designing IP Clos Fabrics

» Provisioning Overlay Services

* Managing Campus Fabrics
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Key Concepts

Before you design a campus fabric, you need to understand the following concepts:

Autonomous System (AS)

Border Gateway Protocol (BGP)

DHCP Snooping

DHCP Relay

Ethernet Virtual Private Network (EVPN)
Fabric

Multi-Chassis Link Aggregation (MLAG)
Network Access Control (NAC)

Open Shortest Path First (OSPF)
Overlay Network

Overlay Network Control Plane

Overlay Data Plane

Underlay Network

Virtual Routing and Forwarding (VRF)
Virtual Extensible Local Area Network (VXLAN)

Autonomous System (AS)

A collection of connected Internet Protocol (IP) routing prefixes under the control of one or
more network operators on behalf of a single administrative entity or domain, which presents
a common and clearly defined routing policy to the Internet. Each AS is assigned an

autonomous system number (ASN), for use in Border Gateway Protocol (BGP) routing.

An AS is a collection of routers and networks under a single technical administration, using
an interior routing protocol and common metrics to determine how to route packets within

the AS, and using an exterior routing protocol to determine how to route packets to other AS.

Border Gateway Protocol (BGP)

A routing protocol used to connect independent systems on the Internet. It is designed by
the Internet Engineering Task Force (IETF) as a robust, scalable, and well-defined protocol
for exchanging routing information among BGP routers within a single AS (IBGP) or among
different AS (EBGP).

DHCP Snooping

A Layer 2 security function that monitors and controls DHCP traffic on a network. It inspects
DHCP messages and blocks unauthorized DHCP servers from distributing IP addresses,

thereby mitigating potential attacks such as DHCP spoofing or rogue server activity.

DHCP Relay

A function implemented in Layer 3 switches to forward DHCP messages between DHCP

clients and servers across different subnets.
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Ethernet Virtual Private Network (EVPN)

EVPN is a next-generation VPN solution that introduces a control plane to better control the
MAC address learning process.

Fabric

The logistic representation of an actual physical network. You can deploy a physical network

by designing a fabric.

Multi-Chassis Link Aggregation (MLAG)

Implements link aggregation among multiple devices. AmpCon-Campus networking solution
supports using MLAG on leaf switches.

Two leaf switches set up an MLAG through peer links. Both peer leaf switches are displayed
as a logical device on the forwarding plane and as two independent switches on the
management control plane. Upgrading and replacing devices are carried out independently,

achieving simple maintenance and high running reliability.

Network Access Control (NAC)

A security solution that ensures only authorized devices and users can access a network. It
enforces policies to control access based on factors such as device type, user identity, and
compliance with security standards. AmpCon-Campus supports the following NAC
authentication methods:

. 802X authentication offers a high level of security, but it requires the installation of an
802.1X client on the end-user devices, making network deployment less flexible.

« The MAC authentication method in NAC does not require client installation, but it
necessitates registering MAC addresses on the authentication server, which complicates

management.

Open Shortest Path First (OSPF)

A dynamic interior gateway protocol that uses link-state information to build and maintain a
complete and consistent map of the network topology within an AS. It employs the Dijkstra
algorithm to calculate the shortest path tree from each router to all the other routers in the

AS, based on which routing tables are built.

Overlay Network

An overlay network is a virtual network built on top of the underlay network. It allows for the
creation of logical, software-based networks that can span the entire physical network. This
abstraction layer simplifies the management of network resources and services and allows

for greater flexibility and scalability.
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Technologies such as Virtual Extensible LAN (VXLAN) or EVPN are examples of overlay

networks, providing advanced functionalities like network virtualization and multi-tenancy.

If the underlay network is like the physical roads connecting different cities (the devices), the
overlay network is like the GPS that helps you navigate these roads most efficiently and can
also create virtual pathways or tunnels (VXLAN) to reach distant cities more directly.

The underlay network refers to the physical infrastructure and protocols that make data
transmission possible. In contrast, the overlay network is a virtual, software-defined layer
that sits on top of the underlay network, allowing for advanced network functionalities and

easier management.

Overlay Network Control Plane

Manages the creation, maintenance, and tear-down of overlay networks, which are virtual
networks built on top of an underlying physical network (the underlay). The control plane
ensures efficient communication between endpoints, handles network virtualization, and

supports advanced features like multi-tenancy, workload mobility, and scalability.

Overlay Data Plane

Responsible for the actual forwarding of traffic within an overlay network, including packet
encapsulation, packet decapsulation, traffic forwarding, secure transmission of data,
prioritizing certain types of traffic by using QoS policies, and distributing traffic across
multiple paths in the underlay using mechanisms like Equal-Cost Multi-Path (ECMP).

Underlay Network

The physical infrastructure (routers, switches, cabling) that transports the actual network
traffic. It is the foundational layer of your network that includes all the hardware and

protocols needed for data transmission.

Virtual Routing and Forwarding (VRF)

The technology that allows multiple instances of a routing table to coexist within the same
router at the same time. It enables logical isolation between different networks on the same
physical device. By using VRF, different instances can use the same IP address without

conflicts.

Virtual Extensible Local Area Network (VXLAN)

The overlay network virtualization technology that enables the creation of virtual Layer 2
networks across Layer 3 network boundaries by encapsulating Layer 2 frames within Layer 3
UDP packets.

VXLAN extends traditional VLAN technology, addresses the limitations of VLANS, such as the

4096-network limit, and meets the needs of large-scale, virtualized campus networks with
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multi-tenant capabilities.
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Supported Switches for Campus Fabrics

Before you design your fabric, check the supported PicOS switches based on the campus
fabric type that you choose.

O NOTE

Only PicOS switches can be used for campus fabric design with AmpCon-
Campus.

MLAG Fabrics
IP Clos Fabrics

MLAG Fabrics
See the following supported access-layer and core-layer switches for MLAG fabrics:
Table 1. Supported PicOS Switches for MLAG Fabrics

Access Layer Core Layer

- All Edgecore, DELL, Delta, - All Edgecore, DELL, Delta, and HPE

and HPE white-box white-box switches supported by
switches supported by AmpCon-Campus
AmpCon-Campus . FS switches

« FS switches o S5860-20SQ
o S5870-48T6BC o N5850-48X6C
o S5870-48T6BC-U o S5890-32C
o S5870-48T6S o S5580-48Y

o S5870-48T6S-U
o S5870-48MX6BC-U
o S5860-20SQ

o S5860-24MG-U
o S5860-24XB-U

o S5860-24XMG

o S5860-48MG-U
o S5860-48XMG

o S5860-48XMG-U
o S5810-28FS

o S5810-28TS

o S5810-48FS

347



o S5810-48TS
o S5810-48TS-P

IP Clos Fabrics

See the following supported access-layer, distribution-layer, and core-layer switches for IP
Clos fabrics:

Table 2. Supported PicOS Switches for IP Clos Fabrics

Access Layer Distribution Layer Core Layer

- Edgecore switches « Edgecore switches - Edgecore switches

o AS7726-32X o AS7726-32X o AS7726-32X
(DCS204) (DCS204) (DCS204)

o AS6812-32X o AS6812-32X o AS6812-32X

o AS7326-56X o AS7326-56X o AS7326-56X
(DCS203) (DCS203) (DCS203)

o AS5835-54T o AS5835-54T o AS5835-54T
(DCS209) (DCS209) (DCS209)

o AS5835-54X o AS5835-54X o AS5835-54X
(DCS208) (DCS208) (DCS208)

o AS5812-54T o AS5812-54T o AS5812-54T

o AS5812-54X o AS5812-54X o AS5812-54X

o AS4630-54NPE o AS4630-54NPE o AS4630-54NPE
(EPS203) (EPS203) (EPS203)

o AS4630-54PE o AS4630-54PE o AS4630-54PE
(EPS202) (EPS202) (EPS202)

o AS4630-54TE o AS4630-54TE o AS4630-54TE
(EPS201) (EPS201) (EPS201)

« DELL switches « DELL switches « DELL switches

o N3224F-ON o N3224F-ON o N3224F-ON

o N3224P-ON o N3224P-ON o N3224P-ON

o N3224PX-ON o N3224PX-ON o N3224PX-ON

o N3224T-ON o N3224T-ON o N3224T-ON

o N3248P-ON o N3248P-ON o N3248P-ON

o N3248PXE-ON o N3248PXE-ON o N3248PXE-ON

o N3248TE-ON o N3248TE-ON o N3248TE-ON

o N3248X-ON o N3248X-ON o N3248X-ON
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o S5212F-ON o S5212F-ON o S5212F-ON

o S5224F-ON o S5224F-ON o S5224F-ON

o S5232F-ON o S5232F-ON o S5232F-ON

o S5248F-ON o S5248F-ON o S5248F-ON

o S5296F-ON o S5296F-ON o S5296F-ON
« FS switches « FS switches « FS switches

o S5870-48T6BC o S5890-32C o S5890-32C

o S5870-48T6BC-U o S5580-48Y
o S5870-48T6S
o S5870-48T6S-U

o S5870-48MX6BC-
U
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Fabric Overview

You can use AmpCon-Campus to design an MLAG campus fabric or an IP Clos campus

fabric.
Currently, the IP Clos fabric feature is for experimental purposes only.
To determine which campus fabric type to use, see the following descriptions:

MLAG Campus Fabric
Use Cases

Components
Network Architecture

IP Clos Campus Fabric
Use Cases

Components
Network Architecture

MLAG Campus Fabric

Use Cases

AmpCon-Campus supports the two-layer (collapsed core layer and access layer) MLAG
fabric architecture, which is scalable to a certain extent and is applicable to small or mid-size

campus networking.

This architecture simplifies the network topology, reduces latency, and lowers costs by
eliminating the need for separate core and distribution devices.

To avoid single-point failure, two collapsed core switches are added to MLAG, and each

access switch connects to both collapsed core switches.

If your topology is simple and very small, the two-layer MLAG fabric is sufficient. However,

when your topology is complex, you are suggested to deploy an IP Clos campus fabric.
Components

The two-layer MLAG fabric architecture contains the following components:

. Collapsed core layer

The layer where the core and distribution layers are consolidated into a single unified

structure.
. Access layer

The layer that connects devices like computers, printers, and wireless access points to the
rest of the network. Situated at the network's edge, access switches serve as the entry
point for end user devices to communicate with each other and with the network

infrastructure.
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Network Architecture

The two-layer MLAG fabric architecture in AmpCon-Campus is as follows:

© NOTE

You can specify the count of core and access switches as needed. Each

MLAG fabric must have at least 2 core switches and one access switch.

Figure 1. MLAG Fabric Architecture
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. The core layer consists of Layer 3 switches, the access layer consists of Layer 2 switches,
and the access gateway is located at the core layer.

. MLAG is used among core switches to provide redundancy and high availability for
downstream access switches.

. OSPF or BGP is used as the underlay routing protocol to establish Layer 3 routing and
provide routing configurations for the core switches and uplink devices (such as routers,
gateways, and firewalls).

. At the port level, you can select the uplink port of each core switch to be connected to a
WAN device. After each uplink port is chosen, AmpCon-Campus automatically assigns an
uplink IP address, adds the link subnet to BGP or OSPF, and creates a default route to the
WAN device.

The core switches and the WAN device establish routing neighbor relationships and

exchange routing information.

« The collapsed core switches handle both the aggregation of access-layer traffic and the
high-speed forwarding of data across the network, making it suitable for smaller or less

complex networks where scalability and redundancy requirements are not highly required.

- No overlay technology is introduced to this architecture.
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IP Clos Campus Fabric
Use Cases

Enterprise campus networks are undergoing massive transitions to accommodate the
growing demand for networks. To meet the demands of modern networks, campus networks
must prioritize the most critical functionalities, such as robust network bandwidth, high
availability, scalability, and security.

The IP Clos fabric architecture provides a scalable and flexible solution for interconnecting
multiple switches in a hierarchical manner, allowing efficient utilization of network resources
and simplified routing.

It’s more suitable for large-scale campus networking.
. Enhance network scalability

The IP Clos fabric architecture extends EVPN to connect VXLANs across multiple
buildings. You can rapidly and easily scale up your campus network without adding
complexity.

By managing IP Clos fabrics with AmpCon-Campus, you can easily add core, distribution,
or access layer switches when your business grows without having to redesign the
network.

- Improve network flexibility

The IP Clos architecture uses a Layer 3 IP-based underlay network and an EVPN-VXLAN
overlay network.

In the underlay, the simple IP-based Layer 3 underlay network limits the Layer 2

broadcast domain and eliminates the need for Spanning Tree Protocol (STP).

In the overlay, a flexible overlay network based on VXLAN tunnels combined with an

EVPN control plane efficiently provides Layer 3 or Layer 2 connectivity.

. Boost network security and segmentation

By creating multiple VLANs based on VXLAN tunnels, devices and data in each VLAN are
securely isolated from other VLANSs in Layer 2.

By configuring different routing instances based on Virtual Routing and Forwarding (VRF),
routing and switching tables on each VPN instance are isolated.

. Increase network bandwidth and avoid Flooding

The propagation of MAC-IP Network Layer Reachability Information (NLRI) is handled by
BGP. The use of BGP for routing ensures updates are propagated efficiently throughout

the network.
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MAC address flooding and learning might use excessive network bandwidth. EVPN
separates the control plane and data plane and makes the control plane based Layer 2 or
Layer 3 learning faster. The EVPN control plane handles the exchange and learning of

routes, and thus the MAC address flooding and learning mechanisms are not used.

Components

AmpCon-Campus supports the 5-stage IP Clos fabric architecture. This architecture

contains the following layers:
. Access layer

The layer that connects devices like computers, printers, and wireless access points to the
rest of the network. Situated at the network's edge, access switches serve as the entry
point for end-user devices to communicate with each other and with the network

infrastructure.
. Distribution layer

The layer that receives traffic from access switches and forwards it to core switches.
Distribution switches act as intermediaries that aggregate data from multiple access
switches before routing it to core switches.

. Core layer

The layer that receives traffic from the distribution switches. Core switches handle high-
speed data transfer, connect different distribution switches, and ensure fast and reliable

connections among devices in different subnets.

Network Architecture

The 5-stage IP Clos fabric architecture in AmpCon-Campus is as follows:

©® NOTE

You can specify the count of core, distribution, and access switches as
needed. Each 5-stage IP Clos fabric must have at least 2 core switches,

one distribution switch, and two access switches.

Figure 2. IP Clos Fabric Architecture
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All core switches, distribution switches, and access switches are connected in Layer 3.
MLAG is used among core switches to provide redundancy and high availability for
downstream distribution switches.

EBGP is used as the underlay routing protocol. It provides better prefix filtering, traffic
engineering, and route tagging.

BGP unnumbered and loopback addresses are used to establish neighbors, thereby saving
IP address resources.

AmpCon-Campus automatically provisions ASN and BGP configurations for the overlay
and underlay and provides routing configurations for core switches and uplink devices

(such as routers, gateways, and firewalls).

At the port level, you can select the uplink port of each core switch to be connected to a
WAN device.

After each uplink port is chosen, AmpCon-Campus automatically assigns an uplink IP
address, adds the link subnet to EBGP, and creates a default route to the WAN device.

Routing neighbor relationships are established and routing information is exchanged

between core switches and the WAN device.

The overlay data plane uses VXLAN as the encapsulation protocol, and the overlay control
plane uses EVPN.

Distributed VXLAN gateways are used, and the VXLAN L2 gateway is located at the access
layer. VXLAN tunnels terminate at the access layer.
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Designing MLAG Fabrics

AmpCon-Campus supports the two-layer (collapsed core layer and access layer) MLAG
fabric architecture.

This architecture merges the core and distribution layers into a collapsed core layer. Merging
these layers into a single layer turns the traditional three-tier hierarchical network into a two-

tiered network.

By using AmpCon-Campus, you can design and manage two-layer MLAG fabrics to simplify
the network topology, reduce latency, and lower costs by eliminating the need for separate
core and distribution devices.

Before You Begin

Adding MLAG Fabrics
1. Adding a Topology

2. Adding Switch Nodes

3. Configuring Networks

4. Allocating Ports

5. Confirming Configurations
Verifying the Deployment
Redeploying MLAG Fabrics

Before You Begin

Before you design MLAG fabrics, ensure that the prerequisite tasks described in
Prerequisites have been completed.

Adding MLAG Fabrics

1. Log in to the AmpCon-Campus UI with a user of the SuperAdmin or Admin role.

® NOTEs

« AmpCon-Campus users with the Readonly role can’t view and
configure fabrics.

« AmpCon-Campus users with the Operator role can only view

fabrics but can’t configure fabrics.

2. Click Design Network > Campus Fabric from the navigation bar, and then click + Campus

Fabric.

You are now redirected to the fabric design page. The fabric design includes the following

processes:

1. Adding a Topology

1. In the Site drop-down list, select a site that you added.

355



If you didn’t add any site as described in Adding_a Site, you can select the site default.

2. In the Type section, select MLAG, which means the fabric you are adding is an MLAG
fabric.

3.In the Topology Name field, specify the name of the fabric topology. The name must be
unique.

4.In the Underlay Settings section, select BGP or OSPF , which will be used as the underlay

protocol.

Choose Campus Fabric Topology

Site Selection

Site dedauilt

Fabric Topology Type

Time O MAG  IPCls

Configuration

Tapalogy Name testl

Underlay Settings

Routing Protocels O BGP O5PF

A5 Base 54512

Subnet L2

Iritrard Subnet LV

Route 1D Subnet 3024

. If BGP is selected, enter the following information:
o AS Base: The AS base number. Valid ranges are as follows:
» 64512 to 65534 (16-bit)
» 4200000000 to 4294967294 (32-bit)

- Subnet: The IP address range used to allocate IP addresses to underlay physical

interfaces.

- Inband Subnet: The IP address range allocated to interconnection interfaces of core

and access switches.

- Route ID Subnet: The IP address range used to allocate Router IDs for each device in
the fabric. Router IDs are loopback interfaces (100.0) for the route protocol peering

between devices.

©® NOTEs

. Subnet, Inband Subnet, and Route ID Subnet values can’t

overlap.

« The maximum allowed prefix length for the Subnet, Inband
Subnet, and Route ID Subnet is 28.
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« For Subnet, Inband Subnet, and Route ID Subnet values,
AmpCon-Campus automatically calculates and displays the
network address based on the IP address and prefix length
you input. For example, if you input 192.168.4.5/22 in the
Subnet field, 192.168.4.0/22 will be displayed.

. If OSPF is selected, enter the following information:

o Area ID: The OSPF area ID allocated to core switches. The default value is 0.0.0.0 and
cannot be changed.

o Subnet: The IP address range used to allocate IP addresses to underlay physical
interfaces.

o Inband Subnet: The IP address range used to allocate IP addresses to interconnection
interfaces of core and access switches.

o Route ID Subnet: The IP address range used to allocate Router IDs for each device in
the fabric. Router IDs are loopback interfaces (100.0) for the route protocol peering

between devices.

® NOTEs
. Subnet, Inband Subnet, and Route ID Subnet values can’t
overlap.

« The maximum allowed prefix length for the Subnet, Inband
Subnet, and Route ID Subnet is 28.

. For Subnet, Inband Subnet, and Route ID Subnet values,
AmpCon-Campus automatically calculates and displays the
network address based on the IP address and prefix length
you input. For example, if you input 192.168.4.5/22 in the
Subnet field, 192.168.4.0/22 will be displayed.

5. Click Next to add switches that form the campus fabric.

2. Adding Switch Nodes

1. In the Collapsed Core section, click + to add core switches. You must select two core
switches.

® NOTEs

« Only online switches (can connect to the AmpCon-Campus server)
can be added to the fabric.

. If a switch is added to a fabric, the switch can’t be added to other

fabrics.
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2.In the Access section, click + to add access switches. You must select at least one access
switch.

3. Optional: To remove a switch, hover over the switch, and then click the remove icon. Then,
click Yes to complete the removal.

Select Campus Fabric Nodes

Collapsed
Core

MO0 f—

O P50
nE17 S
- enline

Access detmlt
UZIIALBLYR

a

PICOS  Select Switches

4. Click Next to add network configurations.

3. Configuring Networks

1. In the Network section, click + Add, and then enter the following information:

« Name: The network name. The name needs to be unique.

« VLAN ID: The VLAN ID of the network. VLAN ID values in different networks can’t be the
same.

- Subnet: Specify the subnet of the network. Subnet values in different networks can’t
overlap.
2. Click Apply to save the network configurations.

You can edit or delete networks as needed.

. To edit a network, locate the network, and then click Edit.

. To delete a network, locate the network, and then click Delete.

Network

MNetwork

Name VLANID Subnet Operation
test_termplate 55 0.50024

test 23 3.1.0/24

3.In the Domain ID field, enter the MLAG domain ID, which is the unique identifier of the
core switch MLAG.

4.In the NAC section, select Enable or Disable to enable NAC server configurations or not.

AmpCon-Campus supports only 802.1X authentication and MAC authentication.

If you selected Enable, add an NAC server by clicking + Add and entering the following
information:

358



. Name: The name of the NAC server.
. Server Address: The IPv4 address of the NAC server.
. Port: The port used to connect to the NAC server. The default value is 1812.

. Shared Secret: The confidential key used for secure communication between the NAC

server and other network devices.

@ Tip
You can add one or multiple NAC servers, and you can edit or delete
these NAC servers.

- To add another NAC server, click + Add again.

- To edit the configurations of an NAC server, locate the NAC server,
and then click Edit.

. To delete an NAC server, locate the NAC server, and then click

Delete.

NAC

Configuration © Enable Disable

Server

Server Name Server Address Port Operation

test E 11 1812

5. In the DHCP Snooping section, select Enable or Disable to enable DHCP snooping or not.
If you selected Enable, add the network where DHCP snooping is enabled.

a. Click + Add.

b. In the Network drop-down list, select a network from all networks that you added in
Step 1.

In the VLAN ID field, the VLAN ID of the selected network is added automatically and
can’t be changed.

O Tip

You can add one or multiple networks for DHCP snooping,
and you can edit or delete these networks.

- To add another network, click + Add again.

- To edit a network, locate the network, and then click Edit.

. To delete a network, locate the network, and then click

Delete.
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DHCP Snooping

Configuration O Enable Disable

Network VLAN ID Operation

test_template 55

6. In the DHCP Relay section, select Enable or Disable to enable DHCP relay or not.

If you selected Enable, add the DHCP relay server and the network where DHCP relay

needs to be enabled .
a. Click + Add.

b. In the Network drop-down list, select a network from all networks that you added in
Step 1.

In the VLAN ID field, the VLAN ID of the selected network is added automatically and
can’t be changed.

c. In the DHCP Server field, enter the IPv4 address of the DHCP server. If a PicOS
switch is used as the DHCP server, you need to enter the Layer 3 IPv4 address of the
DHCP server.

O Tip

You can enable DHCP relay for one or multiple networks, and
you can edit or delete these DHCP relay configurations.

- To enable DHCP relay for another network, click + Add again.

- To edit a DHCP relay configuration, locate the DHCP relay
configuration, and then click Edit.
- To remove a DHCP relay configuration, locate the DHCP relay

configuration, and then click Delete.

DHCP Relay

Configuration © Enable Disabile

DHCP

Network VLANID *  DHCPServer Operation

test_template 55 1 (58]

7. Click Next to allocate connection ports for all selected collapsed core and access

switches.

4. Allocating Ports

1. In the Core tab, click + before a switch, and select ports connected to another core switch

(peer link), access switches, and WAN devices (optional).
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« Allocate two ports connected to the peer core switch.
a. Click a port. In the pop-up window, click Link to Core.

b. Click another port. In the pop-up window, click Link to Core.

©® NOTE

In MLAG fabrics, you can assign only two core switches. For
each core switch, you need to allocate two ports to connect to

the peer core switch.

. Allocate ports connected to all the access switches.
a. Check the Link to Access column to see how many ports need to be allocated.

For example, 0/2 means that you must allocate two ports to connect to two access

switches but now you haven't allocated any port.
b. Click a port. In the pop-up window, click Link to Access.
c. Repeat Step b to allocate all required number of ports.
. If core switches need to connect to a WAN device, allocate ports connected to the WAN
device by clicking a port and then clicking Link to WAN in the pop-up window.
©® NOTEs

- For each core switch, you can allocate at most one port
connected to a WAN device.

. If core switches don’t need to connect to a WAN device, do
not click Link to WAN.

2. Repeat Step 1to allocate ports for the other core switch.

You can also click Apply to All xx Models to apply the port allocation choice to the other
core switch of the same model.

3.In the Access tab, click + before an access switch, and select ports connected to two

core switches.
a. Click a port.
b. In the pop-up window, select a core switch from the Switch SN drop-down list.
c. Click Link to Core.

d. Repeat Step a to c to allocate another port connected to the other core switch.
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e. Check the Link to Core column of all access switches, and ensure that the numbers

are displayed in green, which means all required ports have been allocated.

For example, the Link to Core column changes from 0/2 to 2/2.

......

4. Repeat Step 3 to allocate ports for all the other access switches.

You can also click Apply to All xx Models to apply the port allocation choice to all the

other access switches of the same model.

5. Click Next to confirm the fabric configurations.

5. Confirming Configurations
1. Click a blank space in the canvas to show all links in the topology, and then check whether
the topology is correct.

2. Click each switch, and check fabric configurations in the pop-up window.

©® NOTE

You must check the Status column of each switch and ensure that all
switches are in online status, which means the switches can connect
to the AmpCon-Campus server. Fabric configurations will not be

pushed to offline switches.

Collagsed
------

3. Optional: To check the details of a switch, click Switch Insights in the PICOS pop-up

window. You can see the “Switch” page in a new browser tab.
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©® NOTE

Only when the switch is online, the Switch Insights button can be
clicked.

4. Optional: To connect to a switch from the AmpCon-Campus UI through an SSH session,
click Remote Shell. In the pop-up window, enter the username and password to log in to
the switch.

@ NOTE

Only when the switch is online (can connect to the AmpCon-Campus

server), the Remote Shell button can be clicked.

5. Click Apply to push the fabric configurations to the selected core and access switches.
You are redirected to the “Campus Fabric” page.

The configuration pushing process takes about 10 minutes (depending on the number of
switches in the fabric) to complete.
Verifying the Deployment

To check whether the fabric configurations are pushed to switches successfully, follow these
steps:

1. On the “Campus Fabric” page, locate the fabric, and then click View.

2. Click the Deployment Status button to go to the status page.
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3. Check the Deployment Status column to see whether the status is SUCCEED.
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. If the deployment status of any switch is FAILED, click Log to check more details for

troubleshooting.

©® Example

You might see the error message “Error: Configuration failed on host
xxx: commit;BGP instance is already running; AS is 111; Commit
failed” in the log.

This error message means that the BGP local AS has been
configured on the switch. You need to log in to the switch and delete
these configurations first. Then, redeploy the fabric as described in

Redeploying MLAG Fabrics.

. If the deployment status of any switch is PENDING, the fabric is waiting to be deployed.
. If the deployment status of any switch is RUNNING, the fabric is being deployed.
. If the deployment status of all switches is SUCCEED, the fabric deployment is finished.

Redeploying MLAG Fabrics

If fabric configurations are not pushed to switches due to some reasons, resolve the issues
based on switch logs, and then redeploy the fabric by following these steps:

1. On the “Campus Fabric” page, locate the fabric, and then click View.

2. Click Edit Config to edit the fabric.

3. Click Next until you go to the Confirm section.

4. Check whether all switches in the fabric are in online status, and then click Apply.
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Designing IP Clos Fabrics

IP Clos is a network design architecture commonly used in large-scale campus networking.

The IP Clos fabric architecture provides a scalable and flexible solution for interconnecting

multiple switches in a hierarchical manner, allowing efficient utilization of network resources
and simplified routing.

By using AmpCon-Campus, you can design and manage 5-stage IP Clos fabrics to meet the
increasing network challenges.

©® NOTE

Currently, this feature is for experimental purposes only.

Before You Begin

Adding IP Clos Fabrics
1. Adding a Topology

2. Adding Switch Nodes

3. Configuring Networks

4. Allocating Ports

5. Confirming Configurations
Verifying the Deployment
Redeploying IP Clos Fabrics
What to Do Next

Before You Begin

Before you design IP Clos fabrics, ensure that the prerequisite tasks described in
Prerequisites have been completed.

Adding IP Clos Fabrics

1. Log in to the AmpCon-Campus UI with a user of the SuperAdmin or Admin role.

® NOTEs

« AmpCon-Campus users with the Readonly role can’t view and
configure fabrics.

« AmpCon-Campus users with the Operator role can only view
fabrics but can’t configure fabrics.

2. Click Network Design > Campus Fabric from the navigation bar, and then click + Campus
Fabric.
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You are now redirected to the fabric design page. The fabric design includes the following
processes:

1. Adding a Topology

1. In the Site drop-down list, select a site that you added.

If you didn’t add any sites as described in Adding_a Site, you can select the site default.

2. In the Type section, select IP Clos, which means the fabric you are adding is an IP Clos

fabric.

3. In the Virtualization Technology section, select the virtualization technology used

between core switches to provide redundancy and high availability for downstream
distribution switches.

Currently, only MLAG is supported, and MLAG is selected by default.

When MLAG is selected, the two core switches operate as an MLAG pair. You must
specify the MLAG domain ID in the Domain ID field to identify the MLAG domain uniquely.

4.In the Topology Name field, specify the name of the fabric topology. The name must be
unique.

5. In the Underlay Settings section, enter the following information:

© wooon
Choose Campus Fabric Topology:

Sitn Sebection

Table 1. Underlay Settings Parameters

Parameter Description
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BGP Local The AS base number. Valid ranges are as follows:

AS . 64512 to 65534 (16-bit)
« 4200000000 to 4294967294 (32-bit)
Subnet The IP address range used to allocate IP addresses to

underlay physical interfaces.

Route ID The IP address range used to allocate Router IDs for

Subnet each device in the fabric. Router IDs are loopback
interfaces (100.0) for the route protocol peering
between devices.

® NOTEs

- Subnet and Route ID Subnet values can’t overlap.

« The maximum allowed prefix length for the Subnet
and Route ID Subnet is 28.

« For Subnet and Route ID Subnet values, AmpCon-
Campus automatically calculates and displays the
network address based on the IP address and
prefix length you input. For example, if you input
192.168.4.5/22 in the Subnet field, 192.168.4.0/22
will be displayed.

6. Click Next to add switches that form the campus fabric.

2. Adding Switch Nodes

1. In the Core section, click + to add core switches.

® NOTEs

« Only online switches (can connect to the AmpCon-Campus server)
can be added to the fabric.

. If a switch is added to a fabric, the switch can’t be added to other
fabrics.

« You must add 2 core switches.

Select Campus Fabric Nodes
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2. In the Pods section, click + Add to add pods. A pod is composed of distribution switches

and access switches. You can add one or multiple pods.
poss [+ ]

Pod Name )

Pod1
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PICOS PICOS Select Swiiches

3.In each pod, click + to add distribution switches and access switches.

O NOTEs

- Add at least one distribution switch in each pod.

- If you add only one pod, add at least two access switches in the
pod.

- If you add two or more pods, add at least one access switch in
each pod.

To remove a pod, click the remove icon in the canvas.

Pods

i

Acxem

To remove a switch, hover over the switch, and then click the remove icon. Then, click Yes
to complete the removal.
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4. Click Next to add network configurations.

3. Configuring Networks

1. In the Network section, click + Add, and then enter the following information:
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Table 2. Network Parameters

Paramet Description

er

Name Specify the network name. The name needs to be

unique.

VLANID Specify the VLAN ID of the network. The VLAN ID
needs to be unique with valid ranges from 2 to 3837.

Subnet Specify the subnet of the network. The subnet needs to

be unique.

© NOTE

Subnet values in different networks can’t overlap.

0 Tip

You can add one or multiple networks, and you can edit or delete
these networks.

» To add another network, click + Add again.

. To edit a network, locate the network, and then click Edit.

- To delete a network, locate the network, and then click Delete.

2. In the Other IP Configuration section, you don’t need to do anything. AmpCon-Campus
automatically assigns an Anycast IP address to each switch in the fabric. The Anycast IP
address is a virtual IP used for distributed VXLAN.
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3. In the VRF section, click + Add and add a VRF instance as follows:

O NOTE

You must add at least one but no more than 128 VRF instances.

Table 3. VRF Parameters

Paramete Description
r

Name The name of the VRF instance.

© NOTEs

- The VRF name needs to be a string of 1to 15
case-sensitive characters; spaces are not
supported.

- The VRF name can’t be the same as any
network name.

« The VRF name can contain only letters,
numbers, and special characters (- . _ @ = #).
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« The keywords tunO, lo, mgmt-vrf, default,
ethO, eth1, gretapO, bridgeO, erspanO, bridge,
sit0, pimreg, and ipmr-lo cannot be configured
as VRF names.

- The keywords starting with te, ge, eth, ae, and
xe followed by numbers cannot be configured
as VRF names. For example, test is a valid VRF
name, but te01is not a valid VRF name.

- The keywords starting with vlan followed by any
characters cannot be configured as VRF names.
For example, vlanO or vlan.O is not a valid VRF

name.

Networks The networks to which the VRF belongs. The optional
networks are those you added in Step 1 of this section,

and you can select one or multiple of them.

O NOTE

If all networks have already been bound to VRFs, you

cannot add a new VRF.

0 Tip

You can add one or multiple VRF instances, and you can edit or
delete these VRF instances.

- To add another VRF instance, click + Add again.

. To edit a VRF instance, locate the VRF instance, and then click
Edit.

. To delete a VRF instance, locate the VRF instance, and then click

Delete.

4.In the NAC section, select Enable or Disable to enable NAC server configurations or not.

AmpCon-Campus supports only 802.1X authentication and MAC authentication.

If you selected Enable, add an NAC server by clicking + Add and entering the following
information:
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Table 4. NAC Server Parameters

Parameter Description

Name The name of the NAC server.

Server The IPv4 address of the NAC server.

Address

Port The port used to connect to the NAC server. The

default value is 1812.

Shared The confidential key used for secure communication
Secret between the NAC server and other network devices.
O Tip

You can add one or multiple NAC servers, and you can edit or
delete these NAC servers.

« To add another NAC server, click + Add again.

- To edit the configurations of an NAC server, locate the NAC
server, and then click Edit.

. To delete an NAC server, locate the NAC server, and then click
Delete.

5. In the VNI section, click + Add to add a VNI as follows:

©® NOTEs

« A VLAN can only be bound to one VNI, and a VNI can also be
bound to one VLAN.
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- The number of VNIs that can be added is equal to the number of

Table 5. VNI Parameters

Parame Description

ter

VNI The value of VNI. The available value of VNI ranges from 1
to 16777086.

Networ The VLAN to which you want to bind the VNI. The optional
ks networks are those you added in Step 1 of this section.

0 Tip
You can add one or multiple VNIs, and you can edit or delete these
VNIs.

- To add another VNI instance, click + Add again.
. To edit a VNI, locate the VNI, and then click Edit.
. To delete a VNI, locate the VNI, and then click Delete.

6. In the DHCP Relay section, select Enable or Disable to enable DHCP relay or not.

If you selected Enable, click + Add and add the DHCP relay server and the network
where the DHCP relay needs to be enabled.
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Create DHCP Relay

Mtk + wiand
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Table 6. DHCP Relay Parameters

Paramete Description

r

Network  The network to which the DHCP relay belongs. The
optional networks are those you added in Step 1 of this

section.

VLANID The VLAN ID of the selected network. It is added
automatically and can’t be changed.

DHCP The IPv4 address of the DHCP relay server.

Server

0 Tip
You can enable DHCP relay for one or multiple networks, and you

can edit or delete these DHCP relay configurations.

- To enable DHCP relay for another network, click + Add again.

« To edit a DHCP relay configuration, locate the DHCP relay
configuration, and then click Edit.

- To remove a DHCP relay configuration, locate the DHCP relay

configuration, and then click Delete.

4. Allocating Ports

©® NOTE

The ports allocated must be consistent with the actual physical port
connections. Or else, even though the fabric configurations can be
pushed to switches, the fabric will not work.
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1. In the Core tab, click + before a core switch, and select the ports connected to a core
switch, a WAN device, or distribution switches.

« You need to select the ports connected to distribution switches.
a. Check the Link to Distribution column to see how many ports need to be allocated.
b. Click a port. In the pop-up window, click Link to Distribution.
c. Repeat Step b to allocate the ports connected to all the other distribution switches.
 You need to select the ports connected to another core switch.
a. Click a port. In the pop-up window, click Link to Core.

b. Repeat Step a to allocate the next port connected to another core switch.

O NOTE

For each core switch, you must allocate two ports connected to
another core switch.

. If core switches need to connect to a WAN device, allocate the ports connected to WAN

devices by clicking a port and then clicking Link to WAN in the pop-up window.

O NOTEs

« For each core switch, you can allocate at most one port connected
to a WAN device.

. If core switches don’t need to connect to a WAN device, do not
click Link to WAN.
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2. Repeat Step 1to allocate ports for the other core switches.

You can also click Apply to All xx Models to apply the port allocation choice to the other

core switches of the same model.

3. In the Distribution section of the Pod tab, click + before a distribution switch, and select
ports connected to core and access switches.

a. Check the Link to Core column to see how many ports need to be allocated.

b. Click a port. In the pop-up window, click Link to Core.

c. Repeat Step b to allocate ports connected to all the other core switches.

d. Check the Link to Access column to see how many ports need to be allocated.
f. Click a port. In the pop-up window, click Link to Access.

g. Repeat Step f to allocate ports connected to all the other access switches.

Pod1

Distribution

faeey | Lk o Conaration.

4. Repeat Step 3 to allocate ports for the other distribution switches.
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You can also click Apply to All xx Models to apply the port allocation choice to the other
distribution switches of the same model.

Posd 1
Déstribution

nasteh, bl Lok 8 Corw Uikt Acem

E—

Ll

i,

L)
) W=

5.In the Access section of the Pod tab, click + before an access switch, and select ports
connected to distribution switches.

a. Check the Link to Distribution column to see how many ports need to be allocated.

b. Click a port. In the pop-up window, select a distribution switch from the Distribution
Switch SN list.

c. Click Link to Distribution.

d. Repeat Step b to ¢ to allocate ports connected to all the other distribution switches.

6. Repeat Step 5 to allocate ports for the other access switches.

You can also click Apply to All xx Models to apply the port allocation choice to the other
access switches of the same model.

7. Click Next to confirm the fabric configurations.
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5. Confirming Configurations
1. Click a blank space in the canvas to show all links in the topology, and then check whether

the topology is correct and whether links are displayed in green.

©® NOTEs

- When the ports allocated match the actual physical port
connections, the port connections in the IP Clos fabric are
displayed in green.

« When the ports allocated don’t match the actual physical port
connections, the port connections in the IP Clos fabric are

displayed in gray.

2. Click each switch, and check fabric configurations in the pop-up window.

© NOTE

You must check the Status column of each switch and ensure that all
switches are in online status, which means the switches can connect
to the AmpCon-Campus server. Fabric configurations will not be

pushed to offline switches.
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3. Optional: To check the details of a switch, click Switch Insights in the PICOS pop-up
window. You can see the “Switches” page in a new browser tab.

©® NOTE

Only when the switch is online, the Switch Insights button can be

clicked.
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4. Optional: To connect to a switch from the AmpCon-Campus UI through an SSH session,
click Remote Shell. In the pop-up window, enter the username and password to log in to
the switch.

O NOTE

Only when the switch is online (can connect to the AmpCon-
Campus server), the Remote Shell button can be clicked.
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5. Click Apply to push the fabric configurations to the selected switches. You are redirected
to the “Campus Fabric” page.

Verifying the Deployment

To check whether the fabric configurations are pushed to switches successfully, follow these
steps:

1. On the “Campus Fabric” page, locate the fabric, and then click View.
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3. Check the Deployment Status column to see whether the status is SUCCEED.

. If the deployment status of any switch is FAILED, click Log to check more details for
troubleshooting.
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® Example

You might see the error message “Error: Configuration failed on host
xxx: commit;BGP instance is already running; AS is 111; Commit
failed” in the log.

This error message means that the BGP local AS has been
configured on the switch. You need to log in to the switch and delete
these configurations first. Then, redeploy the fabric as described in

Redeploying IP Clos Fabrics.

. If the deployment status of any switch is PENDING, the fabric is waiting to be deployed.
. If the deployment status of any switch is RUNNING, the fabric is being deployed.
. If the deployment status of all switches is SUCCEED, the fabric deployment is finished.

Redeploying IP Clos Fabrics

If fabric configurations are not pushed to switches for some reason, resolve the issues based

on switch logs, and then redeploy the fabric by following these steps:

1. On the “Campus Fabric” page, locate the fabric, and then click View.

2. Click Edit Config to edit the fabric.

Podl et

3. Click Next until you go to the Confirm section.

4. Check whether all switches in the fabric are in online status, and then click Apply.
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What to Do Next

After the IP Clos fabric is created, if you need to modify the overlay-related configurations
(VRF, VNI, and DHCP relay configurations), you can quickly modify these configurations on

the "Overlay Service Activation" page. For more information, see Provisioning_Overlay_

Services.
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Provisioning Overlay Services

Overlay is a virtual network architecture built on top of an existing physical network
(underlay). Overlay services refer to virtualized network functions or logical layers, which
enable flexible service deployment and network configurations without modifying the

underlying infrastructure.

After you create an IP Clos fabric on the “Campus Fabric” page, if overlay configurations
(VRF, VNI, and DHCP relay configurations) for the IP Clos fabric need to be changed, you
can quickly modify these configurations on the “Overlay Service Activation” page.

After you modify overlay configurations for an IP Clos fabric on the “Overlay Service
Activation” page, these configurations will be directly pushed to switches in the IP Clos

fabric, and you don’t need to redeploy this IP Clos fabric on the “Campus Fabric” page.

©® NOTE
The overlay configurations are used only for IP Clos fabrics.

Prerequisites
Procedure

Prerequisites

You have created IP Clos fabrics on the “Campus Fabric” page.

Procedure

To modify overlay configurations for switches in an IP Clos fabric, follow these steps:

1. Click Network Design > Overlay Service Activation from the navigation bar.

2. Input or select an IP Clos fabric from the Fabric drop-down list.

Overlay Service Activation

Fabrle + ref

3.In the VRF section, click + VRF to add a VRF instance:
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O NOTE

You must add at least one but no more than 128 VRF instances.

Table 1. VRF Parameters

Paramet Description

er

VRF The name of the VRF instance.

Name
® NOTEs

- The VRF name needs to be a string of 1to 15
case-sensitive characters; spaces are not
supported.

« The VRF name can contain only letters,
numbers, and special characters (- . _ @ = #).

« The VRF name can't be the same as any
network name.

« The keywords tunO, lo, mgmt-vrf, defaulit,
ethO, eth1, gretapO, bridgeO, erspanO, bridge,
sit0, pimreg, and ipmr-lo cannot be configured
as VRF names.

« The keywords starting with te, ge, eth, ae, and
xe followed by numbers cannot be configured
as VRF names. For example, test is a valid VRF
name, but te01 is not a valid VRF name.

- The keywords starting with vlan followed by any
characters cannot be configured as VRF names.
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For example, vlanO or vlan.O is not a valid VRF

name.

Network The networks to which the VRF belongs. The optional

s networks are those you added in Configuring Networks,

and you can select one or multiple of them.

© NOTE

If all networks have already been bound to VRFs, you
cannot add a new VRF.

0 Tip

You can add one or multiple VRF instances, and you can edit or
delete these VRF instances.

« To add another VRF instance, click + VRF again.

. To edit a VRF instance, locate the VRF instance, and then click
Edit.

. To delete a VRF instance, locate the VRF instance, and then click
Delete.

4.1In the VNI section, click + VNI to add a VNI:

©® NOTEs

« A VLAN can be bound to only one VNI, and each VNI can be
bound to only one VLAN.

« The number of VNIs that can be added is equal to the number of

networks in the IP Clos fabric.
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Table 2. VNI Parameters

Parame Description
ter

VNI The value of VNI. The available value of VNI ranges from 1
to 16777086.

Networ The VLAN to which you want to bind the VNI. The optional
ks networks are those you added in Configuring Networks.

0 Tip

You can add one or multiple VNIs, and you can edit or delete these
VNIs.

- To add another VNI instance, click + VNI again.
. To edit a VNI, locate the VNI and then click Edit.
. To delete a VNI, locate the VNI, and then click Delete.

5.In the DHCP Relay section, select Enable or Disable to enable DHCP relay or not.

If you selected Enable, click + DHCP Relay and add the DHCP relay server and the
network where the DHCP relay needs to be enabled.
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Table 3. DHCP Relay Parameters

Paramete Description
r

Network  The network to which the DHCP relay belongs. The
optional networks are those you added in Configuring_
Networks.

VLAN ID The VLAN ID of the selected network. It is added

automatically and can’t be changed.

DHCP The IPv4 address of the DHCP relay server.

Server

0 Tip
You can enable the DHCP relay for one or multiple networks, and

you can edit or delete these DHCP relay configurations.

« To enable the DHCP relay for another network, click + DHCP
Relay again.

- To edit a DHCP relay configuration, locate the DHCP relay
configuration, and then click Edit.

- To remove a DHCP relay configuration, locate the DHCP relay
configuration, and then click Delete.

6. Click Apply to push the modified configurations to switches in the IP Clos fabric.

Then, you are redirected to the “Status” page.

O NOTE
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Before clicking Apply, pay attention to the following considerations:

- The VRF section must have at least one configuration.
- The VNI section must have at least one configuration.

. If you select Enable in the DHCP Relay section, this section must
have at least one configuration.

7. Check whether the pushing result is SUCCEED on the “Status” page:

© NOTE

After clicking Apply, the status page might not have data for a short
time. This is because the task record has not been created in the

database, and data will appear after the task record is created.
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. If the deployment status of any switch is FAILED, click Log to check more details for
troubleshooting.

. If the deployment status of any switch is PENDING, the fabric is waiting to be deployed.
. If the deployment status of any switch is RUNNING, the fabric is being deployed.
. If the deployment status of all switches is SUCCEED, the fabric deployment is finished.
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Managing Campus Fabrics

You can manage the added fabrics in the AmpCon-Campus UI, such as redesigning a fabric,

viewing fabric topology and configurations, and deleting a fabric.

Viewing All Fabrics
Deleting a Fabric
Viewing All Fabrics

In the AmpCon-Campus UI, click Network Design > Campus Fabric from the navigation

bar. On the “Campus Fabric” page, you can see all the added fabrics.

Topo

 Campues Fabwic

Table 1. Fabric Metrics

Metric Description

Name The name of the fabric.

Site The site containing the fabric.

Topology Type The type of the fabric, IP Clos or
MLAG.

Date Created The last time when you created the
fabric.

To check the fabric configurations and topology, locate the fabric, click View. Click a blank

space in the canvas, and then the whole topology is displayed.

To check the details of a switch, hover over the switch in the canvas.
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Deleting a Fabric

To delete a fabric, use either of the following ways:
. Deleting through the “Campus Fabric” page
1. On the “Campus Fabric” page, locate the fabric, and then click Delete.
2. Click Yes to confirm the deletion.
. Deleting through the fabric view page
1. On the “Campus Fabric” page, locate the fabric, and click View.
2. On the fabric view page, click Delete.

3. Click Yes to confirm the deletion.
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Managing Switches

After onboarding PicOS switches, you can manage these switches with AmpCon-Campus.

AmpCon-Campus streamline lifecycle management of PicOS switches, helping you increase

network management efficiency and focus on more strategic tasks.

See the following child topics:

* Viewing Managed PicOS Switches

* Managing the Parking Lot

» Uploading and Upgrading PicOS Images

* Returning Merchandise Authorization for Switches
+ Decommissioning Switches

+ Removing Switches

© NOTE

These child topics are applicable to only PicOS switches.

391



Viewing Managed PicOS Switches

You can view managed switches as follows:

Viewing the Switch List

Viewing Telemetry Data of a Switch

Viewing the Parking Lot

Refreshing Switch Hostnames Automatically
Modifying Switch Hostnames Manually
Updating the Switch Mgmt IP Address

Viewing the Switch List

In the AmpCon-Campus UI, click Wired > Switches from the navigation bar. In the PicOS

tab, you can see the list of all managed PicOS switches.

Table 1. Switch Metrics

Metric Description

Syshame The hostname of the switch.

SN/Service Tag The serial number or service tag of the switch.

Model The model of the switch.

Version The version of the switch.

Status The state of the switch. The following states are
supported:

- Imported: The switch is imported to AmpCon-
Campus.

« Provisioning Success: The switch is deployed by
using AmpCon-Campus.

- Configured: After you add a switch configuration,
the switch is in Configured status.

- Staged: After you stage a switch, the switch is in
Staged status.
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- Registered: The switch has registered with
AmpCon-Campus but hasn’t been deployed
completely.

- Provisioning Failed: The switch fails to be
deployed by using AmpCon-Campus.

« DECOM: The deployed switch is
decommissioned (DECOM) when it’s online.

- DECOM-Manual: The deployed switch is
decommissioned (DECOM) when it’s offline.

« RMA: The switch is replaced with another switch
of the same switch model by using Return
Merchandise Authorization (RMA).

VPN IP The IP address of the VPN tunnel established
between the switch and AmpCon-Campus. The

following status icons are supported:

. v:The VPN tunnel between the switch and
AmpCon-Campus is available.
. x: The VPN tunnel between the switch and

AmpCon-Campus is unavailable.

© NoTE

Mgmt IP might be changed. To ensure
uninterrupted connection between AmpCon-
Campus and a switch after Mgmt IP is
changed, OpenVPN is introduced to AmpCon-
Campus.

OpenVPN is an open-source virtual private
network (VPN) solution designed to create
secure, encrypted communication tunnels

over networks.

After a switch is onboarded to AmpCon-
Campus successfully, a VPN tunnel between
AmpCon-Campus and the switch is
established, and a VPN IP, the IP address of
the VPN tunnel, is assigned to the switch.
Later, AmpCon-Campus and the switch will

communicate through the VPN tunnel.
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Mgmt IP The management IP address of the switch. Mgmt
IP is used to connect to AmpCon-Campus.

In the Operation column, you can manage the switch as follows:

« To connect to the switch from the AmpCon-Campus UI through an SSH session, follow
these steps:

1. Click SSH. You can select either Password or SSH Key to access a device in the Select
Authentication section.

a. If you select Password, input the following information:

Table 1. Password Parameters

Parameter Description
s

Username The username to log in to the switch.

O NOTEs

« The value is a string with at most 32
characters. The following characters are
supported:

o Lowercase letters including a to z.
o Uppercase letters including A to Z.
o Digits including O to 9.

o Special characters (_ - .).

- Usernames cannot start with a special
character (_-.).

Password The password of the user.

b. If you select SSH Key, input the following information:
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Table 2. SSH Key Parameters

Paramete Description

r

User The username to log in to the device.

Name
® NOTEs

« The value is a string with at most 32
characters. The following characters are
supported:

o Lowercase letters including a to z.
o Uppercase letters including A to Z.
o Digits including O to 9.

o Special characters (_ - .).

- Usernames cannot start with a special

character (_ - .).

Key The private key generated by using the ssh-
keygen command. Click Upload, find the file
where the private key is saved, and upload it.

Passphras Optional. The password used to protect the
e SSH keys. You can choose whether to specify a
passphrase when generating the SSH keys.

If you do not specify a passphrase when
generating SSH keys, you must leave this field
blank.

For more information about SSH keys, see SSH Key Authentication.

2. Click Apply.

. To check the operation log of the switch, click Device Log.
. To change the system configuration of the switch, click Configuration.
. In the Config View section, you can manage configurations as follows:

o To check the agent configurations, click Agent Config. The agent configurations are

automatically uploaded to the switch during the Zero Touch Provisioning (ZTP) process.

o To check the initial configurations of the switch, click Init Deploy Config. Initial
configurations mean the configurations that are pushed to a switch by AmpCon-
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Campus during the ZTP process.

o To check the latest backup configurations, click Current Config. For more information,

see Viewing_Configurations. If the switch doesn’t have backup configurations, the

configurations generated when you add a switch configuration for the switch are
displayed.

o To back up configurations for the switch, hover your mouse over Config View, and then
click Backup Config. For more information, see Backing Up Switch Configurations.

- To upload configurations of the switch, hover your mouse over Config View, and then

click Upload Config. For more information, see Uploading_Configurations.

O NOTEs

« For switches deployed through ZTP, when you hover your
mouse over Config View, the Agent Config, Init Deploy
Config, Current Config, Backup Config, and Upload Config
are displayed.

« For switches imported to AmpCon-Campus (instead of
provisioned with ZTP), when you hover your mouse over
Config View, the Backup Config and Upload Config are
displayed.

. To replace the switch with another switch of the same switch model, hover your mouse
over Lifecycle Actions, and then click RMA. For more information, see Returning_

Merchandise Authorization for Switches.

. To remove the switch from AmpCon-Campus, hover your mouse over Lifecycle Actions,

and then click Remove. For more information, see Removing _Switches.

« To decommission the switch from AmpCon-Campus, hover your mouse over Lifecycle

Actions, and then click DECOM. For more information, see Decommissioning_Switches.

Viewing Telemetry Data of a Switch

Click a specific switch SN or service tag in the switch list. You can see detailed telemetry

data related to the switch. For more information, see Telemetry Data of a Switch.
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Viewing the Parking Lot

If you provisioned a switch without adding a switch configuration beforehand, the switch will
be in Parking status. The switch in Parking status is not listed on the “Switches” page and
can’t be staged.

In the AmpCon-Campus UI, click Wired > Switches from the navigation bar. On the
“Switches” page, click Parking Lot, and then you can see all switches in Parking status.

For more information, see Managing_the Parking_Lot.

TRESOGOOINE  BSETCHCA T BS54 MESSOSBBEC S MISCEII0EIFIS  HRS0RICKITST

FEIAZIO00te] CHFAH AT 50 JiiW meibias 3 WEOEHEEAST MO H SR

Refreshing Switch Hosthnames Automatically

During the switch lifecycle, switch hostnames might be changed on the switch side.

AmpCon-Campus can retrieve the latest hostnames from managed switches and then
refresh the displayed hostnames in the AmpCon-Campus UL

To refresh switch hostnames, follow these steps:

1. Log in to the AmpCon-Campus UI, and then click Wired > Switches from the navigation
bar.

2. Click Lifecycle Actions, and then select Sync Sysname.
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3. Click Yes.

Modifying Switch Hosthames Manually

In addition to automatically retrieving and displaying the latest hostnames, you can modify
switch hostnames manually. Follow the steps:

® NOTEs

. If you refresh switch hostnames by clicking Sync Sysname and then
modify the switch hostname manually, the manually entered switch
hostname will be displayed in the AmpCon-Campus as the switch
hostname.

« If you modify the switch hostname manually and then refresh switch
hostnames by clicking Sync Sysname, the manually entered switch
hostname will be overwritten by the real hostname that AmpCon-
Campus retrieves from the switch.

1. Log in to the AmpCon-Campus UI, and then click Wired > Switches from the navigation
bar.

2. Locate the switch in the switch list, and then click the hostname of the switch.

3. In the Edit Sysname pop-up window, input a new hostname as needed.

4. Click Apply.
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Updating the Switch Mgmt IP Address

During the switch lifecycle, you might need to change their Mgmt IP addresses, which are
used to connect to AmpCon-Campus. To see the latest Mgmt IP addresses, follow these
steps:

1. Log in to the AmpCon-Campus UI, and then click Wired > Switches from the navigation
bar.

2. Click Lifecycle Actions, and then select Sync Mgmt IP Address.
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3. Click Yes.
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Managing the Parking Lot

During the ZTP process, if you configure the DHCP server before adding a switch
configuration, the switch will go to the AmpCon-Campus parking lot. If you add a switch

configuration before configuring the DHCP server, the switch will go to the “Switches” page.

During the RMA process, after you configure the DHCP server and reboot the switches to be
deployed, these switches will go to the AmpCon-Campus parking lot. You can view and

manage the parking lot.

® NOTE

The DHCP configuration steps for ZTP and RMA are the same. For more

information, see Configuring a DHCP Server.

Procedure
What to Do Next

Procedure
1. In the AmpCon-Campus UI, click Wired > Switches from the navigation bar.

2. In the PicOS tab, click Parking Lot.

3. In the pop-up window, check the switches in the parking lot:

Parking Lot

L Hardware 1D 1P Addresy Muodel Register Count Time In Latest Thme Flag Operation

HWCG25041 1489 TNO0004 DIAABIG-1510-2TAS  192188.118 wITR6 3 602 0Z5-1F24 U318 20251206 15:51:44

Table 1. Switch Metrics

Metric Description
SN The serial number of the switch.

Hardware The Hardware ID of the switch.
ID

400



IP Address The switch IP address used to connect to the
AmpCon-Campus server.

Model The model of the switch.

Register The number of times the switch initiates ZTP
Count authentication with the AmpCon-Campus server.
Time In The time when the switch initiates the first ZTP

authentication with the AmpCon-Campus server.

Latest Time The time when the switch initiates the last ZTP

authentication with the AmpCon-Campus server.

Flag Whether the switch has been investigated.

4. In the Operation column, do the following operations as needed:

. To deploy a switch through normal ZTP, locate the switch, and then click Create Config to

add a switch configuration. For more information, see Preparing_ Configurations for ZTP.

« To confirm whether you have viewed a switch, locate the switch, and then click
Investigated. After you click the button, the value of the Flag column will be "I".

. To remove a switch from the parking lot, locate the switch, and then click Remove.

4. To save all the switch information in the parking lot to a local file, click Export in the top-left

corner.

What to Do Next

After a switch go to the parking lot, you can deploy the switch through ZTP. Or you can

replace a failed switch with the switch through Returning Merchandise Authorization (RMA).
For more information, see the following documents:

. Deploying PicOS Switches through ZTP

- Returning Merchandise Authorization for Switches
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Uploading and Upgrading PicOS Images

By using AmpCon-Campus, you can upload PicOS images, push PicOS images to a single
switch or multiple switches in bulk, check release notes of each PicOS image, upgrade PicOS
on a single switch or on multiple switches in bulk, set the PicOS upgrade time, and manage

upgrade tasks.

You no longer need to visit the FS website to download images or view release notes. Both
upgrades and release notes are available directly within the AmpCon-Campus UI, saving

your time and effort.

You can schedule automatic upgrades during off-peak hours(such as at night or on holidays),
so that your operations will face minimal disruption.

See the following child topics:

* Uploading and Pushing Images
e Upgrading PicOS on Switches
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Uploading and Pushing Images

AmpCon-Campus provides multiple built-in PicOS images, which you can use to deploy
switches.

To deploy a switch with a PicOS image that is not built in AmpCon-Campus, upload the
image and its MD5 file first before you deploy the switch.

By using AmpCon-Campus, you can push PicOS images to a single switch or multiple
switches in bulk and check the release notes of the PicOS image to which you want to
upgrade.

Prerequisite

Uploading Images

Pushing Images

Optional: Checking PicOS Release Notes
Optional: Uploading MD5 Files

Optional: Removing Images

Prerequisite

Click Wired > Wired Profiles in the AmpCon-Campus UI, click the Switch Model tab, and
then check whether the PicOS image to deploy is listed in the Deployed ONIE Image drop-
down list.

. If the image is not listed there, upload the PicOS image and its MD5 file to AmpCon-

Campus as described in the Uploading Images section.

. If the image is listed there, you don’t need to upload the PicOS image and its MD5 file.

Uploading Images

To upload a PicOS image, follow these steps:

1. In the AmpCon-Campus UI, click Resource > Upgrade Management.
2. Click the Switch tab.

3. In the Software section, click Upload.

4. In the pop-up window, upload an image by using one of the following methods:

. Click File, and select a local image file (required) and its MD5 file (optional).
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. Click Link, and enter the image URL (required) and the MD5 file URL (optional).

. Click Latest, and then you can see images classified by PicOS version. You can select one
or multiple images that you want to upload.

You cannot select images that are being uploaded or have already been uploaded to
AmpCon-Campus.

© NOTE

Before you upload images in the Latest tab, ensure that the following
requirements are met:

« You have completed the global system configuration, and the
license portal is configured correctly. For more information, see
Adding_a Global System Configuration.

« AmpCon-Campus can connect to the Internet.
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4. Click Upload.

Pushing Images

You can push PicOS images to one or multiple switches. The pushed images are located in
the /home/automation directory on the switch side.

To push a PicOS image to switches, follow these steps:

1. In the AmpCon-Campus UI, click Resource > Upgrade Management.
2. Click the Switch tab.
3. In the Software section, select the PicOS image that you want to push.

4.In the Switch section, select one or multiple switches, and then click Push Image.
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4.1In the pop-up window, click Push Image.

Optional: Checking PicOS Release Notes
To check the release notes of the PicOS image to which you want to upgrade, follow these

steps:

1. In the AmpCon-Campus UI, click Resource > Upgrade Management from the navigation
bar.

2. Click the Switch tab.
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3.In the Software section, click Upload.

Software
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3.In the Upload Image pop-up window, click Latest.

O NOTE

To check release notes in the Latest tab, ensure that the following

requirements are met:

« You have completed the global system configuration, and the
license portal is configured correctly. For more information, see
Adding_a Global System Configuration.

« AmpCon-Campus can connect to the Internet.

4. Locate the PicOS image version to which you want to upgrade, and hover your mouse over
the question mark icon.

Then, in the pop-up window, you can see the release notes of the PicOS image, including
new features, changes, and fixed issues of the PicOS image.
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5. Optional: To see the complete release notes of the PicOS image, click the hyperlink in the
Full Release Notes section.
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Optional: Uploading MD5 Files

An MD?5 file is used to verify the completeness of the corresponding PicOS image. If the
MDS5 file is not uploaded when you upload the PicOS image, AmpCon-Campus will not verify

the completeness of the PicOS image when it installs the PicOS image.

To upload an MDS5 file for a PicOS image, follow these steps:

1. In the AmpCon-Campus UI, click Resource > Upgrade Management.

2. Click the Switch tab.

3.In the Software section, locate the PicOS image, and then click Upload MD5.

Software
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3. Upload the MD?5 file by using either of the following ways:

. Click File, and select the MD5 file.

. Click Link, and enter the URL of the MD5 file.

4. Click Upload.

Optional: Removing Images

S Updete Time
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1. In the AmpCon-Campus UI, click Resource > Upgrade Management.

2. Click the Switch tab.

3. In the Software section, locate an image, and then click Delete.
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3. Click Yes.
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Upgrading PicOS on Switches

By using AmpCon-Campus, you can upgrade PicOS on a single switch or on multiple

switches in bulk, set the PicOS upgrade time, and manage upgrade tasks.

Upgrade Procedure

Optional: Managing Upgrade Tasks
Checking Upgrade Tasks

Executing an Upgrade Task Immediately
Canceling Upgrade Tasks

Editing Upgrade Tasks

Checking Logs for a Failed Upgrade Task
Deleting an Upgrade Task

Deleting Multiple Upgrade Tasks

Upgrade Procedure
1. In the AmpCon-Campus UI, click Resource > Upgrade Management.
2. Click the Switch tab.

3.In the Software section, select the PicOS image to which you want to upgrade.

4. In the Switch section, select one or multiple switches whose platforms are compatible

with the image you select, and then click Upgrade.

4. Optional: In the Upgrade pop-up window, click or drag upgrade scripts to the Scripts

section. The upgrade scripts will run automatically after the upgrade task is completed.

©® NOTEs
« You can upload one or multiple scripts, but one of the uploaded
scripts must be named post-xorplus.

- For the content of the script named post-xorplus, it must follow the
syntax rules of the script language you use. See the following

example:
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#1/bin/bash

sudo echo "123\n" >> /home/automation/test cc.txt
sudo echo "456" >> /home/automation/test cc.txt
sync

5. In the Schedule Type section, select whether you want to upgrade immediately or

upgrade at a specified time.

. Upgrade Now: Upgrades PicOS immediately.
. Schedule Upgrade: Upgrades PicOS at a specified time.

If you select this schedule type, select the upgrade time in the Upgrade Time section.

© NOTE

You cannot select a time point earlier than the current system

moment. The system time is set to the UTC+0 time zone.

6. Click Upgrade.

Optional: Managing Upgrade Tasks

Checking Upgrade Tasks

To check all the upgrade tasks, follow these steps:

1. In the AmpCon-Campus UI, click Resource > Upgrade Management from the navigation
bar.

2. Click the Switch tab.

3. In the Switch section, click Upgrade Task. Then, you can see detailed information about

all the upgrade tasks.

® NOTEs

« Each switch can have only one upgrade task in the To be
Executed state.

- For a switch that has an upgrade task in the To be Executed state,
if you create a new upgrade task, the previous task will be deleted,

and the new one will be displayed in the upgrade task list.
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Table 1. Upgrade Task Metrics

Metrics

Upgrade

time

Completion
Time

Sysname
IP address

Switch SN

Description

The upgrade time of the upgrade task, which is set to
the UTC-0 time zone.

The completion time of the upgrade task, which is set
to the UTC-0 time zone.

For the upgrade tasks waiting to be executed, the
completion time is blank. For the canceled upgrade
tasks, the completion time is the time when the task is

canceled
The hostname of the switch in the upgrade task.
The IP address of the switch in the upgrade task.

The serial number of the switch in the upgrade task.
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State The execution status of the upgrade task.

- To be Executed: The upgrade task is waiting to be
executed.

« Running: The upgrade task is in progress.

« Success: The upgrade task is completed
successfully.

- Failed: The upgrade task fails. The PicOS version of
the switch will keep the version it had before the

upgrade task.

- Cancel Upgrade: The upgrade task is canceled.
The PicOS version of the switch will keep the

version it had before the upgrade task.

Image The revision number of the PicOS image to which you

Version want to upgrade.

Executing an Upgrade Task Immediately

In the Upgrade Task pop-up window, locate an upgrade task, and then click Upgrade Now.

©® NOTE

You can only immediately execute the upgrade task whose state is To be

Upgrade Task
0 Note
Edit: Applicable to tasics that have not been esecubed
Cancel Upgrade: Applicable to tasks that have not been executed
Delete: Applicable bo tasks that have been canceled, successfully upgraded, or failed to upgrade
Upgrade Time Completion Time Sysname 1P Address Switch SN State Image Version Oparation
2025-10-08 09:30011 PICOS -] 018 65FDCBD34180 4 60E/1929b7EE6
B 20252009 17:30:00 FICOS a 010 65FDCE034181 TobeEmeouted | 450ENTITOTEBE :

10/ page

Canceling Upgrade Tasks

In the Upgrade Task pop-up window, select upgrade tasks, and then click Cancel Upgrade
in the top.

©® NOTE

You can only cancel the upgrade task whose state is To be Executed.
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Upgrade Task %
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Editing Upgrade Tasks

In the Upgrade Task pop-up window, select upgrade tasks, and then click Edit in the top. If
you select multiple upgrade tasks, their scheduled times will all be modified to the time you

set.

® NOTEs

« You can only edit the upgrade task whose state is To be Executed.

« In the Edit pop-up window, the Upgrade Time is blank by default. If
you click Apply without selecting a time, the upgrade task will be

executed immediately.
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Checking Logs for a Failed Upgrade Task

To check reasons for a failed upgrade task, use one of the following methods:
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. In the Switch section, locate the switch whose upgrade task failed, and then click Log to
see more details for troubleshooting.
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. In the Upgrade Task pop-up window, locate the failed upgrade task, and then click Log to
see more details for troubleshooting.
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Deleting an Upgrade Task
In the Upgrade Task pop-up window, locate an upgrade task, and then click Delete on the
right.

©® NOTE

You can delete only the upgrade task whose state is Success, Failed, or
Cancel Upgrade.
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Deleting Multiple Upgrade Tasks

In the Upgrade Task pop-up window, select these upgrade tasks, and then click Delete in
the top.
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Returning Merchandise Authorization for Switches

AmpCon-Campus supports Returning Merchandise Authorization (RMA), which means

replacing a switch with another switch of the same switch model.

When the hardware of a switch fails and is replaced with a new switch, you can RMA to
install or upgrade PicOS on the new switch and push configurations to the new switch
through AmpCon-Campus. In this way, you can seamlessly manage the new switch with
AmpCon-Campus.

RMA Workflow
Configuration Rules
Before You Begin
RMA Procedure
What to Do Next

RMA Workflow
« For white-box switches
During the RMA process, AmpCon-Campus deploys PicOS on the new switch based on

the Deployed ONIE Image setting in the switch model configuration. For more

information, see Configuring Switch Models.

Then, AmpCon-Campus configures the new switch based on the backup configuration file
or uploaded configurations of the old switch (the switch to be replaced). For more
information about backup and uploaded configuration files, see Backing_Up and Restoring_

Configurations.

® NOTEs

To ensure that the PicOS versions on the new switch and the old

switch are the same, use one of the following ways:

- Before the RMA process, ensure that the Deployed ONIE Image
of the related switch model is the same as the PicOS version on
the old switch.

- After the RMA process, if the PicOS version on the old switch is
higher than the PicOS version on the new switch, upgrade the new
switch. For more information, see Uploading_and Upgrading PicOS

Images.

. For integrated hardware and software PicOS switches

During the RMA process, AmpCon-Campus configures the new switch based on the

backup configuration file or uploaded configurations of the switch to be replaced.
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Configuration Rules

During the RMA process, AmpCon-Campus configures a new switch based on the following

configuration rules:

1. If the switch to be replaced doesn’t have backup configuration files marked with the
GOLDEN_CONFIG tag, the backup configuration file marked with the GOLDEN_CONFIG
tag is used to configure the new switch.

2. If the switch to be replaced doesn’t have backup configuration files marked with the
GOLDEN_CONFIG tag but has other backup configuration files, the latest backup
configuration file is used to configure the new switch.

3. If the switch to be replaced doesn’t have backup configuration files but has uploaded
configurations, the uploaded configurations are used to configure the new switch.

4. If the switch to be replaced doesn’t have backup configuration files and uploaded
configurations, the RMA process will fail. In this case, back up or upload configurations

first, and then start the RMA process again.

Before You Begin
Before you start the RMA process, ensure that the following prerequisites are met. Or else,

the RMA process will fail.

1. In the DHCP configuration file (/etc/dhcp/dhcpd.conf) of the DHCP server, add the
configurations for the new switch. Then, reboot the new switch. For more information, see
Step 2 and Step 3 of Configuring.a DHCP Server.

The new switch will go to the AmpCon-Campus parking lot after the DHCP server is
configured and the new switch is rebooted.

2. Check whether the hardware ID of the new switch is included in any imported AmpCon-
Campus licenses. For more information, see Viewing AmpCon-Campus Licenses.

If the hardware ID of the new switch is not included in any imported AmpCon-Campus
licenses, you must import an AmpCon-Campus license to AmpCon-Campus. For more

information, see Importing Licenses for Deployed Switches.

3. Ensure that the switch to be replaced is in Provisioning Success or Imported status and
has backup configuration files or uploaded configurations. For more information about
switch status, see Viewing_the Switch List.

4. Ensure that the new switch is up and has the same switch model as the switch to be

replaced.

RMA Procedure

1. In the AmpCon-Campus UI, click Wired > Switches from the navigation bar. On the

“Switches” page, you can see a list of managed switches.
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2. Locate the switch to be replaced, and then click Lifecycle Actions > RMA.

3. In the Switch RMA pop-up window, input the following information:

Table 1. RMA Parameters

Parameter Description
Staged Toggle it on to stage the new switch.
© NoTE

The new switch can be deployed successfully
only when you stage it.

SN The serial number (SN) of the new switch.

System The system configuration applicable to the new
Configuration switch.

O NOTE

Pay attention to the following points. Or else,
the RMA process will fail.

« Ensure that the Device Default Login User
and Device Default Password on the
“System Configuration” page are correct and
can be used to log in to the new switch.

« Ensure to check whether AmpCon-Campus
can connect with the License Portal through
the entered License Portal URL, License
Portal User, and License Portal Password.
For more information, see Checking_License

Portal Connectivity.

« Ensure that the uploaded Security Config
File and Parking Security Config File don’t
contain wrong configurations.
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4. Click Apply.

After the RMA process is completed successfully, the new switch will replace the old switch

on related AmpCon-Campus pages.

What to Do Next
After the RMA process, do the following operations:
. Complete physical connections for the new switch

If the old switch was used for MLAG or IP Clos fabric deployment, the new switch will
replace the old switch in the physical network. The underlay configurations will be
automatically pushed to the new switch after RMA, and thus you don’t need to re-deploy
the physical network in the AmpCon-Campus UL

However, you must complete physical connections for the new switch based on the
topology and link information on the fabric page. For more information, see Designing_
MLAG Fabrics and Designing IP Clos Fabrics.

©® NOTE

If you don’t complete physical connections for the new switch
based on the topology and link information on the fabric page, the

physical network and related logical networks will not work.

. Check RMA results

Click Wired > Switches from the navigation bar. On the “Switches” page, check whether
the old switch is in RMA status and whether the new switch is in Provisioning Success

status.

® NOTEs

. If the new switch fails to be deployed, the status will be displayed
as Provisioning Failed. In this case, check the Before You Begin

section to ensure that you have completed all the prerequisites. In
addition, check the selected system configuration to ensure that
the system configuration is correct. AmpCon-Campus will retry
deploying the new switch automatically.

. If the new switch is not staged and the switch is in Configured
status on the “Fabrics” page, click Stage on the “Switches” page

to stage the new switch. Then, the new switch will be deployed.
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Decommissioning Switches

You can decommission (DECOM) a deployed PicOS switch to revoke the PicOS license and
configurations from the switch. The decommissioned switch will not be managed by
AmpCon-Campus.

©® NOTEs

« The imported switches can’t be decommissioned. But after an imported
switch is upgraded, the switch can be decommissioned.

« The switches in RMA status can’t be decommissioned.

« The decommissioned switches are still displayed in the switch list. To
remove the switches from the list, see Removing_Switches.

Procedure
To DECOM a switch, follow these steps:
1. In the AmpCon-Campus UI, click Wired > Switches from the navigation bar.

2. In the PicOS tab, locate the switch, click Lifecycle Actions, and then select DECOM.

3. Click Yes to confirm the deletion.
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4.1In the PicOS tab, check whether the decommissioned switch is in DECOM or DECOM-
Manual status.

. DECOM: The deployed switch is decommissioned (DECOM) when it’s online.

. DECOM-Manual: The deployed switch is decommissioned (DECOM) when it’s offline. In

this case, the configurations pushed by AmpCon-Campus are not cleared successfully.
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Removing Switches

You can remove a deployed or imported switch from AmpCon-Campus. The switch will be
removed from the AmpCon-Campus database and thus not be displayed in the AmpCon-

Campus UL

©® NOTEs
« Removing a switch doesn’t revoke the PicOS license and configurations
from the switch.

- The switches in Provisioning Success status can’t be removed. To
remove a switch in Provisioning Success status, RMA or
decommission (DECOM) the switch first to change the switch status,

and then remove the switch.

Procedure
To remove a switch, follow these steps:

1. In the AmpCon-Campus UI, click Wired > Switches from the navigation bar.
2. In the PicOS tab, locate the switch, click Lifecycle Actions, and select Remove.

3. Click Yes to confirm the deletion.
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4. In the PicOS tab, check whether the switch is removed from the switch list.
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Configuring Switches

After you onboard PicOS switches, you can use switch templates or configuration templates

to configure these switches, minimizing errors and simplifying configuration processes.

See the following child topics:

« Switch Templates
« Configuration Templates

©® NOTE

These child topics are applicable to only PicOS switches.
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Switch Templates

After onboarding PicOS switches, you can use switch templates to satisfy general switch

configurations through a full graphical interface.

You can provide parameter values for each input field in a switch template and select the
switches to be configured. The configurations mapping these parameters will be pushed to

the selected PicOS switches automatically by AmpCon-Campus.

Switch templates make it easy to apply the same configurations to switches across one or

multiple sites, making the configuration process more efficient and streamlined.

See the following child topics:

« Adding Switch Templates
« Managing Switch Templates
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Adding Switch Templates

You can configure switches by adding a switch template and applying it to switches in one or
multiple sites.

O NOTE

Currently, the S3000 series switches (S3410 and S3270) are not
supported by this feature.

Prerequisites
Guidelines

Procedure
1. Specifying the Template Application Scope

2. Adding Switch-Related Configurations
3. Adding Management-Related Configurations
Verifying Template Application Results

Prerequisites

Ensure that the prerequisite tasks described in Prerequisites have been completed.

Guidelines

Read the following guidelines before you add a switch template:

. All the following configurations in the Adding_Switch-Related Configurations and Adding_

Management-Related Configurations sections are optional.

Add only the configurations that you need to the switch template. AmpCon-Campus will

apply only the added configurations to associated switches.

- Applying a switch template will not impact existing switch configurations done through
other methods other than AmpCon-Campus switch templates.

For example, static routes on associated switches are enabled through switch CLI. After
some time, you apply a switch template to disable static routes. Then, static routes on
associated switches are still enabled.

. If you apply multiple switch templates to a switch, the newly applied template will

overwrite the template previously applied to the selected switches.

For example, you apply a switch template to disable static routes. After some time, you
apply another switch template to enable static routes. Then, static routes on associated

switches are enabled by AmpCon-Campus.

. If configurations in a switch template have conflict with existing configurations on a

switch, the switch template will fail to be applied to the switch.
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In this case, check error messages and logs in the AmpCon-Campus UI, resolve the
conflicts on the switch, and then reapply the switch template to the switch.

.« Switch template configurations can be applied to only switches that are connected to the
AmpCon-Campus server.

Procedure

To apply a switch template to switches, follow these steps:

1. Click Network Design > Switch Templates from the navigation bar.
2. Click + Template.

3. In the pop-up window, enter the switch template name, and then click Apply. The
template name needs to be unique.

Create Template

e

Then, the switch template configuration page appears, where you need to configure the
template as follows:

1. Specifying the Template Application Scope

Specify one or multiple switches to which this switch template will be applied. Follow these
steps:
1. In the Template Application Scope section, click Assign Template.

2. In the Assign Template pop-up window, locate the Switches section, and then click +
Switch.

Assign Template X

test-xfx

Switches Assanicated with the Templats
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3.In the Select Switches pop-up window, select one or multiple switches to apply this

switch template, and then click Apply.

Select Switches

Sysname i

PICOS 123456789ABCE
PICOS ABCD12345678
MCos DAASOBALATAD

Mgt 1P
[ )
G manid

© wanie

Madel Shte i
571254 dnfaust
AS4625-54P defaut
AS4625-54P dufaut

Configration Template iy
template_test01
(L
13083 tems 1 10/ page
. Shee

4. Check the associated switches that you selected in the switch list.

To remove a switch from the associated switch list, locate the switch, and then click

Delete.
Assign Template

test-xfx

Switches Assosicated with the Template

Sysname : SN

PICOS 123456TA9ABCE

oS ABCDAZ345678

5. Click Apply.

2. Adding Switch-Related Configurations

t Mgmtip
© a0

[ 1T

|ET12,54x Sttt

AS4625-54P Setmill

In the Switch section, add switch-related configurations:

1. Add networks to the template. A network is a named VLAN ID.

a. In the Network section, click + Network.
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b. In the pop-up window, specify the name and VLAN ID of the network, and then click
Apply.

Table 1. Network Parameters

Parameter Description

Name The name of the Layer 3 VLAN interface.

© NOTEs

« The name needs to be unique and
needs to be a string of 1to 11 case-

sensitive characters.

- The value can contain only letters,
numbers, and supported special
characters (-. _ @ = #).

« The name can’t be duplicate with the
VRF Name value in the VRF section.

VLANID The VLAN identifier.

The VLAN ID needs to be unique. Valid values
range from 2 to 4094.

c. Optional: To add multiple networks, click + Network.

2. Add VRF configurations to this template. By using VRF, you can divide a switch into
multiple virtual routing instances, effectively isolating the traffic within the network.

You are recommended to use VRFs in network segments where traffic isolation and
overlapping IP address spaces are required.

a. In the VRF section, click + VRF.

Create VRF *
WRF Name * testvil

Hetwark + B test-ianiz2) test-lan2(23)

b. In the pop-up window, specify the VRF name, select one or multiple networks

associated with the VRF, and then click Apply.
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Table 2. VRF Parameters

Parameter

VRF Name

Network

Description

The name of the VRF that you want to create.

©® NOTEs

The VRF name can’t be the same with

the Name value in the Network section.

A switch supports a maximum of 128
VRFs.

The VRF name is a string of 1to 15 case-
sensitive characters.

The VRF name can contain only letters,
numbers, and supported special
characters (- . _ @ = #). Spaces are not
supported.

The keywords tunO, lo, mgmt-vrf,
default, ethO, ethl, gretapO, bridgeO,
erspanO, bridge, sitO, pimreg, and
ipmr-lo cannot be configured as VRF
names.

The keywords starting with te, ge, eth,
ae, and xe followed by numbers cannot
be configured as VRF names. For
example, test is a valid VRF name, but
teO1is not a valid VRF name.

The keywords starting with vlan followed
by any characters cannot be configured
as VRF names. For example, vlanO or

vlan.O is not a valid VRF name.

The Layer 3 interface name that you just created.

You can select one or multiple Layer 3 interface

names.

By binding Layer 3 VLAN interfaces to different

VRFs,

the system segregates the IP routing

table, ARP table, hardware forwarding table, and

host hardware forwarding table of different VRFs

in edge devices.
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© NOTEs
« Only networks that you added in Step 1

are listed here.

- The Layer 3 VLAN interface is in the
default VRF if not explicitly bound to any
VRF.

c. Optional: To add multiple VRFs, click + VRF.

3. Add Network Time Protocol (NTP) configurations to this template. NTP is used to
synchronize the clocks of the switch and other hardware devices on the Internet.
a.In the NTP Server IP field of the NTP section, enter the IPv4 address of the NTP server.

® NOTEs

- The route between the NTP server and the NTP source

interfaces needs to be reachable.

« The NTP Server IP value needs to be unique.

VRF

VRF Name Metworks Operation

test-vian{22)

test-vrf
st test-vian2(23)

NTP

NTP Server IP 12

213

DNS

DNS Server I

Static Route

Configuration Enable (®) Disable

O5PF

Configuration Enable (*) Disable

b. Optional: To add multiple NTP servers, click +. To remove a NTP server, click -.

4. Add Domain Name System (DNS) configurations to this template for dynamic domain
name resolution.
a. In the DNS Server IP field of the DNS section, enter the IPv4 address of the DNS
server.

©® NOTE

The DNS Server IP value needs to be unique.
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NTP

NTP Server IP - i 12

DNS
DNS Server [P - - 15
- .15
Static Route
Configuration Enable (¢ Disable
OSPF
Configuration Enable (#) Disable

b. Optional: To add multiple DNS servers, click +. To remove a DNS server, click -.

5. Add static route configurations to this template.

© NOTE
A switch can use static routes in the following cases:

. It doesn't have a route with a better (lower) preference value.
. It can't determine the route to a destination.

- It needs to forward packets that can't be routed.

a. In the Static Route section, click Enable or Disable to enable or disable static routes.
b. If you click Enable, click + Static Route to add a static route.
c. In the pop-up window, specify the destination and next hop of the static route, and

then click Apply.

@ NOTEs

- The destination needs to be unique and in IPv4 format.
- For the same destination, next hop values can’t be duplicate.

- For different destinations, next hop values can be duplicate.

Create Static Route x
Deestination + o e0v24
Next Hop + NG 1.5, 00 5. 1.6, ea.1.7
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Table 3. Static Route Parameters

Parameter Description

Destination  The destination IPv4 address and the prefix
length. For example, 192.168.4.5/22.

The valid prefix length ranges from 1to 32.

© NOTE

For the Destination values, AmpCon-Campus
automatically calculates and displays the
network address based on the IPv4 address
and the prefix length you input. For example, if
you input 192.168.4.5/22, 192.168.4.0/22 will be
displayed.

Next Hop The next-hop IPv4 addresses.

You can add one or multiple next-hop

addresses, separated by commas.

d. Optional: To add multiple static routes, click + Static Route.

6. Add Open Shortest Path First (OSPF) configurations to this template. OSPF is a link-state
routing protocol used to determine the best path for forwarding IP packets within an IP
network. OSPF divides a network into areas to improve scalability and control the flow of
routing information.

a. In the OSPF section, click Enable or Disable to enable or disable OSPF configurations.
b. If you click Enable, click + OSPF to add an OSPF entry.

c. In the pop-up window, specify OSPF parameters, and then click Apply.

Static Rout Create OSPF

1PwdyPrefuden 11124

ArealD 235

I+ CPSPFI Area Type Sty

Port Profile Application
+ Port Profile Application
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Table 4. OSPF Parameters

Parameter Description

IPv4/Prefixle The network prefix and prefix length in IPv4

n format.

Click + to add more IPv4/Prefixlen.

© NOTE

For the IPv4/Prefixlen values, AmpCon-
Campus automatically calculates and
displays the network address based on the
IPv4 address and the prefix length you input.
For example, if you input 192.168.4.5/22,
192.168.4.0/22 will be displayed.

Area ID The ID of the OSPF area.

© NOTEs

. The area ID can be in IPv4 format or
an integer ranging from O
t0 4294967295.

« The area ID needs to be unique.

Area Type The type of the OSPF area. Values are Stub,
NSSA, and Default.

« Stub: An OSPF stub area is a special type
of OSPF area designed to optimize routing
efficiency by blocking external route
advertisements while maintaining internal
and inter-area connectivity.

« NSSA: A Not-So-Stubby Area (NSSA) is a
special OSPF area type that combines
features of Stub areas and standard areas,
allowing limited external route redistribution
while blocking most external LSAs.

. Default: The default area in OSPF (also
called standard area) refers to a non-

specialized OSPF area that permits all
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types of LSAs (Type 1-5) without
restrictions.
© NoTE

If the Area ID that you entered is
0.0.0.0 or 0, only Default can be
selected as the Area Type.

d. Optional: To add multiple OSPF configurations, click + OSPF.

7. Add port profiles. A port profile contains a set of port-related configurations to be applied

to switch ports.

O NOTE

AmpCon-Campus provides a built-in port profile named Default.
Click View to check whether the profile meets your needs.

a. In the Port Profile section, click + Port Profile.

b. In the pop-up window, enter the following information, and then click Apply.

Create Port Profile *®

Prafile Mame « ety

Port Enable. ) Enable Dizatile

Description

lan22
Spared. L
ok Enable (%) Disabie
Storm Control ® Enable  Dissbie
Type * B eroascast [ Multicast [ Ueicast
Control Method PRS (=) Ratic L

Table 5. Port Profile Parameters

Parameter Description
Profile Name The name of the port profile.

O NOTEs
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Port Enable
Description

Port Mode

Port VLAN

Trunk VLAN

- The name needs to be unique.
« The profile name needs to be a string
of 1to 32 case-sensitive characters;

spaces are not supported.

Enables or disables the associated ports.
Optional. The description of the port profile.

The port mode used to connect with the

associated switches, Access or Trunk.

« Access: Access ports typically connect to
network devices, such as PCs, printers, IP
phones, and IP cameras. In this mode, the
ports can be in only one VLAN.

« Trunk: Trunk ports typically connect to
other switches, APs, and routers on the
LAN. In this mode, the ports can be in
multiple VLANs and can multiplex traffic
between different VLANS.

The native VLAN ID to which the port

belongs.

O NOTEs

« You can select only one VLAN ID.

+ You can select the VLAN ID 1, which
is a system-defined VLAN ID. Or you
can select one of the VLAN IDs that
you added in the Network section.

The VLAN ID of the trunk interface that allows
frames from multiple networks (named VLAN

IDs) to pass.

© NOTEs

« The section is available only when
you have select the Trunk mode.

« You can select one or multiple VLANs

by using either of the following ways:
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o To select all VLAN IDs ranging from
2 to 4094,

click the All VLAN check box.
o If Al VLAN is not selected, you can

select

VLAN IDs from the drop-down list
below the All VLAN check box.

» In the drop-down list, you can select
the VLAN ID 1, which is a system-
defined VLAN ID. And you can also
select the VLAN IDs that you added

in the Network section.

Speed The port speed. Values are Auto, 10M, 100M,
1G, 2.5G, 5G, 10G, 25G, 40G, and 100G.

« Auto means setting the port to work in the
auto-negotiation mode. In the auto-
negotiation mode, both ports of a link
negotiate any rate supported by the two
switches.

« Selecting a specific speed value means
manually specifying the speed value. For
example, selecting 10M means the port
speed is set to 10 MB/s.

O NoTE

Only 10G RJ45, 5G/2.5G RJ45, and 1G
RJ45 ports support selecting the auto-

negotiation mode.

For other port types, even though you
select Auto, the port speed will be set
to the supported maximum speed of
each port after the switch template is
applied.

For more information, see set interface

gigabit-ethernet speed.

PoE Enables or disables the associated ports to

support Power over Ethernet (PoE).
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O NoTE

Ensure that the selected switches
support PoE. PoE configurations will not
be applied to the switches without PoE
support. For more information, see

Configuring_PoE.

Storm Control Enables or disables storm control to actively
prevent packet proliferation and maintain the
performance of the VLAN. For more

information, see Storm Control in Ethernet

Port Configuration.

Type The packet types (broadcast, multicast, or
unknown unicast packets) dropped
automatically when the traffic exceeds the
traffic level that you specified in the Control

Method section.

Values are Broadcast, Multicast, and
Unicast. You can select one or multiple

packet types.

Control The method of storm control.

Method Values are PPS, Ratio, and Kbps. You need to

specify the traffic level triggering the dropping

of packets as follows:

« When you select PPS, you can see the
Packet Count per Second field. Enter a
value ranging from 0 to 30000000.

« When you select Ratio, you can see the
Percentage of Physical Link field. Enter a
value ranging from 0 to 100, which means
the rate of ingress traffic on the physical
port. The value is the percentage of the
physical link speed.

- When you select Kbps, you can see the
Kilobits per Second field. Enter a value
ranging from O to 10000000.

O NOTEs
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« For these three triggering methods, if
the value is set to O, it means that
data packets are not allowed to pass.

« For the platform of Trident4-X9
(switch model S6860-24CD8D), if
you select PPS and enter O as the
Packet Count per Second value, the
value will be automatically changed to
1 when the configuration is pushed to

associated PicOS switches.

c. Optional: Click + Port Profile to add more port profiles.

8. Add a port configuration application to the template. A port configuration application

associates a port profile with switch ports.

® NOTEs

- A switch port can be associated with only one port profile.
- Each port profile can be associated with one or multiple switch

ports.

a. Click + Port Profile Application.

Create Port Profile Application *
Ports + o1 g0 112

Port Prafile * tesst

b. In the pop-up window, enter the port profile name and one or multiple port names to

apply the port profile, and then click Apply.

Table 6. Port Configuration Application Parameters

Parameter Description
Ports The port names to apply the port profile.
©® NOTEs
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« Valid port names are in ge-x/x/x, te-
X/X[X, ge-x/x/x, or xe-x/x/x format.

« You can enter one or multiple port
names.

Example: ge-1/1/1, ge-1/1/2-10

Port Profile The port profile name.

c. Optional: Click + Port Profile Application to associate more port profiles with switch
ports.

3. Adding Management-Related Configurations
In the Management section, add management-related configurations:
1. Add switch local users for device management purposes.

a. Click + Local User.

b. In the pop-up window, input the username, user level, and password of the switch
user, and confirm the password. Then, click Apply.

Table 7. Local User Parameters

Parameter Description
Username The name of the user.
O NOTEs

« The value is a string with at most 32
characters. The following characters are
supported:

o Lowercase letters including a to z.
o Uppercase letters including A to Z.

o Digits including O to 9.
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o Supported special characters (_ - $).
The character $ can only be placed at
the end of the string.

« Usernames can start with an uppercase

letter, a lowercase letter, or the special
character ().

User Level The permission level of the user. Read-only or

SuperAdmin.

Read-only: Gives view-only or read-only

permissions to a user.

SuperAdmin: Gives all permissions to a user.

Password The password for the user.

The value is a string with at least 6 characters.
The following characters must be included in
each password:

- Lowercase letters including a to z.

« Uppercase letters including A to Z.

« Digits including O to 9.

- Supported special characters (@ #$ % !.).

© NOTEs
- The value is a string with at least 6
characters.

« The following characters must be
included in each password:

o Lowercase letters including a to z.
o Uppercase letters including A to Z.
o Digits including 0 to 9.

o Special characters (@ # $ % ! .).

Confirm The same as the value entered in the
Password Password field.

c. Optional: Click + Local User to add more users.

2. Add login banner messages to the template.
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a. In the Banner before Login section, add a login banner message that you want users

to see before they log in to a switch. You can enter up to 20 lines.

b. In the Banner after Login section, add a login banner message that you want users to

see after they log in to a switch. You can enter up to 20 lines.

Example: “Warning! This switch is managed by AmpCon-Campus. Do not make any CLI

changes.”

Management

Local User

Usemame User Level Operation

Login Banner

Banner before Lagin  Weloame tolog in to this switch

Banner atter Login Warning! This switch s managed by
AmpCon-Campus. Da not make any
€L changes.

Idle Timeout (in Minutes)

Idie Timecut

3. In the Idle Timeout field, enter the maximum number of minutes that a remote shell

session can be idle. When this limit is reached, users are logged out.
Valid values range from 0 to 20000.

4. Click Apply to complete the switch template addition.

Verifying Template Application Results

Verify whether a switch template is applied successfully, follow these steps:

1. On the “Switch Templates” page, locate the switch template, and then click Template

Deployment Status.

Switch Templates

0 0550814 42R18

2. In the Deployment Status column of the pop-up window, check whether the switch

template is applied to each listed switch.

« Success: The switch template is applied to a switch successfully.

« Running: The switch template is being applied to a switch.
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- Pending: The applying switch template process is pending and will begin after some time.

. Failed: The switch template fails to be applied to a switch.

Template Deployment Status

ot - gt 1P e Dhepiommens Statis Opueration
]
]
]

3. If the status is Failed, click Log to see more details for troubleshooting.

® NOTEs
- If the status is Running, the switch template can’t be edited or
deleted.

- Switch template configurations can be applied to only switches
that are connected to the AmpCon-Campus server.

- If a switch is displayed with a x icon in the Mgmt IP column, it
means that the switch is not connected to the AmpCon-Campus

server. You need to resolve the connection issue first.

441



Managing Switch Templates

After you add switch templates, you can manage switch templates efficiently in the AmpCon-

Campus UL

Viewing or Editing Switch Templates
Copying a Switch Template
Downloading a Switch Template
Importing a Switch Template
Deleting a Switch Template

Viewing or Editing Switch Templates

Click Network Design > Switch Templates from the navigation bar. On the “Switch

Templates” page, you can see all the added switch templates.

. To view detailed configurations of a switch template or edit a switch template, locate the

template, and then click View.

. To edit a switch template, locate the template, and then click View. Modify the template

configurations, and then click Apply.

Switch Templates

:

Copying a Switch Template

2 ® B ¥ # ©
3 4 8 @ B

To copy a switch template, follow these steps:

© NOTE

This operation will not copy the associated switches in the Template

Application Scope section. In the new switch template, you need to

specify the template application scope.

1. Locate the template, and then click Copy on the “Switch Templates” page.

2. Enter a new name in the Template Name field. The name needs to be unique.
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3. Click Apply.

Downloading a Switch Template

To download a switch template, locate the template, and then click Download on the “Switch

Templates” page.

Switch Templates
e
a e S CresteTime ® | Openton
:‘" [ RN ][] [ —e——

2055062002567 View Copy Dowriosd Template DeploymentStates  Delete

0506 FVOESETT View Copy  Downioes

070819 0420 View Copy Diowrinsd Tem

OE-08-19 (40028 View Copy Dpwrinss Tempiste Deployment States  Deel

e =2 o e o =2

050819 DTS View Copy Daownlosd Template Deployment States  Delete

Importing a Switch Template
To import a switch template to AmpCon-Campus, follow these steps:

1. Click Import on the “Switch Templates” page.

2. In the pop-up window, click JSON Template to download a template JSON file, and then
modify the file as needed.

3.In the Template Name field, enter the name of the switch template.

4.1In the Config File section, upload the modified JSON file by dragging and dropping it here
or clicking Choose File.

Import Config

0 Mote: Only the
Download Template & JS0K Templaie
Template Name + tests

Config File +
B

Divag and drop & configg file to this srea or
ciick Choose Flie bowpload it

5. Click Apply.
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Deleting a Switch Template

To delete a switch template, locate the template, and then click Delete on the “Switch
Templates” page.

©® NOTE

After you delete a switch template, if the switch template has been
applied, the configurations in the switch template are not deleted from
applied switches.

Switch Templates

uuuuu e Ciperation

005-00- 2000056 D
R HOTINLP

005.00- 20005629

(] OO0 19040430

0050019040025

mo_emgty RO IPOTATI
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Configuration Templates

After onboarding PicOS switches, you can use configuration templates to push specific

configurations that can’t be pushed through switch templates.

AmpCon-Campus provides pre-built CLI commands in a hierarchical way in the user
interface. You can create configuration templates with different CLI commands. When
pushing configurations to PicOS switches, select the configuration templates containing the
required CLI commands, and select the switches to be configured. Then, these CLI

commands will be run on the selected PicOS switches automatically.

You can also back up and restore configurations for disaster recovery, or compare
configurations for troubleshooting or auditing.

See the following child topics:

« Adding Configuration Templates

» Pushing Configurations to Switches

« Managing Configuration Templates

* Managing General Configurations

« Comparing Running Configurations with Initial Configurations
o Comparing Running or Backup Configurations

« Backing Up and Restoring Configurations

445



Adding Configuration Templates

AmpCon-Campus provides pre-built CLI commands in a hierarchical way in the user

interface. You can create configuration templates with different CLI commands.

When deploying a PicOS switch to onboard it for AmpCon-Campus management, you must

add a switch configuration with a configuration template.

After onboarding PicOS switches, when you push configurations to these PicOS switches,
you can select one or multiple configuration templates to increase switch configuration
pushing efficiency and reliability.

Procedure

What to Do Next

Procedure

To add a configuration template, follow these steps:

1. In the AmpCon-Campus UI, click Wired > Config Templates from the navigation bar.

2. In the New Template tab, input the following information:

B save
N+ | s 3

Deser
Model 554810 _30p
Version  450F

Action  Canfig

CLITree

v [3 protocols

v [3 system

v [3interface

v [poe

v [Jalias

v [ dlass-of-service
v [ firewall

v Dip

v Dvians

v Dxovs

v [ |3-interface

v [3routing

» [2 mac-map

v [ racemac

v O Ip-source-guard
v [ ipvé-source-guard

Table 1. Template Fields

Parameter Description

Name The name of the configuration template.

Descr Optional. The description of the configuration
template.
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Model

Version

Action

The switch model that is applicable to the
configuration template.
© NoTE

The CLI commands displayed in the CLI
Tree section are different for different
switch models.

The PicOS version that is applicable to the
configuration template.
© NoTE

The CLI commands in the CLI Tree section

are different for different PicOS versions.

Select Config or Delete.

O NOTE

If Config is selected, the commands in the
CLI Tree section are in set type. If Delete
is selected, the commands in the CLI Tree

section are in delete type.

3. Optional: Click Update CLI Tree to refresh the CLI tree. The CLI commands in the CLI

Tree section will be refreshed automatically.

4.In the CLI Tree section, add one or multiple CLI commands to the configuration template

by clicking the plus icon. The selected CLI commands will appear on the right.

To remove a CLI command from the configuration template, click the icon x.

O NOTE

Ensure that a configuration template contains at least a command

with variables. Or else, you will fail to push configurations to

switches with this configuration template and fail to add a switch

configuration with this configuration template.

In the following screenshot, because you select Config in the Action drop-down list, the

complete command is set protocols lidp med-tlv-select extended-power-via-mdi

<extended_power_via_mdi>.
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<extended_power_via_mdi> is the variable that requires you to input when you push

configurations to switches or add a switch configuration.

[ o o e o

5. Click Save.

What to Do Next
« Adding Switch Configurations

. Pushing Configurations to Switches

. Managing_Configuration Templates
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Pushing Configurations to Switches

After onboarding PicOS switches, you can use configuration templates to push specific
configurations that can’t be pushed through switch templates.

Prerequisite
Procedure
Verifying Pushing Status and Logs

Prerequisite

- Ensure that the prerequisite tasks described in Prerequisites have been completed.

. Ensure that you have created the configuration templates with the required CLI

commands. For more information, see Adding Configuration Templates.

Procedure
To push configurations to one or multiple PicOS switches, follow these steps:

1. In the AmpCon-Campus UI, click Wired > Config Templates from the navigation bar.

2. In the Push Config tab, select a folder in the left panel, and then click + Create to create a
configuration node. The node will be displayed under the folder.

O® NOTEs

- A configuration node represents a configuration file.

« AmpCon-Campus provides a built-in root folder named configs.

After you add configuration nodes, these nodes can also be used

as folders.

Create Config *

Name + test-ufxl

3. In the pop-up window, enter the configuration node name and its description (optional).
4. Click Apply.

5. Click the configuration node that you just created, and click Edit.
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6. Add configurations to be pushed to switches by using either of the following ways:

. Enter the CLI commands manually. This method is not recommended because manual CLI

commands might lead to human errors.

. Use the configuration templates that you created before:
a. Click Generate Config.
b. Select a configuration template file from the drop-down list. You can also click the plus

icon to add multiple configuration template files.

Generate Config

[Sdeclshe Template S3270-24TM-P-Terplate

c. Click Next, and then enter the value for each variable.

Generate Config *®

53270-24TM-P-Template

wlan id * 1 -]

wlan name * defaltl L]

| I

d. Click Save.
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7. Click Save to save this configuration node, or click Save As to generate a new
configuration node with these added configurations.

A A s Bt

.....

8. Click Push Config, and then select the PicOS switches to be configured.

You can select specific switches in the Config Switch tab or select a group in the Config
Group tab. For how to add a group or manage PicOS switches in a group, see Managing_

Groups.

9. Click Apply to start the configuration pushing.

Verifying Pushing Status and Logs

To verify whether the configurations are pushed to each switch successfully, follow these

steps:

1. Click Wired > Config Templates from the navigation bar.
2. Click the Push Config tab. In this tab, click Push Config Logs.

3.In the pop-up window, locate the configuration pushing task related to the configuration
node, and then click Task List.

© NOTEs

« A task name is ended with the related configuration node name.
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- To check the configurations included in a configuration node, click
Config Content.

. To mark a task as read, click Mark As Read.

Push Config Tasks Log ®

Tk Mame S st 0 Y CemateUser T Creste Tima sy

02601 2HOTTTT 6417 test WS Running admin H026-01-26 022708 Mark s R

0060126 C0:H606 I test & Firistent s, 0360136022606 e As Rt
20040123 00:00: 14 B4 7458 -rolback_detaslt Firisted admin. 60123 D0ELS Mark As R
HB01-2I01SFA0MTES rolback defusl Firisted aimin. 036-01-FI 015540 Mk As B
DO06-01-2001:50: 17066487 rolback, defasit Firintedt acimin. 036-01-20%:58:17 [
HHE-H1-FI0T ST AT ATH TP croliback defucit Firdsbed sl 036-01-FI015T4T e s

000-01-22 1021 00T U -met Firished acmin H036-01-72 1110 sk s Rt

L7 of Titems 1 10 g

4.In the Task List pop-up window, check whether the pushing status is Success.

If the pushing status is not Success, click Push Log to check more pushing details for
troubleshooting.

Task List *
™ m End Time Operation
GASROLVD01900 Sweess Fi20Jn M2602O04GMT  Puohlon
GASROLVD00417 Success  Fril23Jan M6 020002GMT  Pushlog
HWCG250505 1720M00001 Fri, 23 Jam X026 Q200342 GMT PushLog
WWCGIS0S05 1T20N00006.  Swccess i 20 Jan NZ6QROBSIGMT  Pushlog
WWCGIS0505 1720M00016.  Swccess i 20 Jan 26 QROAORGMT  Pushlog
GRS 13INOOO04S pra ey Fri, 23 Jam 2006 020414 GMIT Pushlog
HWCGAUIZS5TAN0SS.  Success  Fii 20 MOSOZOAZ0GMT Pty
HWCG24112 Success Fri, 23 Jam 20026 Pushlog
HWCG2806296358N00008  Swccess  Fii23 i N60POATIGMT  Pushilig
HWCG2006296358M004F  Swccess  Fii 23 o N60POAIBGMT Pty
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Managing Configuration Templates

You can manage all the added configuration templates as follows:

Viewing or Editing a Configuration Template
Removing a Configuration Template
Viewing or Updating Pre-Built Templates
Copying a Configuration Template
Exporting a Configuration Template
Exporting All Configuration Template
Adding a Label to a Configuration Template

Uploading a Local Configuration Template

Viewing or Editing a Configuration Template
To view or edit a configuration template, follow these steps:

1. In the AmpCon-Campus UI, click Wired > Config Templates from the navigation bar.
2. Click the Template List tab.

& Uplosd Ternplate * - Show Pre-bult Temphates

Template Mame Descriptian Create Time O ™ Operation
it 00508 4308 24:24
R 0230424 08:20:17

S1mT1 2005 04 2) 044333

3. Locate a switch, and then click View Template.

4. To view a configuration template, select the format for viewing the template in the pop-up
window. Then, you can see the template configurations.

View/Edit Template

Rame ZTP-X0241223 Deseription Template Files

setvians vian-id ([ vian_id ] vian-name [{ vian_name ]}
Template Variable

=
5. To edit a configuration template, click Edit in the pop-up window, and then click Save.

Removing a Configuration Template

To remove a configuration template, follow these steps:

1. In the AmpCon-Campus UI, click Wired > Config Templates from the navigation bar.

2. Click the Template List tab. In this tab, locate a switch, and then click Remove Template.
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3. Click Yes to confirm the deletion.

Viewing or Updating Pre-Built Templates

To view or update pre-built configuration templates, follow these steps:

1. In the AmpCon-Campus UI, click Wired > Config Templates from the navigation bar.

2. Click the Template List tab. In this tab, do the following operations as needed:

. To view the pre-built templates, click Show Pre-built Template.

. To refresh the pre-built template list, click Update Pre-built Template.

M Tempiate Ternpiate List Push Contg Temgiate Verity Cong Archise DY Conty Backup

B o | 3 Ut e et | Shcm et oot ‘_)l

Tempiate Harma. S 7 Cwcripmen Sv CreseTee i v Cpenaton

Copying a Configuration Template

To copy a configuration template, follow these steps:

1. In the AmpCon-Campus UI, click Wired > Config Templates from the navigation bar.
2. Click the Template List tab. In this tab, locate a switch, and then click Copy.

3. Enter the name for the copied template and a description (optional).

4. Click Apply.

Exporting a Configuration Template

To export a configuration template, follow these steps:

1. In the AmpCon-Campus UI, click Wired > Config Templates from the navigation bar.

2. Click the Template List tab. In this tab, locate a switch, and then click Export.
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Exporting All Configuration Template
To export all configuration templates, follow these steps:

1. In the AmpCon-Campus UI, click Wired > Config Templates from the navigation bar.

2. Click the Template List tab. In this tab, click Export All Template.
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Adding a Label to a Configuration Template

To add a label to a configuration template, follow these steps:

1. In the AmpCon-Campus UI, click Wired > Config Templates from the navigation bar.

2. Click the Template List tab. In this tab, locate a switch, and then click Tag Management.

3. In the pop-up window, enter the name of the tag.

4. Click Add.

5. Click Apply.

Uploading a Local Configuration Template

To upload a local configuration template, follow these steps:

1. In the AmpCon-Campus UI, click Wired > Config Templates from the navigation bar.
2. Click the Template List tab. In this tab, click Upload Template.

3. In the pop-up window, enter the name of the configuration template and the template
description (optional).

4. Click or drag a .txt template file to upload it.

5. Click Upload.
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Managing General Configurations

You can view, edit, or delete the configuration nodes that you created as described in
Pushing_Configurations to Switches.

Viewing or Editing a Configuration Node
Deleting a Configuration Node
Viewing or Editing a Configuration Node
1. In the AmpCon-Campus UI, click Wired > Config Templates from the navigation bar.

2. In the Push Config tab, click the configuration node that you want to view or edit. You can
see the CLI commands in the right panel.

To edit a configuration node, click Edit, modify the CLI commands included in the node,
and then click Save.

[ & emeem

Deleting a Configuration Node

1. In the Push Config tab, click the configuration node that you want to delete.

2. Click Delete, and then click Yes to confirm the deletion.
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Comparing Running Configurations with Initial Configurations

You can compare running configurations with initial configurations on the same switch.

. Initial configurations

Configurations that you selected when you add a switch configuration, including the
global configuration file and the configuration template

- Running configurations

Configurations that are currently running on the switch

© NOTE
This feature doesn’t support the following scenarios:

- Comparing configurations on two different switches.
« Comparing configurations on imported switches.

« Comparing configurations on disconnected switches (switches
can’t connect with the AmpCon-Campus server).

Prerequisites

« Check the VPN IP column on the “Switches” page, and ensure that the switch to compare

is connected to the AmpCon-Campus server.
o V: The switch is connected to the AmpCon-Campus server.

o X: The switch is not connected to the AmpCon-Campus server.

e o 9 9

R R R &
i

. Check the Status column, and ensure that the switch to compare is not in Imported
status.

After you replace an imported switch with a new switch through RMA, the new switch is

shown as Provisioning Success. However, you still can’t compare running configurations

with initial configurations on this new switch.

This is because the new switch is configured through the backup configuration file or

uploaded configurations of the imported switch during the deployment process, instead of

creating a switch configuration.
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Procedure
1. In the AmpCon-Campus UI, click Wired > Config Templates from the navigation bar.

2. In the Template Verify tab, click Select in the SN field.

O NOTE

Ensure that the selected switch is online, which means the switch is
not connect with the AmpCon-Campus server.

3.In the pop-up window, select the switch to compare.

4. In the Template field, click Select.

5. In the pop-up window, select the global configuration file and the configuration template
that you pushed to the switch during the initial switch deployment process. Then, click
Apply.

ANZSIT
OB DP TR FLGHKE SVRT S TidmynQF NBGVETPIBOVEHwS™
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6. In the SN drop-down list, select Running Config(set format) or Running Config(all set
format).

. Running Config(set format): Displays configurations as the show | display set command
result in the switch.
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- Running Config(all set format): Displays configurations as the show all | display set

command result in the switch.

S AATS5ATIING0Z Terrgiste bmds10 Runeieg Config

© et system login wser admle avthentication peblic.=** bey
o st system login user admls suthestication peblic.*** rype "ssd-res” Bunning Corfigiuet format

Then, you can see differences between the running configurations and the initial

configurations on the switch.
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Comparing Running or Backup Configurations
You can compare running configurations or backup configurations on one switch or on
different switches.
- Running configurations
Configurations that are currently running on a switch.
. Backup configurations

Configuration files that were backed up as described in Backing Up Configurations.

Procedure

1. In the AmpCon-Campus UI, click Wired > Config Templates from the navigation bar.

2. In the Config Archive Diff tab, click Select in the first SN section. In the pop-up window,
select a switch.

3. In the first Select Config drop-down list, select Running Config or a backup configuration
file.

® NOTEs

- For offline switches (switches are not connect with the AmpCon-
Campus server), do not select Running Config. This is because
AmpCon-Campus can't retrieve the current configurations from
the offline switch.

- If no backup configuration files are displayed, create a new
backup configuration file. For more information, see Backing_Up_

Configurations.

4.1In the second SN section, click Select. In the pop-up window, select another switch.
5. In the second Select Config drop-down list, select a running configuration file or a backup

configuration file.

Then, you can see configuration differences as follows:
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Backing Up and Restoring Configurations

For the PicOS switches managed by AmpCon-Campus, you can automatically back up
configurations at a specific interval and time or manually back up configurations. In addition,
you can restore configurations based on a backup configuration file for disaster recovery.

Backing Up Configurations
Backing Up Configurations Automatically

Backing Up Configurations Manually
Checking Backup Configuration Files
Rolling Back Configurations

Optional Operations
Uploading Configurations

Viewing Configurations

Viewing Backup Logs

Backing Up Configurations

Backing Up Configurations Automatically

To back up configurations for switches periodically and automatically, follow these steps:

©® NOTEs

- For a switch deployed through ZTP, if Backup Config is not selected in
the Option Post-Deployed section when you add the switch
configuration, the automatic backup will not work for this switch. You
can manually back up configurations for this switch.

« For a switch imported to AmpCon-Campus, the automatic backup is
enabled by default. You don’t need to configure the switch configuration
for this switch.

1. In the AmpCon-Campus UI, click Wired > Config Templates from the navigation bar.

2. Click the Config Backup tab. In this tab, set the automatic backup interval and time:

i
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. Interval Days: The interval in days between each backup.
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. Hours: The time (a specific hour) when a backup is started.

3. Click Save. Then, AmpCon-Campus will automatically back up configurations at the
specific interval and time.

Backing Up Configurations Manually

1. In the AmpCon-Campus UI, click Wired > Config Templates from the navigation bar.

2. Click the Config Backup tab. In this tab, manually back up configurations for a single
switch or all switches in a switch group:

. To back up configurations for a single switch, locate the switch, and then click Backup
Config.

. To back up configurations for all switches in a switch group, select the switch group from
the Group Name drop-down list, and then click Backup Config.

To add a new switch group, see Adding_a Switch Group.

g kel i oy ot v a2 time 2200

Checking Backup Configuration Files

To check whether the backup configuration file for a switch is created successfully, follow

these steps:

1. In the Config Backup tab, locate the switch, and then click Archive List.

2. In the pop-up window, check whether the backup configuration file is displayed in the

archive list.
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In the archive list, you can do the following operations if needed:

. To check the details in a backup configuration file, click Config.

- To mark a backup configuration file with the Golden Config tag, click Set Golden Config.
Only one backup configuration file can be marked with Golden Config.

® NOTEs

« The maximum number of backup configuration files that you can
create is determined by the Config Backup Number value in the
global system configuration. For more information, see Adding_a
Global System Configuration.

« The backup configuration files marked with Golden Config are

used for switch RMA. For more information, see RMA Workflow.

. To delete a backup configuration file, click Delete.

. To add or delete tags for a backup configuration file, click Tag Management. The added
tags will be displayed in the Tags column.

Rolling Back Configurations

To restore configurations based on a backup configuration file, follow these steps:

1. In the Config Backup tab, locate the switch, and then click Archive List.

2. Locate the back configuration file, and then click Rollback Config.

Archive List

Snapshot Time Type Tags Operatian

HRFIF1ITATE 23 :

H25-12-16 722911 L23

HP5-1219 Z224:0 (b1 k]

3. In the Commit Wait Time field of the pop-up window, set the wait time in seconds.

The default value is 10. The value needs to be an integer ranging from 10 to 240.

@ NOTE
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In some cases, AmpCon-Campus can’t access switches. After you
click Apply in the pop-up window, if AmpCon-Campus still can’t
access the switch after the specified Commit Wait Time, the

Rollback Config

‘Commit Wait Time (5« w0

4. Click Apply.

Optional Operations

Uploading Configurations

You can upload a local switch configuration file to AmpCon-Campus. After you upload the
configuration file, the uploaded configurations can’t be pushed to the switch. These
uploaded configurations can be pushed to only the new switch during the RMA process. For
more information, see RMA Workflow.

To upload local configurations for a switch, follow these steps:

1. In the Config Backup tab, locate the switch, and then click Upload Config.
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2. Select a .boot file containing switch configurations, and then upload the file.

Viewing Configurations

Each time you back up configurations for a switch, AmpCon-Campus will collect all the
configurations from the switch and display these configurations in the Configuration pop-up
window. The uploaded configurations are also displayed in the Configuration pop-up

window.

To view these configurations, follow these steps:
1. In the Config Backup tab, locate the switch, and then click Config.
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2. In the Configuration pop-up window, check the configurations as follows:

10.8.0.222 Configuration

o Hpmat

FHORP Confguration Fie, v LY
Lt comeit ThoDiec 1B 05 M0 0TS by adwsn'y’

Viewing Backup Logs
To view backup logs of a switch, follow these steps:

1. In the Config Backup tab, locate the switch, and then click Device Log.

2. In the pop-up window, check whether the backup is successful. The message “Retrieve
config success” indicates a successful backup.

HWCG25041 14857HOD00Y Logs c o=

2075-12-09 0340 20: Task: Endlof Depoyed - Result: Succeia

2075-12-09 034026 Task: [chargn suto Sln flag] = Ret: Saxemss
0251247 0200 Retrbeve condy seccm
20751217 0204 12: Cong deploy sucosed
20251217 0204 14: Retrieve coNSE Success

2075-12-17 D3 A150: Retiieve conlg St
20751247 034159 Conig daploy succsed
20751217 03AZ0L: Retrieve corkg pcee

20751217 045150 Retrieve contg seccess
20241217 0451:53: Conivg deploy succeed
2075-12-17 0&:5155: Retrieve conlig e

2075-12-17 04 52.35: Retrieve conky wecce
20751217 04:52:36: Conig saploy suceaed

20251217 045239 Retrbeve condy secces |
20231222 08040 Retrieve contg seccess a
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Running Ansible Playbooks for Automation

Ansible is an open-source tool to automate configuration management, application
deployment, and task automation. Ansible uses the simple, declarative language written in
YAML, which is called playbook, to automate your tasks. You declare the desired state of a
local or remote system in your playbook. Ansible ensures that the system remains in that

state.

AmpCon-Campus offers the picos_config Ansible module to interact with managed devices,
making it easy to automate tasks such as configuring interfaces, VLANSs, and managing

security settings. The picos_config module is included in the AmpCon-Campus server.

By using AmpCon-Campus, you can write, run, and schedule Ansible playbooks on managed
PicOS switches and added Linux servers, reducing manual work, eliminating configuration

errors, and improving network management efficiency.

See the following child topics:

o Examples for Ansible Playbooks
« Running Playbooks

e Adding Other Devices

* Managing Ansible Jobs

« Viewing Playbook Scheduling

* Troubleshooting

©® NOTEs

. For more information about Ansible, see Getting started with Ansible.

« For the workflow of running Ansible playbooks with AmpCon-Campus,

see Ansible Automation Workflow.
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Examples for Ansible Playbooks

Ansible modules are code or binaries that Ansible copies to and executes on each managed

device to accomplish the action defined in each Ansible task.

AmpCon-Campus offers the picos_config Ansible module to interact with managed switches.
The picos_config module, included in the AmpCon-Campus server, makes it easy to

automate tasks such as configuring interfaces, VLANs, and managing security settings.

Before you run Ansible playbooks on managed switches, write playbooks based on the

following configuration examples, which are supported by the picos_config Ansible module.

O NOTE

This topic only shows playbook examples for managed switches with
PicOS installed.

- To run Ansible playbooks on Linux servers that you added, write
playbooks based on playbook syntax described in Using Ansible

playbooks.
« For the workflow of using Ansible playbooks on AmpCon-Campus, see

Ansible Automation Workflow.

- For detailed steps of writing, importing, and running playbooks on
AmpCon-Campus, see Running_Playbooks.

Syntax Examples
Running Linux Shell Commands

Showing Switch Configurations or Status
Modifying Switch Configurations
Loading Configurations in a Configuration File
Using Variables in a Playbook
Real-World Example: Automating VLAN Configurations
Related PicOS References

Syntax Examples

Running Linux Shell Commands

To run Linux shell commands in managed switches, use the shell mode.

Playbook YAML Example:

- name: Shows uptime info for all switches
hosts: all

tasks:

- name: Shows uptime info for all switches
picos_config: mode='shell' cmd='uptime'
register: exec_result

- name: Show execution result

O ~JO U DNWN B
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9 debug: var=exec_result.stdout_lines

This playbook example runs the Linux shell command uptime under the Linux shell mode to
show the current time, the time since the system and processes started, the number of
logged-in users, and the average time of system load in the last 1 minute, 5 minutes, and 15

minutes.

Replace the command in the emd field with any other Linux shell command to meet your
needs.

After you run this playbook, check the playbook execution result in the AmpCon-Campus UL
For how to check playbook execution results, see Managing_ Ansible Jobs.

Task Results

Result Output

TASK [Show execution result] **=****#*2=+*
SN: 65FDCBD34181, Status: OK
details:
(
" ansible_no_log™: null,
" ansible_verbose_always": true,
“changed": false,
"exec resultstdout lines":[
"02:47:11up 4 days, 23:33, 2 users, load average: 0.11,0.08,0.09" I

}
LAY REC AP ##+ % #4554 ma b a4 b e 408 £ 800 LB E 48R LS4 AA R R RS R AR SRS AR s s R e b a s e h e
SN[65FDCBD34181): OK=2 CHANGED=0 UNREACHABLE=0 FAILED=0

Showing Switch Configurations or Status

To show configurations or status of managed switches, use the cli_show mode.

Playbook YAML Example:
1 -
2 - name: Show Version info of all switches
5 hosts: all
4 tasks:
5 - name: Show version of switches
6 picos_config: mode='cli_show' cmd='show version'
7 register: exec_result
8 - name: Show execution result
9 debug: var=exec_result.stdout_lines

This playbook example runs the PicOS command show version under the operation mode
to show switch version information. Replace the command in the emd field with any other

Linux shell command to meet your needs.

After you run this playbook, check the playbook execution result in the AmpCon-Campus UL
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Result

JSON STANDARD OUT
“admin@PICOS5> ",
“Execute command: show version’,
“Copyright : Copyright (C) 2009-2025 Pica8, Inc. All Rights Reserved?,
“Model 1 AS5812 54X,
"Software Version 1 4.6.0E/9cPdabd 021",
"Software Released Date  : 04/14/2025",
“Serial Number :65FDCBD34181°
"System Uptime : 4 day 23 hour 38 minute”,
“Hardware ID s License Type :Uninstalled”,
“Device MAC Address : Oc:0e: 7d:f4:00:01",
“admin@PICOS="

1
1

Modifying Switch Configurations

To modify configurations of managed switches, use the cli_config mode.

Playbook YAML Example:

1 oo

2 - name: Enable Global Config

3 hosts: all

4 tasks:

S

6 - name: Enable Global Config

7 picos_config:

8 mode: 'cli_config'

9 cmd: >

10 set ip routing enable true;

11 set protocols 1lldp enable true;

12 set system services ssh idle-timeout 60;
13 set system inband enable true;

14 set system timezone "America/Los_Angeles";
15 register: exec_result

16

17 - name: Show execution result

18 debug: var=exec_result.stdout_lines

This playbook example runs the following PicOS commands under the configuration mode.
Replace the commands in the emd section with any other PicOS commands to meet your

needs.

After you run this playbook, check the playbook execution result in the AmpCon-Campus UL

Result
JSON | STAN
adMin@PICOSH

"Execute command: set protocols lldp enable true”,

"The same value is set to node \"protocols lldp enable\,
"admin@PICOS# ",

"Execute command: set system services ssh idle-timeout 60!,

"The same value is set to node \'system services sshidle-timeout\™,
"admin@PICO5# ",

"Execuite command: set system inband enable true”,

“The same value is set to node \'system inband enable\",
"admin@PICO5# ",

"Execute command: set system timezone \"America/Los_Angeles\"",
"The same value is set to node \'system timezone\",
"admin@PICOS# ",

"Execute command: commit",
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Loading Configurations in a Configuration File

To load configurations from a configuration file into an Ansible playbook, use the config_load

mode.
Playbook YAML Example:
1 -
2 - name: Deploy services
3 hosts: all
4 tasks:
5 - name: Transfer the script
6 copy: src=set_global.conf dest=/home/admin/setconfigl.conf force=ye
7
8 - name: Activate the configuration
9 picos_config: mode='config_load' cmd='/home/admin/setconfigl.conf"'
10 register: exec_result
11
12 - name: Show execution result
13 debug: var=exec_result.stdout_lines

This playbook example contains a syntax to copy the commands in the set_global.conf file
(the file you added in the AmpCon-Campus UI) to the local /home/admin/setconfigl.conf
file on the switch side. When you run the playbook on one or multiple switches, the copied

commands will be loaded and then executed on these switches.

After you write the playbook.yml file, ensure to click Add File to add the set_global.conf file.
Ansible Playbook

Name Description

1 |[set ip routing enable true
2 set protocols 1lldp enable true

1 set system services ssh idle-timeout &8
= Ex testd 4 set system inband enable true
[ playbookyml 5 set system timezone “America/Los_Angeles”

The set_global.conf file contains the following commands. Replace the commands with any

other PicOS commands to meet your needs.

set ip routing enable true

set protocols 1lldp enable true

set system services ssh idle-timeout 60
set system inband enable true

set system timezone "America/Los_Angeles"

au DNwuN e

After you run this playbook, check the playbook execution result in the AmpCon-Campus UL
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Result

JSON | STANDARDOUT

_admin@PICOSH
"Execute command: set protocols lldp enable true.”,
"The same value is set to node \"protocols lldp enable\™,
"admin@PICOS# ",
"Execute command: set system services ssh idle-timeout 60!,
"The same value is set to node \'system services ssh idle-timeout\™',
"admin@PICOS# ",
"Execute command: set system inband enable true”,
"The same value is set to node \'system inband enable\",
"admin@PICOS# ",
"Execute command: set system timezone \"America/Los_Angeles\"",
"The same value is set to node \"system timezone\™,
"admin@PICOS# ",
"Execute command: commit”,

Using Variables in a Playbook

To define variables in an Ansible playbook, use the variable syntax {{variable_name}}.

Playbook YAML Example:

- name: Set Dynamic VLAN
hosts: all
tasks:

- name: Set Dynamic VLAN
picos_config: mode='cli_config' cmd='set vlans vlan-id {{vlan_id}}
register: exec_result

- name: Show execution result
debug: var=exec_result.stdout_lines

PO OVOJOCUDNWNE

P

This playbook example runs the PicOS command set vlans vlan-id {{vlan_id}} vlan-name "
{{vlan_id}}" to create a VLAN. In the command, vlan_id is a variable and must be included

in a set of curly braces.

When you run the playbook, ensure to set the variable value in JSON format as described in
Step 6 of Running_a Playbook.

Run Playbook

Select Playbook Select Switch ) setextravariables 4 Ru

“wlan id™- 500

After you run this playbook, check the playbook execution result in the AmpCon-Campus UL
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Result

JSON

“admin@PICOS> ",
[“Execute command: show version”,

“Copyright : Copyright (C) 2009-2025 Pica8, Inc. All Rights Reserved.,
“Model 1 AS5812 54X,
“Software Version 1 4.6.0E/9cPdabd021",
“Software Released Date  : 04/14/2025%,
“Serial Mumber (65FDCAD34181%
“System Uptime : 4 day 23 hour 38 minute”,
“Hardware ID : License Type :Uninstalled”,
“Device MAC Address : Oc:0e: 7d:f4:00:01",
“admin@PICOS> "

|
1

Real-World Example: Automating VLAN Configurations

As a network administrator, you might feel tedious and time-consuming to configure VLANs

on multiple switches manually. By using Ansible playbooks on AmpCon-Campus, you can

automate this process.

Playbook YAML Example:

1 oo

2 - name: Set VLAN Network

i3 hosts: all

4 tasks:

5

6 - name: Set VLAN Network

7 picos_config:

8 mode: 'cli_config'

9 cmd: >

10 set vlans vlan-id 10 13-interface vlanlQ;

11 set vlans vlan-id 20 13-interface vlan20;

12 set vlans vlan-id 30 13-interface vl1an30;

13 set interface gigabit-ethernet te-1/1/1 family
14 set interface gigabit-ethernet te-1/1/1 family
15 set 13-interface vlan-interface vlanl@ address
16 set 13-interface vlan-interface vlan20 address
17 set 13-interface vlan-interface vlan30 address
18 register: exec_result

19

20 - name: Show execution result

21 debug: var=exec_result.stdout_lines

ethernet-switchi
ethernet-switchi
192.160.10.1 pzxe
192.160.20.1 pzre
192.160.30.1 pre

This playbook example runs multiple PicOS commands to achieve the following goals:

. Create vlan10, vlan20, and vlan30.

« Add a trunk LAG port (te-1/1/1) to vlan10, vlan20, and vlan30.

. Configure IPv4 addresses for L3 interfaces of vlan10, vlan20, and vlan30.

After you run this playbook, check the playbook execution result in the AmpCon-Campus UL
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Result

JSON STANDY

"Execute command: set interface gigabit-ethernet te- 1/1/1 family ethernet-switching port-mode trunk.’,
"The same value is set to node Vinterface gigabit-ethernet te-1/1/1 family ethernet-switching port-mode\™’,
“admin@PICOS# ",

"Execute command: set interface gigabit-ethernet te- 1/1/1 family ethernet-switching vlan members 10,2030/,
"Node \"10.20,300" already exists”,

"admin@PICOS# ",

"Execute command: set |3-interface vian-interface vlan 10 address 192 160.10.1 prefix-length 245,

“The same value is set to node \"I3-interface vian-interface vian 10 address 192.160.10.1 prefix-lengthy™,
“admin@PICOS# ",

"Execute command: set |3-interface vlan-interface wlan20 address 192.160.20.1 prefix-length 24",

"The same value is set to node \"I3-interface vlan-interface vian20 address 192.160.20.1 prefic-length\™,
“admin@PICOS# ",

"Execute command: set | 3-interface vian-interface wlan 30 address 192.160.30.1 prefix-length 247,

"The same value is set to node \"I3-interface vian-interface vian30 address 192.160.30.1 prefic-length\™,

T

Related PicOS References

« Linux Shell Mode, Operation Mode, and Configuration Mode

. Routing_and Switching Command Reference
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Running Playbooks

On the “Playbooks” page, you can see the list of playbooks that are created. You can add or

import a playbook, check syntax for a playbook, or run a playbook as needed.

In addition, AmpCon-Campus provides multiple playbook management functions including
copying playbooks, using pre-built playbooks, editing, deleting, copying, or exporting
playbooks, and adding tags to playbooks.

©® NOTE

Before you use Ansible playbooks, pay attention to the following best

practices:

- Testin a lab: Always test your automation scripts in a lab or on non-
production devices to ensure they work as expected.

- Idempotency: Ansible playbooks should be written to be idempotent,
meaning running the playbook multiple times won’t cause unintended
changes.

- Backups: Before applying any configuration, ensure that you have
backups of the current configurations. For more information, see

Backing_ Up and Restoring_Configurations.

Prerequisites

Procedure
Writing a Playbook on AmpCon-Campus

Importing a Playbook
Running a Playbook

Optional Operations
Checking Syntax for a Playbook

Using Pre-built Playbooks

Editing a Playbook

Deleting a Playbook

Copying a Playbook

Exporting a Playbook

Adding or removing Tags to a Playbook

Prerequisites

Before you run Ansible playbooks for automation, ensure that the following prerequisite tasks

have been completed:

Table 1. Prerequisite Tasks and Links

Task Reference Link
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Ensure that each PicOS switch to run Ansible . PicOS Switch

playbooks has been onboarded to AmpCon- Onboarding_Workflow
Campus.
Ensure that the PicOS switches are up and « Viewing the PicOS List

connected to the AmpCon-Campus server.

Procedure

Writing a Playbook on AmpCon-Campus

If you don’t have an available Ansible playbook, you can write an Ansible playbook on
AmpCon-Campus. Follow these steps:

1. Click Maintain > Automation > Playbooks from the navigation bar.

2. On the “Playbooks” page, click + Playbook.

3. Enter the playbook name and description (optional). Click playbook.yml, and add contents
to the .yml file.

4. Optional: To add files or folders to the playbook, click the playbook name (click hxl in the

following screenshot), and then click + File or + Folder.

For example, to load configurations from a configuration file to the playbook, click + File to

add a .conf file. For more information, see Loading_Configurations in a Configuration File.
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Create Ansible Playbook

5. Click Apply.

Importing a Playbook

If you have an available Ansible playbook, you can import the Ansible playbook to AmpCon-

Campus. Follow these steps:

1. Click Maintain > Automation > Playbooks from the navigation bar.
2. On the “Playbooks” page, click Import.
3. Enter the playbook name and description (optional), and upload the playbook .zip file.

O NOTE

The playbook .zip file needs to contain a playbook .yml file and a

configuration .conf file (optional).

4. Click Apply.

Running a Playbook

After you write or import the Ansible playbook, run the playbook in the AmpCon-Campus UL
Follow these steps:

1. Click Maintain > Automation > Playbooks from the navigation bar.
2. On the “Playbooks” page, locate a playbook, and then click Run.
3. Select the playbook.yml file, and then click Next.
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4. Select target switches to run the playbook by using the following ways:

© NOTE

If you select switches, groups, and other devices in the Choose
Switches, Choose Groups, and Choose Other Devices tabs, the

playbook will be run on all selected targets.

» Choose switches

In the Choose Switches tab, select one or multiple switches.
. Choose groups

In the Choose Groups tab, select one or multiple groups.
- Choose other devices

In the Choose Other Devices tab, select one or multiple devices that you added in Adding_

Other Devices.

5. Click Next.

6. If variables are specified in the playbook, enter variable values in JSON format, and then

click Next.

Run Playbook

Select Playbook Select Switch Bl Set ExtraVariables

“wlan,_id": $00
1

7. Select the schedule type to run the playbook.

« Run Now: Executes the task immediately upon creation
. One Time: Executes the task within the selected time range after creation

- Scheduled: Executes the task periodically after creation
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Run Playbook

Sedect Playbook Sedect Swilch « Sel ExtraVariables o Run Playbook
Playbook Name
Playbook Description
Schedule Typs « Foan recry Oree Tiew 1D Scheduled
Schedule days &
e 00

8. Click Run Playbook.

Optional Operations
Checking Syntax for a Playbook

On the “Playbooks” page, locate a playbook, and then click Check. A message pops up with
the checking result.

Plabooks s T AT Lavie- @

Playboaks
: Show Pre S0t Ptk
Nare: Desrition Createn By [ Tag Cneration
e - sz B ST D
rwatn vl 0HIZS-02 9426 e vian 20 ain 2005050207362
R / page

Using Pre-built Playbooks

AmpCon-Campus provides multiple pre-built playbooks, which are hidden by default.

© NOTE

Pre-built playbooks can’t be run directly. You need to click Save As to
copy a pre-built playbook as a new playbook and then run the new
playbook. You can’t edit or remove pre-built playbooks. And you can’t add
tags or check syntax for pre-built playbooks.

. To show the pre-built playbooks, click the Show Pre-built Playbooks toggle on the
“Playbooks” page.

e yitch e utiieation Moo ok _cpns utifeation 041008 101843

0041008 1018013
e Siteh_arid Brhes LRSI e bwinch_hard_trhes_isbiEstion 041009 018D
cond_snmgred cond srmpv 0241007 1L

Show_gwinehport Show_pwith_port 034-10-09 10D

. To view a pre-built playbook, locate the playbook, and then click View.
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. To refresh the pre-built playbook list, click Update Pre-built Playbooks.

- To export a pre-built playbook, locate the playbook, and then click Export.

Editing a Playbook

On the “Playbooks” page, locate a playbook, and then click Edit. Modify the playbook
contents as needed. You can also add or remove folders and files. Then, click Save All.

Playbooks

@ tmport © Update Pre-buit Paytoois | ShowPretult Playbooks (I
Name: 7 Desorigtion T Cressedly ST LamtModbed AT g 2T Opetion
] s i HSAF AT .,,. IS Bum Bgon Renva Tighasgemest Ohack
cruate viun =S OHOLRIEDE  crvate van 20 s HSUHR RIS 6t SemiS Rum Eqort Rance TigMaagensst Cd

Deleting a Playbook

On the “Playbooks” page, locate a playbook, and then click Remove. Then, click Yes to

confirm the deletion.

Playboaks
i tmgert | | Undate Pre bt Plvboois | ShowPre-buli Plviodks (T
Hiaemer 2T Dmoription ST Cresediy ST LastModted 2T Ty 5T Opeestion
fod aas aimie HRSOFASTAT i SamAS R :-:--:IA--«-.-,r.-.-: Chwck
crwate vian_He=NGS0902 0R3ED6  crvate win 30 e, MRS NI Edt SamAS Run Dxort Remow  TagMaagerset  Check
ot 3 e B0/ page
Copying a Playbook

On the “Playbooks” page, locate a playbook, and then click Save As. The new playbook has

a default name, which you can modify as needed. Then, click Save.
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Exporting a Playbook

On the “Playbooks” page, locate a playbook, and then click Export.

Playbooks
R | & oot | [ O Untwe bt Pyt | ShowPre bt tosks ()
Hawe : ¥ Desoton ST OBy T LetMuSbed
rw o i AT

crwate_vian Me=NS000 (RIADE  create vian 30 adein 0S0MQ0NI4IE

Adding or removing Tags to a Playbook

® ¥ Opantien

PS—— .M.m. oo o

dt SamAS Ren Daport Remow TagMangerert Check

1 < [ 1 Wi

On the “Playbooks” page, locate a playbook, and then click Tag Management. Enter the tag

name in the Tag Name field, and then click Add.

You can remove a tag by clicking the removal icon.

=) - |
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Adding Other Devices

In addition to running Ansible playbooks on managed switches, you can add third-party

Linux server devices and then run Ansible playbooks on these added devices.

This feature supports only Linux servers currently.

Adding a Linux Server
Deleting a Linux Server
Testing Device Connectivity

Running Playbooks on Linux Servers

Adding a Linux Server

1.
2.
3.

4.

Click Maintain > Automation > Other Devices in the AmpCon-Campus UL
Click + Device.

Enter the following information:

Name: The name of the Linux server.

IP: The IP address of of the Linux server.

Type: Select Password or Pkey.

User: The name of the user to log in to the Linux server.

Password: The password of the user to log in to the Linux server. This field can be seen
only if you selected Password in the Type drop-down list.

Pkey: The public key to log in to the Linux server. This field can be seen only if you
selected Pkey in the Type drop-down list.

SudoPassword: The password of the administrator user used by AmpCon-Campus to
install a monitoring tool for device monitoring. This field can be seen only if you selected
Pkey in the Type drop-down list.

Click Apply.

Deleting a Linux Server

1.

2.

Click Maintain > Automation > Other Devices in the AmpCon-Campus UL

Locate a Linux server, and then click Delete.
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3. Click Yes to confirm the deletion.

Testing Device Connectivity

To check whether the added Linux servers can connect with AmpCon-Campus or not, click
Ping. Then, you can see the connectivity status in the Status column.

Running Playbooks on Linux Servers

To run an Ansible playbook on Linux servers that you added, follow the steps:

1. Write a playbook based on playbook syntax described in Using Ansible playbooks.

2. Add the playbook to AmpCon-Campus by writing or importing the playbook in the
AmpCon-Campus UI, and then run the playbook.

For more information, see Running Playbooks.

3. Check the playbook execution result in the AmpCon-Campus UI For more information,

see Managing_Ansible Jobs.

485


https://docs.ansible.com/ansible/latest/playbook_guide/index.html

Managing Ansible Jobs

An Ansible job is a single execution of an Ansible playbook. On the “Ansible Jobs” page, you
can view the list of Ansible jobs and the list of switches with Ansible jobs. You can also check

the execution results and output of these jobs.

Job View
Viewing Ansible Jobs

Checking Ansible Job Results and Output
Removing an Ansible Job

Switch View
Viewing Switches with Ansible Jobs

Checking Ansible Job Results and Output

Job View

Viewing Ansible Jobs

Click Maintain > Automation > Ansible Jobs in the AmpCon-Campus UL In the Job View

tab, you can see the list of playbook execution jobs.

Jats Narme Playbook Name i::'“' Job Creation Time 3 m;l Statuss Operatian
025-01- 1002 27 354 10-48T5
P test_playbook
0250109 06 3 -S4 10-48T5
P test_playbook

SIARD-LETS-P_best_playtook DIRECT 20T5-01-1002:29:33 aadmin EXECUTED
SIAR0-LETS-P_test_playbook DIRECT 0250109 06:42:33 aadmin EXECUTED

BO25-01-09 Do 200 cogry_test oy et DRECT Q050007 060820 admin EXECUTED

The Schedule Type column including the following types:

. DIRECT
Playbooks are executed with "Run Now".

. ONCE
Playbooks are executed with "One Time".

- SCHEDULED
Playbooks are executed with "Scheduled".

The Status column includes the following status:

- IDLE

The playbook has not been executed. For example, after a playbook is created and before

it's executed, the status is IDLE.

© NOTE

For playbooks with the schedule type of "SCHEDULED", the status
is changed to IDLE after the playbook execution is completed.
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- RUNNING
The playbook is currently running.
. EXECUTED
The playbook execution has been completed.

Checking Ansible Job Results and Output

1. In the Job View tab, locate a job, and then click Task Results. You can see the playbook

execution result in the Result Table tab.

2. To view detailed result information, click Show Result.

3. To view the output of the playbook execution, click the Result Output tab.

Removing an Ansible Job
1. In the Job View tab, locate a job, and then click Remove.

2. Click Yes to confirm the deletion.

s s zw v v s
2250705
410190 SCHEDULED 20250905 030224 i 13 1..»..‘..\

Switch View

Viewing Switches with Ansible Jobs

In the Switch View tab, you can see the list of switches that have playbook execution jobs.
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Checking Ansible Job Results and Output

FELEE 1 0/

1. In the Switch View tab, locate a switch, and then click Task Results.

Task Results

241018 08T DS
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ot nimiaszation

IF  MofhedTime

200410 14064730

2. To view detailed result information, click Show Result.

3. To view the output of the playbook execution, click the Result Output tab.
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Viewing Playbook Scheduling

On the “Scheduler” page, you can view executed playbooks based on months, weeks, or
days. You can also view executed playbooks in the list format.

Procedure
1. Click Maintain > Automation > Scheduler from the navigation bar.
2. 0n the “Scheduler” page, view executed playbooks by using the following ways:

. To view executed playbooks each month, click MONTH.

Click < to view playbooks executed in the previous month. Click > to view playbooks
executed in the next month.

October 2024 ==

« To view executed playbooks each week, click WEEK.

Click < to view playbooks executed in the previous week. Click > to view playbooks
executed in the next week.

Oct13- 19,2024 1
» i i

s 01

. To view executed playbooks each day, click DAY.

Click < to view playbooks executed on the previous day. Click > to view playbooks
executed on the next day.
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Click Today to view playbooks executed today.

‘

f vy F P Frryr v vy

. To view executed playbooks in the list format, click LIST.

Click < to view playbooks executed on the previous day. Click > to view playbooks

executed on the next day.

October 14, 2024

Click Today to view playbooks executed today.

wan ®
.

man ®

3. Optional: Click a playbook, and then you can see the playbook execution result and output.

In the Result Table tab, you can see the playbook execution result. To view detailed result

October 14, 2024

information, click Show Result.
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In the Result Output tab, you can see the playbook execution output.
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Task Results
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Troubleshooting

If a playbook fails to be run on switches or Linux servers, refer to the following reasons and

solutions:

Playbook Syntax Issues
Symptom
Solutions

Connection Issues
Symptom

Solutions

Playbook Syntax Issues

If the playbook syntax is wrong, the playbook can’t be run on specified devices.

Symptom
When you check the playbook execution result in the AmpCon-Campus UI, you can see the

error log as follows:

Result

JSON
Error in running playbook:
We were unable to read either as JSON nor YAML, these are the errors we got from each:

JSOMN: Expecting value: line 1 column 1 {char 0]

Syntax Error while loading YAML.
could not find expected "]

The error appears to be in Yusr/share/automation/server/fansible_playbook/test 1/playbookyml’: line 5, column 3, but may
be elsewhere in the file depending on the exact syntax problem.

The offending line appears to be;

tasks
- name; Shows uptime info for all switches

Solutions

. For playbooks run on switches, check as follows:

o Check whether you follow the syntax as described in Examples for Ansible Playbooks.

o Check whether the commands included in each playbook are correct.

o When you run a playbook with variables designated, check whether you have set the
variable values in JSON format as described in Step 6 of Running_a Playbook.

- When you run a playbook with a configuration file (.conf) specified, check whether you
have clicked Add File to add the configuration file.
. For playbooks run on added Linux servers, check whether you follow the playbook syntax

as described in Using_Ansible playbooks.
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Connection Issues

If the AmpCon-Campus server fails to access the switches or added Linux servers, the

playbook can’t be run on these devices.

Symptom

When checking the playbook execution result in the AmpCon-Campus UI, you can see the

error log as follows:

Task Results

Result Output

JOB NAME [2025-05-20 04:31:34::test 2]

TASK [t initialization] = = s s RS S R sR s st
SN G1S713N000712, Status: UNREACHABLE
details:

“changed™: f
“msg”: "Failed to connect to the host via ssh: ssh: connect to host 10.8.0.70 port 22: Connection timed out”, ]

SM[GIS713N000712): OK=0 CHANGED-0 UNREACHABLE-1 FAILED=0

Solutions

Test the connectivity between the problematic switches (or Linux servers) and the AmpCon-
Campus server by running the following Ansible playbook:

1 coo

2 - name: Test connectivity
5 hosts: all

4 tasks:

S5 - name: Ping

6 ping:

You can write and run the playbook in the AmpCon-Campus UL Follow these steps:
1. Write a playbook.
Ansible Playbook

Name Description

2 | name: Test connectivity

v B3 testd a

2. Run the playbook on problematic switches or Linux servers.
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Run Playbook

Select Playboak —————————————————— |8 Select Switch 3 SetExtraVa 4 R

= SN Host Mame Mgt 1P Platform Mame
ASFDCBO3LITC PICOS (] 074 N3224P-ON
GITLSTDO000SE PICOS ° Duas S5840-48X MG
140EI54CHE20 PICOS @ o0 TI2E4F-ON
123456 787ABCS PICQS [ -] 094 W12 54
G1S713IN000024 PICOS [ 1.10 NESE0-32C
TIREEEXTOOTONT PICOS o 14 57326 5én
u G157 1IN0000SC PICOS a 118 NE560-32C
G15713N0005 78 PICDS [-] 122 NB560-32C
GIST1IND00444 PICOS [ T SS870-48T4BC
A5FDCRO34101 PICOS o s 255812 Sdx
41500l Sliems < 1 z 3 4 E ] > 10/ page

3. Check the playbook execution result in the AmpCon-Campus UI to see whether the

AmpCon-Campus server can access the problematic switches or Linux servers.

. If the AmpCon-Campus server can access the problematic switches or Linux servers, the
result is as follows:

Result

JSON

{
"_ansible_no_log™: null,
“changed™: false,
“inwocation”: [

“madule_args": |
"data”: "pong”
]
I
“ping™: "pong”

1

. If the AmpCon-Campus server can’t access the problematic switches or Linux servers, the

result is as follows:

Result
JSON

[

“changed"; false
|'msg": “Failed to connect to the host via ssh: ssh: connect to host 10.8.0.38 port 22: Connection timed out”,
“unreachable”: true

1

In this case, check whether the prerequisites for running playbooks are met. For more

information, see Running_Playbooks - Prerequisites.

494



Monitoring and Alerting

After you onboard PicOS switches to AmpCon-Campus, you can view real-time and historical
metrics of the managed switches. In addition, you can check alerts in the AmpCon-Campus

UI or use the alert notification feature to receive real-time email notifications.

See the following child topics:

* System Overview
o Switch Overview
e Terminals

o Telemetry

* Topology

o Alerts

©® NOTE

The child topics are applicable to only PicOS switches.
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System Overview

In the AmpCon-Campus UI, click Dashboard > System Overview. On the “System

Overview” page, you can check managed switches and the health of the AmpCon-Campus
server.

. In the CPU, MEM, and DISK sections, you can see the status of the AmpCon-Campus
server, including CPU, memory, and hard disk.

»
i e i { AL “a s
e W ] Wi s

P Utietion %) ey Utiiration 5]

. In the CPU Utilization and Memory Utilization sections, you can see the historical

utilization curves for CPU and memory in the AmpCon-Campus server.

P Unietion 5 ey Utiisetion 5

. In the Devices section, you can see information about managed switches.

Table 1. Switch Metrics

Metric Description
NE Name The combination of the switch’s hostname and
the SN/Service Tag.
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Example:

If a switch's hostname is PICOS and the
SN/Service Tag is G1S713E00021C, then the
NE name is PICOS:G1S713E00021C.

Status The status of the switch.

« The Online status means that the switch can
connect with the AmpCon-Campus server.

» The Offline status means that the switch
can’t connect with the AmpCon-Campus

server.

Time The time of the most recent change of the
Status value.

Model The model of the switch.

. In the Alerts and Recent Device Alerts sections, you can see recent switch alerts and the

numbers for different types of switch alerts.

P Utition %)
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Switch Overview

In the AmpCon-Campus UI, click Dashboard > Switch Overview. On the “Switch Overview”

page, check the following information for managed switches:

Checking Configurations or Templates

Checking Switches
Checking Lifecycle Workflow

Checking the Proportions of Switches in Each Lifecycle State
Checking Switch Models

Checking Licenses
Checking Available License Numbers

Checking License Expiration Dates
Checking License Usage

Checking Tasks
Checking All Switch Activities

Checking System Tasks
Checking Automation Jobs

Checking Configurations or Templates

In the Config/Templates section, you can see the total numbers for different types of switch
configurations and templates.

ConfigTemplace Sevuilabie Liceres

E———— . Holabie Liceies

Dheplnpressnst el Lifiecyele ek Floaw

Click the number for one specific type. You are redirected to the related page in the Service

menu:

. Click Global Config to go to the Global Configuration tab of the “Device Profiles” page.
Click Site Config to go to the Switch Configuration tab of the “Device Profiles” page.

. Click General Config to go to the Push Config section of the “Config Templates” page.
. Click Retrieved Config to go to the Config Backup section of the “Config Templates”
page.

Click Template to go to the Template List of the “Config Templates” page.

. Click Hardware Model Configured to go to the Switch Model tab of the “Device Profiles”
page.
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Checking Switches

Checking Lifecycle Workflow

In the Deployment and Lifecycle Work Flow section, you can see the lifecycle transition

process of switches and the total number of each state. See the explanation of each state:

. Parking: If you provision a switch without adding a switch configuration beforehand, the
switch is in Parking status.

Configured: After you add a switch configuration, the switch is in Configured status.

. Staged: After you stage a switch, the switch is in Staged status.

Deploy Failed: The switch fails to be deployed by using AmpCon-Campus.
. Deployed: The switch is deployed by using AmpCon-Campus.
« Imported: The switch is imported to AmpCon-Campus.

DECOM: The deployed switch is decommissioned (DECOM) when it’s online.

ConfigTemglate Hocadlable Licerses

Dheplorprraent sl Liflecyce Whark Flow

Click Switch List. You can check all managed switches on the “Switches” page.

Sname SH/Service Tag Model Version Stabus VPN Mg [P Operation
PICCS 2 AK06  Imported @ 0.18
o5 5812 13 Impanted @ s
ALK Imgarted o 14
08 5812 € Imgowted @ wenso
Imported a

:

Checking the Proportions of Switches in Each Lifecycle State
In the Deployment section, you can see the proportion of switches in each lifecycle state.

. Parking Switch: The total number of switches in Parking status

Deployed Switch: The total number of switches in Deployed status
- Imported Switch: The total number of switches in Imported status

Configured/Staged: The total number of switches in Configured or Staged status

. Decom Switch: The total number of switches in DECOM status

. Provisioning Switch: The total number of switches in Provisioning status
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Checking Switch Models

In the Hardware Models section, you can see the total numbers of switch models and their

proportions.
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Checking Licenses

Checking Available License Numbers

In the Available Licenses section, you can see the currently available license number.

Config Temglate Awailabbe Licenses
Mardware Mo Avaitatde Licenses
b oty ([ Seevicene Tempune Sy Baieved Contg . — B
S ) : a
0 El =l - L " 425
Deplyment ard Liecycls Work Flow

Click Available Licenses, and then you are redirected to the License Portal, where you can

see more details about available licenses.
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Checking License Expiration Dates

In the License Expiration section, you can see the total number of devices that will expire in

each month over the next six months.

Checking License Usage

In the License Usage section, you can see the license usage information.

g Tk f o hem D AT S e

Checking Tasks

Checking All Switch Activities

In the Deployment Tasks section, click Deployment. You can see activities for all switches

and each activity progress.
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In the pop-up window, you can perform the following actions:

. Click Display to see the initial configurations during the switch deployment process. This
button is not available for imported switches.

. Click Log to see the log information.

. Click Report to see the corresponding report.

Checking System Tasks

In the System Tasks tab of the Deployment Tasks section, you can see the total numbers
for different types of running tasks.
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Checking Automation Jobs

In the Automation Jobs tab of the Deployment Tasks section, you can see the total
numbers for different types of automation jobs.
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Click the number for one specific type. You are redirected to the related page:

. Click Playbooks Number to go to the “Playbooks” page.

Click Jobs Number to go to the Job View section of the “Ansible Jobs” page.
. Click IDLE Jobs to go to the Job View section of the “Ansible Jobs” page.
Click Running Jobs to go to the Job View section of the “Ansible Jobs” page.

. Click Executed Jobs to go to the Job View section of the “Ansible Jobs” page.
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Terminals

AmpCon-Campus supports both automatically identifying terminal devices connected to
each managed switch and manually adding terminal devices.

By using the terminal monitoring feature, you can accurately and securely monitor terminal
devices in your network and thus facilitate refined monitoring of terminal devices.

Use Cases

Terminal Identification Methods
Prerequisites

Viewing All Terminal Devices

Adding Terminals Manually

Viewing Terminal Devices in Topologies
Editing Terminal Device Information

Deleting Offline Terminal Devices

® NOTEs
« For switches with PicOS 4.71M installed, the terminal monitoring feature
is not supported.

« For switches of the following models, the terminal monitoring feature is
not supported:

o S3410L-24TF

o S3410L-24TF-P
o S3410-24TS

o S3410-24TS-P

o S3410C-16TF

o S3410C-16TF-P
o S3410C-16TMS-P
o S3410C-8TMS-P
> S3270-10TM

o S3270-24TM

o S3270-48TM

o S$3270-10TM-P

o S3270-24TM-P

Use Cases
Terminal monitoring is helpful in the following use cases:

. Network-wide terminal visualization
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View detailed information for all terminal devices across the network to gain a

comprehensive visualization of terminals.
. Categorized statistics and clear asset management

Classify terminals by specific attributes for rapid inventory management, eliminating

common blind spots such as unclear terminal counts and unknown access locations.
. Status monitoring and anomaly detection

Rapidly identify abnormal terminal devices and locate the affected terminal devices and

physical ports, facilitating early detection and handling of faults.

Terminal Identification Methods

AmpCon-Campus uses the following technologies to automatically identify terminal devices,

enabling accurate detection and management of terminal devices in the network.

. MAC OUI Identification

The first 24 bits of a device’s MAC address, known as the Organizationally Unique
Identifier (OUI), are assigned to manufacturers by the Institute of Electrical and
Electronics Engineers (IEEE).

Switches report the terminal device’s OUI to AmpCon-Campus, and then AmpCon-
Campus references its fingerprint database to identify the device manufacturer.

- DHCP Snooping Identification

During Dynamic Host Configuration Protocol (DHCP) interactions, switches with DHCP
Snooping enabled capture DHCP packets and extract the mappings of the terminal MAC
address, IP address, and switch port. After recording these mappings in the binding table,
the data is collected and returned to AmpCon-Campus through the Google Remote
Procedure Call (JRPC) mechanism (typically through components like the gnmi exporter
to perform collection operations). Meanwhile, the switch updates the binding table based
on the packets, enabling precise device tracking and management.

Prerequisites

« Ensure that the networks to which the switches and terminal devices belong have DHCP

servers configured.

. Ensure that DHCP Snooping, Link Layer Discovery Protocol (LLDP), and gRPC are enabled

on the switches connected with the terminal devices to be managed.

Viewing All Terminal Devices

To view terminal devices that are automatically identified by AmpCon-Campus and added
manually, click Monitor > Wired Clients from the navigation bar.
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On the “Wired Clients” page, you can see the following information:

0 Tip

On the “Wired Clients” page, terminal devices are displayed based on the
following priority order:

1. Online terminal devices with IP addresses identified.
2. Online terminal devices with no IP addresses identified.
3. Offline terminal device with IP addresses identified.

4. Offline terminal device with no IP addresses identified.

Cliers N St AL A 1P dress Switeh S Part Masmdutirer Termirad Trpe. Up Do Time. Operaen
DeFEbEIRO00Y O 000 [FELL) F05-09-08 10 19:06
DesdiefabE00 Db 30001 -t HOS09-11 D5
Desdiefebn B E000] -l HOS09-41 104354
DeFRLEIH0IY OCFRID00L -l 250911 110654

DeTbEIRO00Y Ok 2000 -l HOE-05-41 D435
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Table 1. Wired Client Metrics

Metric Description

Client Name The name of the terminal device.

« During the automatic terminal identification
process, AmpCon-Campus assigns the MAC
address of the terminal device as its client name.

- For terminal devices displayed on the “Wired
Clients” page, you can modify their client names as

described in Editing Terminal Device Information.

Status The status of the terminal device.

« Online: The terminal device is up and connected to

the switch.

. Offline: The terminal device is down or isn’t
connected to the switch.

MAC Address The MAC address of the terminal device.

IP Address The IP address of the terminal device.
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Switch SN

Port

Manufacturer

Terminal Type

Up/Down Time

If DHCP Snooping is not enabled, or if the terminal is
manually configured with a static IP address, this

field will be empty.
« For a dynamic IP address, AmpCon-Campus can
automatically detect it.

« For a static IP address, you can add it manually in
Adding_Terminals Manually or Editing_Terminal

Device Information.

The SN of the switch to which the terminal device
connects.

Click an SN, and then you are redirected to the
“Switches” page, where you can see more details

about the switch.

The switch port used to connect to the terminal

device.
The manufacturer of the terminal device.

The type of the terminal device, such as PCs,
printers, cameras, smartphones, tablets, IP phones,

or a custom type that you defined.

O NoTE

Currently, AmpCon-Campus cannot recognize
this field automatically. It has a value only for
manually added terminals or when the

manufacturer is entered in Editing Terminal

Device Information.

The last time when the terminal device was online or

offline.

O NoTE

If the terminal device is added manually, the
value will be empty temporarily. AmpCon-
Campus retrieves the last up or down time of
the terminal device after detecting the terminal

device.
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Adding Terminals Manually

If an identified terminal device is deleted or AmpCon-Campus cannot identify a terminal
device automatically, you can’t see the terminal device on the “Wired Clients” page.

To monitor the terminal device, add it to AmpCon-Campus manually. Follow these steps:

1. On the “Wired Clients” page, click + Wired Client.

2. In the pop-up window, input the following information:

Table 1. Terminal Parameters

Parameters Description

Client Name The name to distinguish the terminal device.

« This value must be no longer than 32 characters.

« This value is unique when the MAC address, SN,
and Port are all the same; otherwise, it can be

duplicated.

MAC Address The MAC address of the terminal device.

You must enter a valid MAC address. Or else, the

verification will fail.

IP Address Optional. The IP address of the terminal device. The
IP address needs to be in IPv4 format and does not
include a subnet mask.

« For a dynamic IP address, AmpCon-Campus can
automatically detect it after you add the terminal.

- For a static IP address, you need to add it

manually.

Switch Click Select to select the switch to which the

terminal device connects.
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Terminal Optional. Select a built-in type from the Terminal
Type Type drop-down list, or input a custom type.

- The length of a custom type cannot exceed 32
characters.

. After you input a custom type, the type will be
added to the Terminal Type drop-down list.

4. Click Apply.

© NOTE

After you manually add a terminal device, AmpCon-Campus

determines its status based on the following rules:

. If the terminal device is up and connected to the selected switch,
the status is displayed as Online.

. If the terminal device is down or isn’t connected to the selected
switch, the status is displayed as Offline.

- If you remove the switch connected with the terminal device as
described in Removing_Switches, the state of the terminal device

is displayed as Offline.

Viewing Terminal Devices in Topologies
You can see real-time or historical information about the terminal devices connected to each

managed switch in the topology. For more information, see Client Info.

Device Port Info

Clienit Name: Status MAC Address IP Address Port Manufacturer Terminal Type
00:18:23:30dd:53 O 18:23:30dd: 53 e 112 Dedta Electronics, Inc.

&0:1B95:7 LaZbf SO1BP5: T L a2bf te-1/172 Dedl inc.

S (TR 23 1b1 [ 1) te- 1712 F5 COM INC

&30 filine D2 1969:00:01 .1 PC

Editing Terminal Device Information
To edit the information of a terminal device, follow these steps:

1. On the “Wired Clients” page, locate the terminal device, and then click Edit.

2. In the pop-up window, input the following information:
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Table 2. Terminal Parameters

Metric Description

Client Name The name to distinguish the terminal device.

- This value must be no longer than 32
characters.

« This value is unique when the MAC
address, SN, and Port are all the same;
otherwise, it can be duplicated.

IP Address Optional. The IP address of the terminal
device. The IP address is in IPv4 format and

does not include a subnet mask.

® NoTE

You can edit the IP address when the
terminal device is online and the IP
address is not identified, or the terminal
device is offline.

Terminal Type Optional. Select a built-in type from the
Terminal Type drop-down list, or input a

custom type.

- The length of a custom type cannot exceed
32 characters.

« After you input a custom type, the type will
be added to the Terminal Type drop-down
list.

Manufacturer Optional. Select a built-in manufacturer from
the Manufacturer drop-down list, or input a

custom manufacturer.
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« The length of a custom manufacturer
cannot exceed 128 characters.

« After you input a custom manufacturer, the
manufacturer will be added to the

Manufacturer drop-down list.

« You can enter keywords (at least 3
characters) to search for the manufacturer.

3. Click Apply.

Deleting Offline Terminal Devices
To delete an offline terminal device from AmpCon-Campus, follow the steps:

1. On the “Wired Clients” page, locate the terminal device, and then click Delete.

O NOTE

Only terminal devices in Offline status can be deleted.

Nate

0 Sew you ture you want 10 delets the disnt!

2. Click Yes to confirm the deletion.
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Telemetry

To ensure that the network is healthy and devices are working well, you need to continuously
monitor and validate the operational state of your network and devices. AmpCon-Campus
uses the telemetry technology to automatically collect real-time or historical metric data from
managed switches.

By using AmpCon-Campus, you can view multi-dimensional telemetry data of all managed
switches in a centralized user interface, gain detailed insights into network performance and
device health, and proactively troubleshoot and optimize your network performance.

© NOTE

For switches of the following models, the telemetry feature is not
supported:

« S3410L-24TF

« S3410L-24TF-P

« S3410-24TS

« S3410-24TS-P

« S3410C-16TF

« S3410C-16TF-P

« S3410C-16 TMS-P
« S3410C-8TMS-P
« S3270-10TM

« S3270-24TM

« S3270-48TM

« S3270-10TM-P

« S3270-24TM-P

The following scenarios are examples of using the telemetry data:
- Monitor your network comprehensively with the telemetry data

You can have an overall understanding about the network running status by checking
telemetry metrics like routing neighbors, switch resource utilization, port counts, and

Layer 2 and Layer 3 forwarding tables.
. Track real-time performance metrics from various switches

You can monitor performance-related telemetry metrics for all managed switches, such as

port traffic, bandwidth utilization, and packet loss rate.
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. Optimize network performance based on the telemetry data

You can better distribute the load based on the routing neighbor information, avoid

excessive load on certain neighbors, and improve the overall network performance.

. Decrease time and efforts on locating and resolving network problems

You can get early warnings of network failures, be notified when equipment failures and

performance anomalies happen, and quickly troubleshoot and address network issues.

See the following child topics:

o Global Telemetry Data

o Telemetry Data of a Switch
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Global Telemetry Data

Click Monitor > Telemetry in the AmpCon-Campus UI, and then you can see the following

telemetry data of all managed switches:

Before You Begin
CPU and Memory

Port Metrics
Module Metrics

Filtering Telemetry Data
Before You Begin
Real-time telemetry data can be displayed in the AmpCon-Campus UI only when the
following prerequisites are met:
« The switch to be monitored is connected to the AmpCon-Campus server. Click Wired >
Switches from the navigation bar, and then check the VPN IP column
o v means the switch is connected to the AmpCon-Campus server.
- X means the switch is not connected to the AmpCon-Campus server.

. Google Remote Procedure Call (gRPC) and Link Layer Discovery Protocol (LLDP) are
enabled on the switch to be monitored. By default, gRPC and LLDP are enabled
automatically after you deploy a switch with AmpCon-Campus or import a switch to

AmpCon-Campus.

CPU and Memory

Telemetry Dashboard

U ) op Memany (%)

Table 1. CPU and Memory

Metric Description

CPU The CPU usage of a switch in percentage.
Memory The memory usage of a switch in percentage.
©® NOTE

The CPU and Memory sections are always displayed and can’t be hidden.

You can display or hide other metrics by clicking the setting icon and
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selecting the metrics to be monitored.

Port Metrics

........

I Discards

Table 2. Port Metrics

Metric

In Octets

In Pkts

In Discards

In Errors

In Fcs Errors

Out Octets

Out Pkts

Out Discards

.....

1111111

Description

The number of octets (8-bit bytes) received by a

switch port.

The number of incoming packets received by a

switch port.

The number of incoming packets that a switch
port intentionally discards (drops) during
processing.

The number of incoming packets that contain

errors and are dropped by a switch port.

The number of incoming packets that fail the
Frame Check Sequence (FCS) validation.

The number of octets (8-bit bytes) transmitted out

of a switch port.

The number of outgoing packets transmitted by a

switch port.

The number of outgoing packets that a switch port
intentionally discards (drops) before they are

transmitted.
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Out Errors

Out Bits Rate

In Bits Rate

Out Pkts Rate

In Pkts Rate

Module Metrics

]

Table 3. Module Metrics

Metric

Output Power

Input Power

Laser Temperature

Output Power - Input

Power

The number of outgoing packets that a switch port
fails to transmit successfully due to errors.

The rate at which bits are transmitted from a

switch port. It's measured in bits per second (bps).

The rate at which bits are received by a switch
port. It's measured in bits per second (bps).

The rate of data packets sent from a switch port.

It's measured in Packets Per Second (pps).

The rate of data packets received by a switch port.

It's measured in Packets Per Second (pps).

gt P (it

e 3 Waser Temperature (1

Description

The amount of optical power delivered by the
optical module connected to the switch port. It’s

measured in dBm.

The amount of optical power consumed by the
optical module connected to the switch port. It's

measured in dBm.

The temperature of the optical module connected

to the switch port. It's measured in Celsius (°C).

The difference between the output power and the

input power.
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Filtering Telemetry Data

To filter telemetry data as needed, use the following methods:

. To specify the metrics that you want to monitor, click the All Counters icon, select the
metrics, and then click OK.

. To specify how many ports that you want to monitor, select one of the following options:
o Top 5: The 5 switch ports with the largest values. By default, Top 5 is selected.
o Top 10: The 10 switch ports with the largest values.
o Top 25: The 25 switch ports with the largest values.

© NOTE

Even though Top X is selected, you might see less than the
selected number of switch ports in the line chart when other

ports are down.

CPU

Top 10

Top 25

1334

W EC1815000436: cpu

. To specify the time range for the data display, select the start date and end date in the

Time section.

Tirne (UTC-0)

. To display or hide the data of a switch port, click the square before the port.

In-Octets lops

1:34:42

B EC1815000436: te-1/1/1 EC1815000436: te-1/1/2

. To view the metric details in a specific time point, hover the mouse over that time point.
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In-Discards Top5
700 2025-02-14 01:38:12
600
W EC1815000436: te-1/1/1 667

e W ECI815000436: te-1/1/2 402
400 . .
300
200
100

1]

D1:33:42 01:34:12 01:34:42 01:35:12 01:35:42 01:36:12 01:36:42 01:37:12 D1:37:42 01:38:12 01:38:42

W EC1815000436: te-1/1/1 m EC1815000436: te-1/1/2
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Telemetry Data of a Switch

Click Wired > Switches in the AmpCon-Campus UI, and click a specific switch SN or service
tag in the switch list. Then, you can see the following telemetry data related to the switch:

Before You Begin

Telemetry Data
Device Information

Switch Overview
Device Overview
Port Overview
Modules Overview
BGP

OSPF

MAC

ARP

IP Route

MLAG

PoE

Before You Begin

Real-time telemetry telemetry data can be displayed in the AmpCon-Campus UI only when

the following prerequisites are met:

« The switch to be monitored is connected to the AmpCon-Campus server. Click Wired >
Switches from the navigation bar, and then check the VPN IP column
o v means the switch is connected to the AmpCon-Campus server.

o X means the switch is not connected to the AmpCon-Campus server.

. Google Remote Procedure Call (QRPC) and Link Layer Discovery Protocol (LLDP) are
enabled on the switch to be monitored. By default, gRPC and LLDP are enabled
automatically after you deploy a switch with AmpCon-Campus or import a switch to
AmpCon-Campus.

Telemetry Data

Device Information

In the Device Information section, you can see the following information:

Device Information

; ASKSUKIOO1 CraD-32E6 Oc:B1:te:9b:00:01
PICOS 1616 4806

355612 _54x

Table 1. Device Information Metrics

Metric Description
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Model

SN
Hardware-ID
MAC Address
Syshame

IP Address

Version

Switch Overview

The model of the switch.

The serial number of the switch.
The hardware ID of the switch.
The MAC address of the switch.
The hostname of the switch.

The switch VPN IP address that is used to
communicate with AmpCon-Campus.

The PicOS version on the switch.

Click the Switch Overview tab. Then, you can see the following line charts:

i Dietets

e Diseards

©® NOTE

Fam (%]

nnnnn

The Usage and Fan sections are always displayed and can’t be hidden.

You can display or hide other metrics by clicking the setting icon and

selecting the metrics to be monitored.

Table 2. Switch Overview Metrics

Metric

Usage

Fan

Description

The CPU and memory usage of the switch. It’s

measured in percentage.

The proportion of the fan's PWM to the total width.
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In Octets

In Pkts

In Discards

In Errors

In Fcs Errors

Out Octets

Out Pkts

Out Discards

Out Errors

Out Bits Rate

In Bits Rate

Out Pkts Rate

In Pkts Rate

TX Power

RX Power

The number of octets (8-bit bytes) received by the
switch port.

The number of incoming packets received by the

switch port.

The number of incoming packets that the switch port
intentionally discards (drops) during processing.

The number of incoming packets that contain errors

and are dropped by the switch port.

The number of incoming packets that fail the Frame

Check Sequence (FCS) validation.

The number of octets (8-bit bytes) transmitted out of

the switch port.

The number of packets transmitted out of the switch

port.

The number of outgoing packets that the switch port

intentionally discards (drops).

The number of outgoing packets that the switch port

fails to transmit successfully due to errors.

The rate at which bits are transmitted from the switch
port. It's measured in bits per second (bps).

The rate at which bits are received by the switch port.

It's measured in bits per second (bps).

The rate of data packets sent from the switch port. It’s
measured in Packets Per Second (pps).

The rate of data packets received by the switch port.

It's measured in Packets Per Second (pps).

The amount of optical power emitted by the optical
module connected to the switch port. It's measured in
dBm.

The amount of optical power received by the optical
module connected to the switch port. It’s measured in
dBm.
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Laser

Temperature

Output Power -

Input Power

Device Overview

The temperature of the optical module connected to
the switch port. It's measured in Celsius (°C).

The difference between the output power and the

input power.

Click the Device Overview tab. Then, you can see the following tables:

RPSUs

PSU Index:

Fans

Pasition

||||||

100.0%

. Redundant Power Supply Units (RPSUs)

Table 3. RPSU Metrics

Metric
PSU Index
Power on
Enabled

Present

. Fans
Table 4. Fan Metrics
Metric
Position
Direction
PWM

Speed

Description

The index of the Power Supply Unit (PSU).
Whether the PSU is powered on.

Whether the PSU is activated or turned on.

Whether the PSU is properly plugged.

Description

The position of the fan.

The direction of the wind, forward or back.

The proportion of the fan's PWM to the total width.

The fan speed.

523



Port Overview

Metric
Port Name
Port State

MTU

Loopback
Mode

Port Speed

In Bandwidth

Utilization

Out Bandwidth
Utilization

Auto Negotiate

Mac Addr

Click the Port Overview tab. Then, you can see the following table:

hiratian Lrstrion

Table 5. Port Overview Metrics

Description
The name of the switch port.
The state of the switch port.

The largest size of a data packet that can be transmitted
over a network without being fragmented. It's measured
in bytes.

Whether the loopback mode is enabled on this port.

In loopback mode, the switch port sends data packets
that are then routed back to itself. You can enable this
mode to verify whether data can be sent or received as

expected without involving external networks.

The maximum data transfer rate that the port can

support.

The percentage of the inbound bandwidth that is being

used on the port.

The percentage of the outbound bandwidth that is
being used on the port.

Whether the Auto Negotiate feature on the portis

enabled.

Auto Negotiate means the process to automatically
negotiate and select the optimal operating parameters,

such as the speed and duplex mode.

The MAC address of the switch port.
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Duplex Mode

In Broadcast

Pkts

In Discards

In Errors

In Fcs Errors

In Multicast

Pkts

In Octets

In Pkts

In Unicast Pkts

Out Broadcast

Pkts

Out Discards

Out Errors

Out Multicast

Pkts

Out Octets

Out Pkts

Out Unicast
Pkts

Whether data can flow in one direction (half duplex) at a
time or both directions (full duplex) simultaneously.

The number of broadcast packets received by the port.

The number of incoming packets that the switch port
intentionally discards (drops) during processing.

The number of incoming packets that contain errors and

are dropped by the switch port.

The number of incoming packets that fail the Frame

Check Sequence (FCS) validation.

The number of multicast packets received by the switch

port.

The number of octets (8-bit bytes) received by the
switch port.

The number of incoming packets received by the switch

port.

The number of unknown unicast packets received by

the switch port.

The number of broadcast packets sent by the switch
port.

The number of outgoing packets that the switch port

intentionally discards (drops).

The number of outgoing packets that the switch port
fails to transmit successfully due to errors.

The number of multicast packets sent by the switch

port.

The number of octets (8-bit bytes) transmitted out of
the switch port.

The number of packets transmitted out of the switch

port.

The number of unknown unicast packets sent by the

switch port.
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In Oversize

Frames

In Undersize

Frames

Out Bits Rate

In Bits Rate

Out Pkts Rate

In Pkts Rate

In Frames 64
Octets

In Frames 65-
127 Octets

In Frames 128-
255 Octets

In Frames 256-
511 Octets

In Frames 512-
1023 Octets

In Frames
1024-1518
Octets

The number of oversize frames received by a switch
port.

Oversize frames mean frames that exceed the typical

maximum transmission unit (MTU) size.

The number of undersize frames received by a switch

port.

Undersize frames mean frames with a length less than

64 bytes and a correct checksum.

The rate at which bits are transmitted from the switch

port. It's measured in bits per second (bps).

The rate at which bits are received by the switch port.

It’s measured in bits per second (bps).

The rate of data packets sent from the switch port. It’s

measured in Packets Per Second (pps).

The rate of data packets received by the switch port. It’s

measured in Packets Per Second (pps).

The number of 64-byte frame packets received by the
switch port.

The number of frame packets between 65 and 127

bytes received by the switch port.

The number of frame packets between 128 and 255
bytes received by the switch port.

The number of frame packets between 256 and 511

bytes received by the switch port.

The number of frame packets between 512 and 1023
bytes received by the switch port.

The number of frame packets between 1024 and 1518

bytes received by the switch port.

Modules Overview

Click the Modules Overview tab. Then, you can see the following table:
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Metric

Port Name

Connector

Type

Form Factor

Vendor
Vendor Part

Transmission
Distance

Transmission
Rate

WavelLength

Tx Power

Rx Power

Power Budget

Temperature

Table 6. Module Overview Metrics

Description

The name of the switch port connected with the optical

module.

The type of the connector used by the optical module.

The physical size, shape, and interface specifications of
the optical module.

The manufacturer of the optical module.
The model name of the optical module.

The maximum distance over which an optical signal can

be transmitted effectively through the module.

The speed at which data can be transmitted through the
modaule. It's measured in gigabits per second (Gbps).

The distance between two corresponding points on an
optical wave, typically measured from crest to crest (or

trough to trough). It’'s measured in nanometers (nm).

The amount of optical power consumed by the optical

module. It’s measured in dBm.

The amount of optical power delivered by the optical

module. It's measured in dBm.

The difference between the output power and the input

power.

The temperature of the optical module. It's measured in
Celsius (°C).
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BGP

Click the BGP tab. Then, you can see the following table:

Table 7. BGP Metrics

Metric

VRF Name

BGP Version

Local AS

Local Router ID
Remote AS

Remote Router
ID

BGP State

Hold Time

Keepalive

Interval

OSPF

Loesl Router 1D Remate Renter 10 Koepalive Interval (3}

19z L] o000 ACTIVE 180 0

192 L] Ll ACTIVE 180 &

Description

The name of the Virtual Routing and Forwarding (VRF)

instance.
The version of Border Gateway Protocol (BGP).

The Autonomous System Number (ASN) of the local
switch.

The unique BGP identifier of the local switch.
The ASN of the remote device.

The unique BGP identifier of the remote device.

The state of the BGP session.

The allowed maximum time between two BGP peers
without receiving any messages. It’s measured in
seconds.

The time interval for sending KEEPALIVE messages

between BGP peers. It’s measured in seconds.

Click the OSPF tab. Then, you can see the following table:

|||||||

Table 8. OSPF Metrics

Metric

Sate Dead Time:

FULL 0250319 WST06 0.303
2035-03-19 105230

1T 20E5-03-19 WrSZ11 aas e D00 o o o Qoo Q004

FULL 20750019 15213 0w

FuL ORI WSTLS i 30000 o 0 0 QD LT

Description
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VRF Name

Neighbor ID

Pri

State

Dead Time

Address

Interface

RXmtl

Rqstl

DBsml

DR

BDR

MAC

The name of the VRF instance.

The unique identifier to distinguish a neighboring
device.

The OSPF router priority, which is a parameter that
influences the election process for the Designated
Router (DR) and Backup Designated Router (BDR) within
an OSPF network.

The current status of the OSPF router.

The amount of time that a router waits to receive a Hello
packet from a neighboring router before it declares that
neighbor as "dead" or unreachable. It's measured in

seconds.
The IP address of the neighbor.

The interface on a router to establish the OSPF neighbor
relationship.

The total number of link state advertisements on the

retransmission queue sent to neighbors.

The total number of link state advertisements on the
request messages queue sent to neighbors.

The total number of link state advertisements on the
Database Description (DD) messages queue sent to
neighbors.

The Designated Router, a special router elected within
an OSPF area to handle the exchange of link-state
information.

Backup Designated Router, a backup to the DR in an
OSPF network.

Click the MAC tab. Then, you can see the following table:

©® NOTE

For switches with PicOS 4.7.1M installed, the MAC data is not displayed.
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MAC Address
0c:25:2d:7e:00:01

0c75:0094:00:01

Table 9. MAC Metrics

Metric

MAC Address

Interface
Vian

Age

Type

ARP

te1/1/2

300 DYNAMIC

Description

The MAC address of the switch port connecting to this

switch.
The physical port associated with the MAC address.
The identifier of the VLAN including this MAC address.

The duration during which the MAC address entry
remains valid before it is deleted due to lack of updates.

It’s measured in seconds.

The obtaining method of the MAC address, dynamic or

static.

Click the ARP tab. Then, you can see the following table:

@ NOTE

For switches with PicOS 4.71M installed, the ARP data is not displayed.

1P Address

0103

Table 10. ARP Metrics

Metric
Address
HW Address
Type

Interface

HW Address. Trpe Interface

Description

The IP address of the neighboring switch.
The MAC address of the neighboring switch.
The types of the ARP entry, dynamic or static.

The physical or logical port on the switch associated
with the IP address and the MAC address.
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IP Route

Tree 2 Destination Network D Poute Mitries et Hop Chutpoing Inberface Foute Age

|||||

DIRECTLY _CONNECTED

Table 11. IP Route Metrics

Metric

Type

Destination

Network

Route Metrics

Next-Hop

Outgoing

Interface

Route Age

MLAG

1107200 197 nife o114
[IEEEH]

(110100 i et 011304

Description

The protocol through which the route was learned or

configured.

- DIRECTLY_CONNECTED: This is a directly
connected network.

« STATIC: This is a static route.

- OSPF: This is a route learned through the OSPF
protocol.

« BGP: This is a route learned through the BGP

protocol.

The address and subnet mask of the destination

network.

The metric (or cost) of the route, which determines the
priority of the route. For example, [110/2] indicates that
the route uses the OSPF protocol, where 110 is the

OSPF priority (cost) and 2 is the metric of the route.

The next hop IP address to which packets are

forwarded.

The network interface from which packets are

forwarded.

The elapsed time since the route was learned or

configured.

Click the MLAG tab. Then, you can see the following table:
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Table 12. MLAG Metrics

Metric

Domain ID

Domain MAC

Node ID

Peer Link
Peer IP
Peer VLAN

Neighbor
Status

Config
Matched

MAC Synced

MLAG Link

Count

@ NOTE

Description

The unique identifier to distinguish an MLAG domain. An

MLAG domain is established between two switches

configured with the same domain ID.
The MAC address of an MLAG domain.

The unique identifier to distinguish the MLAG peer
devices.

« O : Represents the primary device.

« 1: Represents the secondary device.
The local interface ID of the peer-link.

The IP address of the remote peer-link port.

The VLAN ID used for the peer-link.

The status of the MLAG peer connection.

- IDLE: No peer-link is established.

. CONNECTING: The peer-link is being established.
« ESTABLISHED: The peer-link is established

successfully.

Whether the configurations between MLAG peers are

consistent. Values can be Yes or No.

Whether the MAC address tables between MLAG peers

are consistent. Values can be Yes or No.

The total number of MLAG peer-links.

Click the PoE tab. Then, you can see the following table:
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Only switches that support PoE will have the PoE telemetry information
displayed.

Table 13. PoE Metrics

Metric Description
Port The unique identifier to distinguish ports on the switch.
Status The PoE function status of the port.

- Disabled: PoE is turned off on the port.

- Searching: The port is actively detecting whether a
Powered Device (PD) is connected.

- Delivering: Power is being supplied to a connected PD.

- Test: The port is performing a test to verify the PD or

power delivery.
- Requesting: The PD is requesting power from the port.

- Fault: A fault has occurred, preventing power delivery.
Consume The power consumption of the port.

PD-Class The PoE class of the connected PD. Values can be 1, 2, 3, 4,
5, 6, 7, and 8. Each class corresponds to a specific power

level.
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Topology

You can use the automatic discovery of topology feature to visualize your switches in all
locations and drill down into an individual switch, right to the port level, to check port stats

and overall health of the switch.

In addition, you can view real-time or historical information about terminal devices connected

to the switch.

See the following child topics:

+ Managing Topologies

* Planning Topologies

+ Viewing Real-Time Topologies
+ Viewing Historical Topologies

« Viewing Switch Details, Ports, and Terminal Devices

©® NOTE

For switches of the following models, the automatic discovery of topology
feature is not supported:
« S3410L-24TF

« S3410L-24TF-P

« S3410-24TS

« S3410-24TS-P

« S3410C-16TF

« S3410C-16TF-P

« S3410C-16 TMS-P

« S3410C-8TMS-P

« S3270-10TM

« S3270-24TM

« S3270-48TM

« S3270-10TM-P

« S3270-24TM-P
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Managing Topologies
Topologies can help you identify and visualize your network structure. You can add, edit, or
delete topologies by using the AmpCon-Campus UL

©® NOTE

The topologies in the Site section are automatically created and can’t be
manually added or deleted. To add switches to a site or remove switches
from a site, see Managing_Sites.

Adding a Topology
Editing a Topology
Deleting a Topology
Setting or Unsetting a Default Topology
Adding a Topology
1. In the AmpCon-Campus UI, click Network Design > Topologies.

2. In the Topology List section, click the “Add Topology” icon.

3. Enter the topology name and description (optional), and then click Add.

4. Wait for the process to complete. Then, you can see the new topology in the Topology list.

Editing a Topology
1. Click the topology in the Topology List section, and then click the edit icon.
Topoiogies List E P

B Beology

a

1% b
=
.
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2. Enter a new name or description, and then click Save.

Deleting a Topology

1. Click the topology in the Topology List section, and then click the delete icon.
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Topologies List

2. In the pop-up window, verify the name of the topology, and then click Yes to confirm the
deletion.

3. Verify whether the topology is removed from the Topology List section.

Setting or Unsetting a Default Topology
When you click Network Design > Topologies, the default topology is displayed. To set a

default topology, follow these steps:

1. Click a non-default topology, and then click the “Set Default Topology” icon.

2. Verify whether the selected topology is marked with the default icon.

Tapologes List r . =
@

-
=

To unset a default topology, click the default topology, and then click the “Set Default

Topology” icon again.
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Planning Topologies

You can enter the topology edit mode to customize a topology based on your actual needs.

Entering the Topology Edit Mode
Adding Switches to a Topology
Removing Switches from a Topology
Automatically Discovering Links
Manually Adding Links

Editing Links

Selecting a Topology Layout
Zooming in or out of a Topology
Undoing or Redoing Operations
Saving a Topology

Setting whether to Display the Legend
Refreshing the Current Topology
Exiting the Topology Edit Mode

Entering the Topology Edit Mode

1. In the AmpCon-Campus UI, click Network Design > Topologies.

2. Select the topology in the Topology List section to enter the real-time topology mode.
3. Click the "Edit" icon to enter the topology edit mode.

Topologies List E ™ . = :.:
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Adding Switches to a Topology
To add switches to a topology, follow these steps:

1. Enter the topology edit mode as described in the last section.

2. Click the topology, and then click the "Add Device" icon.

¢ o8 oO8

3. Select the switches that you want to add, and then click Save.
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Removing Switches from a Topology

To remove switches from a topology, follow these steps:

1. Enter the topology edit mode as described in the Entering_the Topology Edit Mode section.

2. Remove switches by using either of the following methods:
. Using the "Add Device" icon
1. Click the topology, and then click the "Add Device" icon.

2. Uncheck the switches that you want to remove, and then click Save.

LRI

. Using the “Delete Node” icon

Click the topology, and then click the "Delete Node" icon.
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Automatically Discovering Links

1. In the topology edit mode, click the "Auto Discover" icon.
Topologies List
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2.In the pop-up window, click Yes to start the auto-discovery process.

3. Wait for the process to complete. Then, the links in the topology are updated.

® NOTE
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If switches in the topology don’t connect with each other in the real
network, you will not see links.

Manually Adding Links
To add a link, follow these steps:

1. In the topology edit mode, hover your mouse over a switch until you see a cross symbol.
2. Connect the switch with another switch. Then, you can see an Add Link pop-up window.

3.In the Ports section, input the connection ports for these two switches.

Click + on the right to add a new port connection, or click - to remove a port connection.
If a selected port is already in use by another link, a warning is displayed.

4. Click Add Link.

After you add a link and save the topology, the link is displayed in red or green based on
the real connectivity status:

. If the link between these two switches doesn’t exist in the real network, the link is marked
in red.

. If the link between these two switches exists in the real network, the link is marked in
green.

Editing Links

After a link is added, you can edit the link. Follow these steps:

1. Right-click a link, and click Edit.
2. In the pop-up window, modify the link as needed.

3. Click Save Link.
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Selecting a Topology Layout

In the topology edit mode, you can see the topology in the auto hierarchy layout by default.
To select a topology layout, follow these steps:

1. Click the arrow below the Auto Hierarchy Layout button.

al g
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2. Select a layout from the following four layout styles:
. Auto Hierarchy Layout (Tree Layout)

Select a specific switch in the topology, and then click Auto Hierarchy Layout. You can
see a tree layout with the switch as the root node.

The auto hierarchy layout cannot be applied when no switches are selected or no links
exist among switches.

. Grid Layout
If no switches are selected, the grid layout automatically lays out all global elements.
If some switches are selected, the grid layout is applied only to the selected switches.
. Circular Layout
If no switches are selected, the circular layout automatically lays out all global elements.

If some devices are selected, the circular layout is applied only to the selected switches.
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. Elliptical Layout
If no switches are selected, the elliptical layout automatically lays out all global elements.

If some switches are selected, the elliptical layout is applied only to the selected

switches.

Zooming in or out of a Topology

« To zoom in a topology, hover the mouse over the topology diagram, hold down the Ctrl key

on the keyboard, and scroll the mouse wheel forward.

. To zoom out of a topology, hover the mouse over the topology diagram, hold down the Ctrl

key on the keyboard, and scroll the mouse wheel backward.

Undoing or Redoing Operations

In the topology edit mode, you can undo or redo operations.

. To revert to the last operation, click Undo.

. To redo the last operation, click Redo.

If no undo or redo operations are available, these two buttons are grayed out and disabled.

Topologies List

FICOS

Saving a Topology
1. In the topology edit mode, click Save to save the current topology.
2. Wait for the process to complete. After the topology is saved, you will automatically exit the

topology edit mode.
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Setting whether to Display the Legend
. To hide the legend, click the "Hide Legend" icon in the topology edit mode.
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. To show the legend, click the "Show Legend" icon in the topology edit mode.
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Refreshing the Current Topology

In the topology edit mode, click the "Refresh" icon.

W Oelee W OMne

The topology diagram will revert to the last saved state, and any unsaved changes will be

lost.
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Exiting the Topology Edit Mode

To exit the topology edit mode, click the "Cancel Edit" icon in the topology edit mode.

¢ o8 oO8
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Viewing Real-Time Topologies

You can enter the real-time topology mode to view real-time network status, such as switch
status and link faults. By clicking a switch or a link, you can see detailed stats information.

Entering the Real-Time Topology mode
Refreshing the Topology
Zooming in or out of a Topology

Exporting a Topology
Entering the Real-Time Topology mode

1. In the AmpCon-Campus UI, click Network Design > Topologies.

2. Click the topology in the Topologies List section, and then you enter the real-time
topology mode automatically.

® Online w Offline
= Up — Down Mieed

Topologies List

c

+ £ 0 @

& Al
O Site
default G
B Tepolegy

F QO o B e @

PMCOS

© NOTE

If you are in the historical topology mode, click the “Back To Real-
Time Topology” icon to return to the real-time topology mode.
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Refreshing the Topology

In the real-time topology mode, click the "Refresh" icon.
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Zooming in or out of a Topology

. To zoom in a topology, hover the mouse over the topology diagram, hold down the Ctrl key
on the keyboard, and then scroll the mouse wheel forward.

. To zoom out of a topology, hover the mouse over the topology diagram, hold down the Ctrl
key on the keyboard, and then scroll the mouse wheel backward.

Exporting a Topology

In the real-time topology mode, click the "Download Image" icon. You can view the exported

topology in the download history of your browser.
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Viewing Historical Topologies

You can enter the historical topology mode to view the network status at different times or
analyze the historical topology to trace problems.

Viewing a Historical Topology
Zooming in or out of a Topology
Exporting a Topology
Returning to the Real-Time Topology Mode
Viewing a Historical Topology
1. In the AmpCon-Campus UI, click Network Design > Topologies.

2. Click the topology in the Topology List section, and then you enter the real-time topology
mode automatically.

3. To enter the historical topology mode, click the "History" icon.
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Then, you can see the historical topology as follows:

Topalogies © The topology has been updated, date: 025.09-02 083300 M 13 4 M4 Ramnv @
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4. In the historical topology mode, click the "Aim" icon.
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5. Modify the time as needed in the pop-up window, and click OK.

Choose the Historical Time

Select Histarical Time « 2025-09-02 14:50

6. After the topology is loaded completely, the topology shows the state at the selected time

point. The timeline shows 30 minutes forward or backward from that time point.

7. Click the time points in the timeline to view historical topologies at different times.

Zooming in or out of a Topology

. To zoom in a topology, hover the mouse over the topology, hold down the Ctrl key on the
keyboard, and then scroll the mouse wheel forward.

. To zoom out of a topology, hover the mouse over the topology, hold down the Ctrl key on
the keyboard, and then scroll the mouse wheel backward.

Exporting a Topology

In the historical topology mode, click the "Download Image" icon. You can view the exported

topology in the download history of your browser.
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Returning to the Real-Time Topology Mode

In the historical topology mode, click the “Back To Real-Time Topology” icon to leave the
historical mode.
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Viewing Switch Details, Ports, and Terminal Devices

When you click a switch in a topology, you can view real-time or historical information about
the switch, switch ports, and terminal devices connected to the switch.

Viewing Real-Time or Historical Data
Device Info

Port Info
Client Info

Viewing Real-Time or Historical Data

To view real-time switch details, switch ports, and terminal devices, enter the real-time

topology mode, and then click the switch to be monitored.

To view historical switch details, switch ports, and terminal devices, enter the historical

topology mode, and then click the switch to be monitored.

Then, you can see the following sections in the topology:

Device Info

In the Device Info section, you can see the following switch-related information:
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Table 1. Device Info Metrics

Metric Description

Switch Name The name of the switch.

Switch SN The SN of the switch.

Model The model of the switch.
Version The PicOS version of the switch.
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Status The state of the switch.

- For the topologies in the Site section, the

following switch states are supported:

o

Imported: The switch is imported to
AmpCon-Campus.

Provisioning Success: The switch is
deployed by using AmpCon-Campus.
Configured: After you add a switch
configuration, the switch is in Configured
status.

Staged: After you stage a switch, the switch
is in Staged status.

Registered: The switch has registered with
AmpCon-Campus but hasn’t been deployed
completely.

Provisioning Failed: The switch fails to be
deployed by using AmpCon-Campus.
DECOM: The deployed switch is
decommissioned (DECOM) when it’s online.
DECOM-Manual: The deployed switch is
decommissioned when it’s offline.

RMA: The switch is replaced with another
switch of the same switch model by using
Return Merchandise Authorization (RMA).

« For the topologies in the Topology section, the

following switch states are supported:

o

o

Imported: The switch is imported to
AmpCon-Campus.
Provisioning Success: The switch is

deployed by using AmpCon-Campus.

Mgmt IP The management IP address of the switch.

MAC Address The MAC address of the switch.

Port Info

In the Port Info section, you can see the following port-related metrics:
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Device Port Info

te-17111
te- 1172
te-17103

te-1r104

Metric
Port Name
Status

Port Speed

In Octets

In Pkts

In Discards

In Errors

Out Octets

Out Pkts

Out Discards

Out Errors

Port
InOctets In Pits ;ﬂm In Errors
0GB o 196732 2 o

UMKEMOWN 1] 0 (V] o

UNKNOWN o 0 0 o

o o s o E,?
E
=1 ?E

UNEMNOWHN o o o o

Table 2. Port Info Metrics

Description
The name of the switch port
The status of the switch port, up or down

The maximum data transfer rate that the port can
support

The number of octets (8-bit bytes) received by
the switch port

The number of incoming packets received by the

switch port

The number of incoming packets that the switch
port intentionally discards (drops) during
processing

The number of incoming packets that contain

errors and are dropped by the switch port

The number of octets (8-bit bytes) transmitted
out of the switch port

The number of outgoing packets transmitted by

the switch port

The number of outgoing packets that the switch
port intentionally discards (drops) before they are

transmitted

The number of outgoing packets that the switch

port fails to transmit successfully due to errors
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Client Info

In the Client Info section, you can view the following metrics for terminal devices connected

to the switch:

@ Tip
Terminal devices are displayed based on the following priority order:

1. Online terminal devices with IP addresses identified.
2. Online terminal devices with no IP addresses identified.
3. Offline terminal device with IP addresses identified.

4. Offline terminal device with no IP addresses identified.

Device Port Info

Client Mama: Status MAC Address P Address Port Manufacturer Terminal Type
S PEFRAS0T 40 64:9d:PF 030748 1712 FSCOMINC
d:fdFhdfeTief E4:9d: ¥ 5adeTef w1172 FSCOM IMNC
S4:RFF 0BT 64:9:99.08.91:9d w1712 FSCOMINC

S4:9099:d3 TS5 Mfline £4:9d:99:03:72:5a w112 FSCOM INC

Table 3. Client Info Metrics

Metric Description

Client Name The name of the terminal device.

« During the automatic terminal identification
process, AmpCon-Campus assigns the MAC
address of the terminal device as its client

name.

« During the Addimg_Terminals Manually,

AmpCon-Campus assigns the value you input
as its client name.

- For terminal devices displayed on the “Wired
Clients” page, you can modify their client

names as described in Editing_Terminal Device

Information.

Status The status of the terminal device, including
Online and Offline:

« Online: The terminal device is up and

connected to the switch.
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MAC Address
IP Address
Port
Manufacturer

Terminal Type

. Offline: The terminal device is down or isn’t

connected to the switch.
The MAC address of the terminal device.
The IP address of the terminal device.
The port to connect to the terminal device.
The manufacturer of the terminal device.

The type of the terminal device such as PCs,
printers, cameras, smartphones, tablets, IP

phones, or a custom type that you defined.
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Alerts

AmpCon-Campus uses telemetry data to issue immediate alerts on a visual interface when a
device failure or a performance shift is detected, to help the network administrators diagnose
the root cause and resolve problems quickly.

If you can't access the AmpCon-Campus UI to view alerts but need immediate alerts when
issues arise, use the alert notification feature to receive real-time email notifications. In this

way, you can promptly find problems and prevent incident escalation.

See the following child topics:

©® NOTE
For switches of the following models, the alert feature is not supported:

« S3410L-24TF

« S3410L-24TF-P
« S3410-24TS

« S3410-24TS-P

« S3410C-16TF

« S3410C-16TF-P
« S3410C-16TMS-P
+ S3410C-8TMS-P
« S3270-10TM

« S3270-24TM

« S3270-48TM

« S3270-10TM-P
« S3270-24TM-P

O  VRtARREIRE x

BREMKES , B, ARER. MRAEBNREF
£, FRARENEERTRF.
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Alert Types and Levels

To check supported alert types and related alert levels, see the following tables:

Packet Loss Alerts

Resource Usage Alerts

Interface Monitoring Alerts

Optical Module Alerts

Packet Loss Alerts

Table 1. Packet Loss Alerts

Alert
Metric

In Errors

Out

Errors

In
Discards

Out

Discards

Description

The number of incoming
packets that contain errors
and are dropped by a switch

port increase

The number of outgoing
packets that a switch port fails
to transmit successfully due to

errors

The number of incoming
packets that a switch port
intentionally discards (drops)

during processing

The number of outgoing
packets that a switch port
intentionally discards (drops)

before they are transmitted

Resource Usage Alerts

Table 2. Resource Usage Alerts

Alert Metric

CPU Usage

Description

The CPU usage

555

Triggering Condition

The metric value
changes two times in
the last four sampling
cycles.

The metric value
changes two times in
the last four sampling

cycles.

The metric value
changes two times in
the last four sampling

cycles.

The metric value
changes two times in
the last four sampling

cycles.

Triggering

Condition

The metric value

exceeds 85%.

Alert
Level

Error

Error

Error

Error

Alert

Level



Memory Usage

In Bandwidth
Usage

Out Bandwidth
Usage

Fan PWM
Usage

RPSU Power-

on

The memory usage

The input bandwidth

usage

The output bandwidth
usage

The proportion of the
fan's Pulse Width
Modulation (PWM) to the
total width

Whether the Power
Supply Unit (PSU) is
powered on or off

Interface Monitoring Alerts

Table 3. Interface Monitoring Alerts

Alert Metric

Admin Status

Operation
Status

MTU

Loopback
Mode

Description

The port status (Up or
Down) manually configured
by the network
administrator, including Up
and Down

The actual operational port
status (Up or Down), which
is detected by the switch

The largest size of a data
packet that can be
transmitted over a network
without being fragmented.

It's measured in bytes

Whether the loopback
mode is enabled on this

port
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The metric value

exceeds 85%.

The metric value

exceeds 85%.

The metric value
exceeds 85%.

The metric value is

over 85%.

The metric value

changes.

Triggering
Condition

The metric value

changes.

The metric value

changes.

The metric value

changes.

The metric value

changes.

Info

Alert
Level

Info

Info

Info



Duplex Mode

Port Speed

Optical Module Alerts

Whether data can flow in

one direction (half duplex)

at a time or both directions

The metric value

changes.

(full duplex) simultaneously

The maximum data transfer

rate that the port can
support

Table 4. Optical Module Alerts

Alert Metric

Laser
Temperature

Tx Power

Rx Power

Power Budget

Description

The temperature of the
optical module
connected to the switch
port. It’s measured in
Celsius (°C)

The amount of optical
power delivered by the
optical module
connected to the switch

port

The amount of optical
power consumed by the
optical module
connected to the switch

port

The difference between
the output power and the

input power
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The metric value

changes.

Triggering
Condition

The metric value
exceeds 90 °C.

The metric value is
not in the output

power range.

See the Tx Power

and Rx Power

Ranges section.

The metric value is
not in the input

power range.

See the Tx Power

and Rx Power

Ranges section.

The metric value

changes.

Alert
Level

Info



Tx Power and Rx Power Ranges

Table 5. Tx Power and Rx Power Ranges

Optical Module InputPower Range Output Power Range
Type

CFP Min: -10, Max: O Min: -8, Max: 2
CFP2 Min: -10, Max: O Min: -8, Max: 2
CFP2_ACO Min: -10, Max: O Min: -5, Max: 5
CFP4 Min: =10, Max: O Min: -8, Max: 2
QSFP Min: -10, Max: O Min: -8, Max: 2
QSFP28 Min: -10, Max: O Min: -8, Max: 2
QSFP28_DD Min: -10, Max: O Min: -8, Max: 2
QSFP56 Min: -10, Max: O Min: -8, Max: 2
QSFP56_DD Min: -10, Max: O Min: -8, Max: 2
QSFP56_DD_TY Min: -10, Max: O Min: -8, Max: 2
PE1

QSFP56_DD_TY Min: -10, Max: O Min: -8, Max: 2
PE2

QSFP_PLUS Min: -10, Max: O Min: -8, Max: 2
SFP Min: -17, Max: -1 Min: -9, Max: -1
SFP_PLUS Min: -17, Max: -1 Min: -9, Max: -1
SFP28 Min: =12, Max: -1 Min: -8, Max: 4
SFP56 Min: -12, Max: -1 Min: -8, Max: 4
SFP_DD Min: -12, Max: -1 Min: -8, Max: 4
CPAK Min: -10, Max: O Min: -8, Max: 2
CSFP Min: =17, Max: -1 Min: -9, Max: -1
DSFP Min: -12, Max: -1 Min: -8, Max: 4
XFP Min: -10, Max: O Min: -8, Max: 2
X2 Min: =10, Max: O Min: -8, Max: 2
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OSFP Min: -10, Max: O Min: -8, Max: 2
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Checking the Alert List

AmpCon-Campus uses monitoring data to predict equipment failures and performance
anomalies and then trigger immediate alerts. By checking these alerts, you can take

corrective actions before issues are escalated.

Supported Alert Types and Levels

Viewing Alerts
Viewing All Unread Alerts
Marking Unread Alerts as Read

Viewing All Unread "Error" Alerts
Viewing All Unread "Warning" Alerts
Viewing All Unread "Info" Alerts
Viewing All Alerts
Filtering Alerts
Supported Alert Types and Levels
AmpCon-Campus supports the following alert levels:

« Error

. Info
AmpCon-Campus supports the following alert types:

. Packet Loss Alert
« Resource Usage Alert
. Interface Monitoring Alert

. Optical Module Alert

For detailed alerts and related alert levels, see Alert Types and Levels.

Viewing Alerts

Viewing All Unread Alerts

In the AmpCon-Campus UI, click Monitor > Alerts > Alert List. You can see all unread

alerts.
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Marking Unread Alerts as Read

. To mark one unread alert as read, locate the alert, and then click Mark as Read.

. To mark multiple unread alerts as read, select these alerts, and then click Mark Selected
as Read.

- To mark all unread alerts as read, click the square in the top to automatically select all

unread alerts, and then click Mark Selected as Read.
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Viewing All Unread "Error" Alerts

Click the red flame icon, and then you can see all unread "error" alerts.
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Viewing All Unread "Warning" Alerts

Click the orange warning icon, and then you can see all unread "warning" alerts.
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Viewing All Unread "Info" Alerts

Click the blue bell icon, and then you can see all unread "info" alerts.
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Viewing All Alerts
Click All Messages, and then you can see all alerts.
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Click Back to Alerts, and then you can see all unread alerts.
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Filtering Alerts

On the “Alert List” page, you can filter alerts by using the filer icon in the Last Time, Switch
SN, or Type column.
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Alert Notifications

If you can't access the AmpCon-Campus UI to view alerts but need immediate alerts when
issues arise, use the alert notification feature to receive real-time email notifications. In this

way, you can promptly find problems and prevent incident escalation.

See the following child topics:

o Alerting Notification Guide
« Configuring an SMTP Server
» Configuring Notification Rules

« Viewing Historical Alert Notification Logs
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Alerting Notification Guide

If you need to be notified immediately when alerts happen, you can enable the alert
notification feature to receive real-time notifications through emails.

1. Configuring an SMTP Server
2. Configuring Notification Rules
3. Viewing Alert Notification History

1. Configuring an SMTP Server

To receive alert notifications through emails, you need to configure an SMTP server first. For

more information, see Configure an SMTP Server.

Send Test Email

Test Email Address ~ 3014867285@qa.com

2. Configuring Notification Rules

Configure notification rules to define the alert types, alert levels, and fabrics to be monitored
and to designate the email address to be notified. For more information, see Configuring_
Notification Rules.

Once done, alert notifications will be sent to the designated email address. You can get
notified immediately when issues happen and then take correction actions to prevent issue
escalation.
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test

Fabric * ask-Fabric-0729 > default »

Emall W s5@gacom

Silent Period (Minutes) * 30

Email Notification

Alert Level

4items
Packet Loss Alert
AlMonitoring Alert
Interface Monitori...
Optical Module Alert

3. Viewing Alert Notification History

View all historical alert notifications sent in the last 30 days for root cause analysis or
auditing. For more information, see Viewing Historical Alert Notification Logs.

Alert Details

Switch SN

Switch Muoded
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Configuring an SMTP Server

Simple Mail Transfer Protocol (SMTP) servers are specialized applications responsible for
sending, relaying, and routing email messages between senders and recipients over the

internet or a network.
To receive alert notifications through emails, you need to configure an SMTP server first.

Supported Information
Adding an SMTP Server
Optional: Editing an SMTP Server
Optional: Resetting an SMTP Server
Supported Information
« AmpCon-Campus supports mainstream email service providers like Outlook and Gmail.

. AmpCon-Campus supports using email encryption transmission or not (SSL, TLS, or

none).

Adding an SMTP Server

To add an SMTP server, follow these steps:

© NOTE

When you add an SMTP server, ensure to send a test email and check

whether the email can be received by the receiver.

1. Click System > Email Settings in the AmpCon-Campus UI.

2. On the “Email Settings” page, input the following information:

« SMTP Server Address: The hostname or IP address of the SMTP Server.
« SMTP Server Port: The TCP port number to connect to the SMTP Server.

. Secure Connection: The encryption method for secure email transmission, including SSL,
TLS, or None. None means that the emails sent to this SMTP server are not encrypted.

. Sender Email: The email address to send a test email.
. Use Authentication: Select Enabled or Disabled. The default value is Disabled.

o Enabled: The SMTP server requires authentication for logged-in users. If you selected
Enabled, specify the following parameters:

» Username: The name of the user to log in to the SMTP server.
« Password: The password of the SMTP server user.

o Disabled: The SMTP server doesn’t require authentication for logged-in users.

® NOTEs
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. If you selected SSL or TLS in the Secure Connection section,
you must select Enabled.

« If you selected None in the Secure Connection section, you
must select Disabled.

3. Click Send Test Email.

4.1In the Test Email Address field of the pop-up window, enter the email address of the
receiver.

Send Test Email

TestEmail Address s

5. Click Send.
6. Ensure that the test email can be received by the receiver.

7. Click Apply to complete the SMTP server configuration.

Optional: Editing an SMTP Server

To edit an SMTP server, modify the configurations on the “Email Settings” page as needed,
and then click Apply.

©® NOTE

Do not forget to send a test email and check whether the email can be
received by the receiver.

o+ Crmsl St MO 4 M2 AT Qe @
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Optional: Resetting an SMTP Server

To reset SMTP server configurations, click Reset on the “Email Settings” page.

© NOTE

After you reset SMTP server configurations, configure a new SMTP server.
Or else, AmpCon-Campus will still use the previous SMTP server

configurations.

Emad Settings A0 542 RS Seen- @
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Configuring Notification Rules

After you configure an SMTP server, configure notification rules. In notification rules, specify
the alert types, alert levels, and sites to be monitored. You are informed of these specified
alerts when they are triggered.

Adding Notification Rules

Viewing Notification Rules

Optional: Editing Notification Rules
Optional: Deleting Notification Rules

Adding Notification Rules

To add a natification rule, follow these steps:

O NOTE

At most 100 notification rules can be added.

1. Click Monitor > Alerts > Notification Rules in the AmpCon-Campus UL
2. On the “Notification Rules” page, click + Rule.

3. In the pop-up window, input the following information:

« Rule Name: The name of the rule. The rule name needs to be unique.
. Site: The sites to be monitored. You can select one or multiple sites.

. Email: The email addresses of the receivers to be notified. You can enter one or multiple
email addresses, which need to be separated by commas (,).

Silent Period (Minutes): The period (in minutes) during which the same alert notification is
not sent repeatedly.

To prevent email bombing, set the silent period to at least 30 minutes. If you set the silent
period to a value less than 30, the silent period is changed to 30 automatically.
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- Email Notification: Whether to enable email notifications.
- Enabled: Alert notifications will be sent to the receiver email address and will be
displayed on the “Notification History” page.
- Disabled: Alert notifications will not be sent to the receiver email address and will not be

displayed on the “Notification History” page.

® NOTEs

- If you selected Enabled to enable email notifications, only the
selected levels and types of alerts can be sent to the receiver
email address and displayed on the “Notification History”
page. For how to select alert levels and alert types, see step 4
and step 5.

- All triggered alerts can be displayed on the “Alert List” page

no matter you enabled email notifications or not.

4.In the Alert Level section, select the levels of alerts to be monitored in the left cell,

including Warning, Error, and Info. Then, click >.

To disable the monitoring of specific alert levels, select the alert levels in the right cell, and

then click <.

5.In the Alert Type section, select the types of alerts to be monitored in the left cell, and
then click >.

To disable the monitoring of specific alert types, select the alert types in the right cell, and

then click <.

For supported alert types and alert levels, see Alert Types and Levels.

4. Click Apply.

Viewing Notification Rules

On the “Notification Rules” page, you can see the following information:

Motification Rules

Feode tiarme Alert Scope e Adert Lewel Hert Typm. Stent Pariod (Mirutes) statin Covatn Uner Opeetion

Table 1. Notification Rule Metrics

Metric Description

Rule Name The name of the rule.
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Alert Scope (Site)  The site to be monitored.

Alert Level The levels of alerts to be monitored, including

Warning, Error, and Info.

Alert Type The types of alerts to be monitored.

Silent Period The period (in minutes) during which the same alert
(Minutes) notification is not sent repeatedly.

Status Whether alert notifications can be sent to the

receiver’s email address.

Create User The AmpCon-Campus user who created the alert

notification rule.

Optional: Editing Notification Rules
To edit a notification rule, follow these steps:

1. Locate the rule on the “Notification Rules” page, and then click Edit.

2. In the pop-up window, modify the rule as needed.

Natification Rules
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3. Click Apply.

Optional: Deleting Notification Rules

To delete a notification rule, locate the rule on the “Notification Rules” page, and then click
Delete.
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Viewing Historical Alert Notification Logs

You can view all alert notifications sent in the last 30 days for root cause analysis, fault

prevention, or auditing.

Checking Historical Alert Notifications

Deleting Historical Alert Notifications

Checking Historical Alert Notifications

To check historical alert notifications, follow these steps:
1. Click Monitor > Alerts > Notification History in the AmpCon-Campus UL

On the “Notification History” page, you can see all the historical alert notifications that are

sent in the last 30 days.

Stats. Send Time: Dperation
2025.00.22 205533

Table 1. Notification History Metrics

Metric Description

Rule Name The name of the alert notification rule

Subject The alert levels and alert types

Receivers The email addresses of the receivers to be notified
Status Whether the email is sent to the receivers

successfully

Send Time The time when the alert notification email is sent

2. To view the email contents of a historical alert notification, locate the alert notification, and

then click Details.
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Deleting Historical Alert Notifications

To delete a historical alert notification, locate the alert notification, and click Delete.
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Managing Groups and Sites

You can create a group and then add PicOS switches and users to the group so that these
users can manage only the assigned PicOS switches in this group. In addition, you can also
designate the operation permissions for a group so that the users and PicOS switches in the
group can only perform the allowed operations.

When you import a PicOS switch or add a PicOS switch configuration, you need to select
which site the PicOS switch belongs to. Then, after PicOS switches are managed by
AmpCon-Campus, you can also add PicOS switches to a site or remove PicOS switches from

a site as needed.

When you add access points (APs) to AmpCon-Campus, you also need to select which site
the APs belong to.

See the following child topics:

e Managing Groups
* Managing Sites
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Managing Groups

You can create a group and then add switches and users to the group so that these users

can manage only the assigned switches in this group.

You can also designate the operation permissions for a group so that the users and switches

in the group can only perform the allowed operations.

Adding a Switch Group

Editing a Switch Group

Assigning Groups to a User

Viewing All Switch Groups

Viewing Users Managing a Group

Deleting a Switch Group
Adding a Switch Group

To add a switch group, follow these steps:
1. In the AmpCon-Campus UI, click Resource > Group Management.

2. On the “Group Management” page, click + Create.

3. In the pop-up window, input the following information:

Table 1. Switch Group Parameters

Parameter Description

Device Type Select Switch to create a switch group.
Group Name Specify the name of the switch group.
Group Class Select one or multiple operation permissions

allowed for switches in the switch group:

. License Audit: You can perform the License
Audit operation.
. License Action: You can perform the License

Action operation.
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- Retrieve Config: You can perform the

configuration backup operation.

Description Optional. Specify the description of the switch

group.

4. Click Apply.

Editing a Switch Group

By editing a switch group, you can add switches to a group or remove switches from a group.
In addition, you can modify the allowed operation permissions for switches in the group.

1. On the “Group Management” page, click + before All Switches in the left panel.

2. Click a switch group from the list.

3. In the Switch View tab, click Edit Group.
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4. In the pop-up window, do the following operations:

. Select the switches to be added to the switch group.
. To remove switches from the switch group, unselect the switches.
. Select the allowed operation permissions, including License Audit, License Action, and

Retrieve Config.
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5. Click Save.

577



You can try another way to remove a switch from a switch group. In the Switch View tab,
locate the switch, and then click Delete.
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Assigning Groups to a User

After you add switch groups, you can assign switch groups to an existing or a new AmpCon-
Campus group user. For more information about AmpCon-Campus users, see Managing_
User Access.

To assign groups to an existing group user, follow these steps:

1. Click System > User Management from the navigation bar.
2. Locate the user, and then click Edit.

3.In the pop-up window, select Group in the User Type drop-down list.

4. Click Apply.

Viewing All Switch Groups

To view all added switch groups, click + before All in the left panel of the “Group

Management” page.

To view all switches in a switch group, click the switch group name, and then check the
Switch View tab.
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Viewing Users Managing a Group

You can view AmpCon-Campus users managing a switch group. If no users are listed, it

means that you haven’t assigned the group to any AmpCon-Campus users.

To view AmpCon-Campus users managing a switch group, follow these steps:

1. On the “Group Management” page, click + before All, and then click the switch group from
the list.

2. Click the User View tab, and then check the users managing the switch group.
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Deleting a Switch Group
1. On the “Group Management” page, click + before All in the left panel.

2. Click a switch group from the list, and then click Delete.

e

b

GroupClss: [ Uossehudt | LcwseAction | Upgrading | Reriees Config

3. Click Yes to confirm the deletion.
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Managing Sites

When you import a switch or add a switch configuration during the switch onboarding
process, you must select which site the switch belongs to. After a switch is onboarded to

AmpCon-Campus, you can also add the switch to another site.

When you add an access point (AP) to AmpCon-Campus, you must select which site the AP
belongs to. After an AP is added to AmpCon-Campus, you can also add the AP to another
site.

Topologies are created based on each site automatically. You can view the topology

associated with switches in a site to check the linking of switches in the site.

Guidelines

Adding a Site

Adding Switches to a Site

Removing Switches from a Site

Displaying the Topology Associated with a Site
Deleting a Site

Guidelines
You must read the following guidelines:

. The site default is a built-in site. You can’t edit it or remove switches from it directly.

. After you remove switches from any other sites, these switches are added to the default

site automatically.

. After you add switches in the site default to any other sites, these switches are removed

from the default site automatically.

Adding a Site
To add a site, follow these steps:

1. In the AmpCon-Campus UI, click Resource > Site Management from the navigation bar.

2. On the “Site Management” page, click Create.
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3. Enter the site name and the site description (optional).
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4. Click Apply.

Adding Switches to a Site
To add switches to a site, follow these steps:

1. In the AmpCon-Campus UI, click Resource > Site Management from the navigation bar.

2. Click the site name, and then click Edit Site.

3. Select the switches to be added. You can filter switches by entering keywords in the
search box.
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4. Click Apply.

Removing Switches from a Site

To remove switches from a site, follow these steps:
1. Click Resource > Site Management from the navigation bar.
2. Click the site name, and then click Edit Site.

3. In the pop-up window, unselect the switches to be removed. You can filter switches by

entering keywords in the search box.
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4. Click Apply.

You can use another way to remove a switch from a site. Click the site, locate the switch, and
then click Delete.
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Displaying the Topology Associated with a Site

To display the topology associated with a site, follow these steps:

1. In the AmpCon-Campus UI, click Network Design > Topologies from the navigation bar.

2. Click the corresponding site name. Then, you can see the topology graph of switches that

belong to this site. For more information, see Topology.
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Deleting a Site

To delete a site, follow these steps:

1. In the AmpCon-Campus UI, click Resource > Site Management from the navigation bar.

2. On the “Site Management” page, click Delete.
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3. Click Yes to confirm the deletion.
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Managing Licenses

In the AmpCon-Campus UI, you can manage AmpCon-Campus licenses and PicOS licenses.

For more information, see the following child topics:

+« Managing AmpCon-Campus Licenses

e Managing PicOS Licenses
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Managing AmpCon-Campus Licenses

You can import a new or updated AmpCon-Campus license to manage more switches, view
all imported AmpCon-Campus licenses, convert a trial AmpCon-Campus license to a
standard AmpCon-Campus license, invalidate the AmpCon-Campus license on a switch to
release the license, or check license related logs and alerts.

See the following child topics:

©® NOTEs

Before you import AmpCon-Campus licenses, pay attention to the

following guidelines:

« The following AmpCon-Campus license types are supported:
o Trial license: The trial period lasts for 90 days and an additional 14
days. After the trial license is expired, you must install a standard
license to continue using AmpCon-Campus.

o Standard license: After a standard license is installed, you cannot

install a trial license.

Each AmpCon-Campus server supports managing only switches with
the same license type.
« If AmpCon-Campus licenses are not imported or the imported
AmpCon-Campus licenses are expired, some of the AmpCon-Campus

features will not work, such as Onboarding PicOS Switches.

« During the grace period of a trial AmpCon-Campus license, the
AmpCon-Campus login interface displays "License is expired, you have
a 14-day grace period". You can purchase a standard license to
continue using AmpCon-Campus.

« Within 14 days before a standard AmpCon-Campus license expires,
when you log in to the AmpCon-Campus UI, you will see the notification
message “License ID: xx Some of the licenses are about to expire. If
you wish to continue using this device, please renew the license. You

can view the relevant information through the “License Alert” function.”

In this case, go to the License Alert section of the AmpCon-Campus

UI to check the expiring AmpCon-Campus license, and ask the sale team
to renew the license in the License Portal. Then, download the renewed
license, and import it to AmpCon-Campus.
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Importing Licenses for Deployed Switches

To onboard switches through ZTP, you must import AmpCon-Campus licenses (containing
the Hardware IDs of the switches) to AmpCon-Campus automatically or manually so that

AmpCon-Campus can manage these switches.

Prerequisites
Importing Licenses Automatically

Importing Licenses Manually
1. Obtaining Hardware IDs in Batches

2. Creating an AmpCon-Campus License
3. Importing an AmpCon-Campus License to AmpCon-Campus

Optional: Editing an AmpCon-Campus License

Prerequisites

. For white-box switches to be deployed, ensure that all the preparations in Before You
Begin and Step 1to Step 6 in Provisioning_a White-Box Switch are completed.

. For integrated hardware and software switches to be deployed, ensure that all the

preparations in Before You Begin and Step 1to Step 4 in Provisioning_an Integrated

Hardware and Software Switch are completed.

Importing Licenses Automatically

When AmpCon-Campus is stably connected to the License Portal, you can import AmpCon-
Campus licenses to AmpCon-Campus automatically, eliminating the need for complex

manual processes.

This feature significantly reduces time and operational costs, streamlines management, and

is especially beneficial for large-scale switch license management scenarios.
To import an AmpCon-Campus license automatically, follow these steps:

1. Click System > Software Licenses > Licenses Management from the navigation bar, and
then click Quick Activate. You can see all switches provisioned with ZTP and without
AmpCon-Campus license assigned.

Quick Activate
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2. Optional: To manually refresh the list of switches with no AmpCon-Campus license
assigned, click Refresh.

O NOTE
You are recommended to manually refresh the list of switches with

no AmpCon-Campus license assigned. Reasons are as follows:

. If the network is available and stable, AmpCon-Campus will
automatically retrieve the latest Expiration Date and Quantity
information from the License Portal and display the latest switch
list in the AmpCon-Campus UL

« But if AmpCon-Campus fails to retrieve information from the
License Portal due to network issues, you can manually refresh
the latest Expiration Date and Quantity information and the list of

switches with no AmpCon-Campus license assigned.

3. Check the quantity of Hardware IDs that can be bound with the AmpCon-Campus license

for a specific expiration date:

a. In the Expiration Date drop-down list, select an expiration date.

©® NOTE

Trial licenses are marked with the string "(trial)".

b. In the Quantity field, check the quantity of Hardware IDs that can be bound with the

AmpCon-Campus license for the selected expiration date.

4. Select one or multiple switches to which you want to assign AmpCon-Campus licenses.

© NOTE

The total number of selected switches must be no longer than the

value of Quantity. Or else, the Activate button cannot be clicked.

5. Click Activate.

Then, AmpCon-Campus uploads the information, including the switches and expiration date
you selected, to the License Portal. The License Port will create the corresponding AmpCon-

Campus license, which will be automatically imported to AmpCon-Campus.

Importing Licenses Manually

When AmpCon-Campus cannot connect to the License Portal or the connection is unstable,

you need to import AmpCon-Campus licenses to AmpCon-Campus manually. To import an
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AmpCon-Campus license manually, follow these steps:

1. Obtaining Hardware IDs in Batches

To manually import licenses to all switches, you need to obtain the hardware IDs of each
switch that you want to manage first.

1. Click System > Software Licenses > License Management from the navigation bar, and
then click Quick Activate. You can see all switches provisioned with ZTP and without
AmpCon-Campus license assigned.

2. Click Download. In the Download Content section, the Hardware ID is selected by
default.

Swinch Model T SwiichSN ST Hardware D

SEAM-ETERC GIETIINGOTTIE 11112522503 5000
SEAPMLETERC CISTIAN00ET2Y 1111 2332.3393.5001
SEEP-ETARC GASTAIN00ETI0 1114-2339-3303-5002
SEAPI-TAEC GISTIINO0NTIL 11122305000
SEEM-ETHRC GISTIINGOTIZ 131-RER AT 5004
SEAMEETERC CISTIMO0TEY 1191233995005
SEEP-ETEBC GISTIINO0ETI4 1111251 3303-5006

SEAT-TERC GISTIINGOBTIS 111122223003 5007

3. Select one or multiple switches you want to retrieve hardware IDs.

4. Click Download. Then AmpCon-Campus will generate a .xlsx file with the hardware IDs of
these switches.
©® NOTE

Don’t modify the generated .xlsx file. Or else, the license creating
process might fail.

2. Creating an AmpCon-Campus License
To create an AmpCon-Campus license, follow these steps:

1. Log in to the License Portal, and then click AmpCon Licenses > New AmpCon License.

© NOTE

You can get the username and password of the License Portal from
the sale team.

2. Input the following information:
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Software Type: Select AmpCon-Campus.

Software Version: Select AmpCon-Campus 2.3.0 or AmpCon-Campus 2.3.1.
Device Type: From the drop-down list, select a device type.

Feature Type: Select Foundation. Currently, only the Foundation feature type is
supported.

License Type: Select Trial License or Standard License.

License Name: The name of the license.

. In the Addition Method section, click Form input.

. Click Analysis Excel to upload the .xIsx file generated in the 1. Obtaining Hardware IDs in

Batches section, and select the expiration date.

Software Type Software Version
AmpCon-Campus AmpCon-Campus 2.3.0
Device Type Feature Type

FPSW Foundation

License type

Standard License

License name

test-license

® Form input File upload

Hardware id & Expiration date

2024-11-01 -
Batch-Sync o

2024-11-01
; patch-sync O

0 Tip
To apply a specific expiration date to all blank drop-down lists, locate
the expiration date, and then click Batch-Sync.
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5. Click Add AmpCon License.

3. Importing an AmpCon-Campus License to AmpCon-Campus
To import an AmpCon-Campus license to AmpCon-Campus, follow these steps:
1. Get the updated or new license from the License Portal.

a.Log in to the License Portal, and then click AmpCon Licenses.

b. Click Copy to copy the license string or click Download to download the .lic license file.
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2. In the AmpCon-Campus UI, click System > Software Licenses > License Management
from the navigation bar.

3. 0On the “License Management” page, click Import.

4. Select either of the following ways to import licenses:

. Select Copy License.txt, and paste the license strings that you copied in step 1.b to the

License Key box.

. Select Copy License.lic, and then upload the .lic license file that you downloaded in step

1.b in the License Key selection box.

5. Click Apply.
After you import the new license, the All Licenses table is refreshed.
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Optional: Editing an AmpCon-Campus License

After you create an AmpCon-Campus license, if you want to manage new switches with
AmpCon-Campus, you can edit the AmpCon-Campus license. Follow these steps:

1. Log in to the License Portal, and click AmpCon Licenses.

2. Locate the license that you want to edit, and click the edit icon in the Total hw-ids column.

3. Click the Add Device icon, enter the Hardware ID of each new switch that you want to

manage, and select the expiration date.

4. Click Save.

©® NOTE

After you edit a license, import the updated AmpCon-Campus license
to AmpCon-Campus so that newly added switches can be managed
by AmpCon-Campus.
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Importing Licenses for Imported Switches

To onboard switches through importing switches, you must import AmpCon-Campus
licenses (containing the Hardware IDs of the switches) to AmpCon-Campus manually so that

AmpCon-Campus can manage these switches.

1. Obtaining Hardware IDs
2. Creating an AmpCon-Campus License
3. Importing an AmpCon-Campus License to AmpCon-Campus

Optional: Editing an AmpCon-Campus License

1. Obtaining Hardware IDs

To manually import the licenses to all switches, you need to obtain the Hardware ID of each

switch that you want to manage first. Follow these methods:

1. SSH log in to each switch and run the following commands:

run start shell sh

sudo license -s

# run start shell sh
do Ticense -s

"Type

"Featur ase Product N ", "openFlow"],
"support End Date":’
"Hardware ID":"

3

}
admin@swd : ~$

2. SSH log in to each switch and run the following command:

show version

admin@PIC0S> show version

Copyright

M

Software Version

Software Released Date
ial Number

System Uptime ;B da hour 83 minute
Hardware ID : 3866-E2B3

License lype { Uninstalled
Device MAC Address ; lciea:Bb:a2:6d:c3

2. Creating an AmpCon-Campus License
To create an AmpCon-Campus license, follow these steps:

1. Log in to the License Portal, and then click AmpCon Licenses > New AmpCon License.

You can get the username and password of the License Portal from the sale team.

2. Input the following information:
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Software Type: Select AmpCon-Campus.
Software Version: Select AmpCon-Campus 2.3.0 or AmpCon-Campus 2.3.1.
Device Type: From the drop-down list, select a device type.

Feature Type: Select Foundation. Currently, only the Foundation feature type is

supported.
License Type: Select Trial License or Standard License.

License Name: The name of the license.
. In the Addition Method section, select either of the following ways:

Form input: Enter the Hardware IDs of switches to be managed with AmpCon-Campus,

and select the expiration date.

Software Type Software Version

AmpCon-Campus AmpCon-Campus 2.3.0

Device Type Feature Type

FPSW Foundation

License type

Standard License

License name

test-license

Addition Method

® Form input File upload

Hardware id & Expiration date

2024-11-01
Batch-Sync

2024-11-01
) Batch-Sync

0 Tip
To apply a specific expiration date to all blank drop-down lists, locate

the expiration date, and then click Batch-Sync.
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. File upload: Click Upload to upload a .xlsx file with the Hardware IDs of switches to be

managed with AmpCon-Campus and the expiration date. You can click Blank template to

download a .xIsx template file.

4. Click Add AmpCon License.

3. Importing an AmpCon-Campus License to AmpCon-Campus

To import an AmpCon-Campus license to AmpCon-Campus, follow these steps:

1. Get the updated or new license from the License Portal.

a. Log in to the License Portal, and then click AmpCon Licenses.

b. Click Copy to copy the license string or click Download to download the .lic license file.
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2. In the AmpCon-Campus UI, click System > Software Licenses > Licenses Management

from the navigation bar.

3. 0n the “Licenses Management” page, click Import.

4. Select either of the following ways to import licenses:

. Select Copy License.txt, and paste the license strings that you copied in step 1.b to the

License Key box.

. Select Copy License.lic, and then upload the .lic license file that you downloaded in step

1.b in the License Key selection box.
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5. Click Apply.

After you import the new license, the All Licenses table is refreshed.

Optional: Editing an AmpCon-Campus License

After you create an AmpCon-Campus license, if you want to manage new switches with
AmpCon-Campus, you can edit the AmpCon-Campus license. Follow these steps:

1. Log in to the License Portal, and click AmpCon Licenses.

2. Locate the license that you want to edit, and click the edit icon in the Total hw-ids column.

3. Click the Add Device icon, enter the Hardware ID of each new switch that you want to
manage, and select the expiration date.

4. Click Save.

@ NOTE

After you edit a license, import the updated AmpCon-Campus license
to AmpCon-Campus so that newly added switches can be managed
by AmpCon-Campus.
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Troubleshooting for License Importing

If you fail to import AmpCon-Campus licenses, refer to the following reasons and solutions:

Automatic License Importing Issues
Abnormal Network Connection

Insufficient AmpCon-Campus Licenses
License Portal Authentication Failed
Outdated Information

Manual License Importing Issues
Abnormal Network Connection

Insufficient AmpCon-Campus Licenses

License Portal Authentication Failed

Outdated Information

Wrong Hardware ID in the Uploaded File
Automatic License Importing Issues

When you automatically import an AmpCon-Campus license, you might see the following

errors in the AmpCon-Campus UI. To resolve these issues, check related solutions:

Abnormal Network Connection

Error:
. Abnormal network connection.
. Failed to obtain the License Key. Please try again later.

Root Cause: The network between the License Portal and the AmpCon-Campus server is

unavailable or unstable.

Solution: Check and resolve the network connection issues between the License Portal and
the AmpCon-Campus server.

Insufficient AmpCon-Campus Licenses

Error: The number of selected switches can't be more than the number of Hardware IDs that

can be bound with the AmpCon license for the selected expiration date.

Root Cause: The total number of selected switches is more than the number of Hardware

IDs that can be bound with the AmpCon-Campus license for the selected expiration date.
Solution:

. Click System > Software Licenses > Licenses Management from the navigation bar, and
then click Quick Activate. Click Refresh to manually refresh the number of remaining
Hardware IDs that can be bound with the AmpCon-Campus license for the selected
expiration date.

- Reduce the total number of switches selected with the expiration date specified.
. Select a different expiration date to activate the remaining switches.
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« Purchase more AmpCon-Campus licenses.

License Portal Authentication Failed

Error: The License Portal authentication failed. Please try again after updating license portal
information in the global system configuration.

Root Cause: The License Portal information that you entered in the global system

configuration is incorrect.

Solution: Re-enter the License Portal URL, License Portal User, and License Portal
Password in the global system configuration, and then check the connectivity. For more
information, see Checking_License Portal Connectivity.

Outdated Information

Error: xxx.xxx.xxx (HW ID) has bound the license. Please check and try again.

Root Cause: The switch that you are activating has been assigned with an AmpCon-Campus

license.

Solution:

. Click Refresh to manually refresh the list of switches with no AmpCon-Campus licenses.

« Resolve network issues between the AmpCon-Campus server and the License Portal.

Manual License Importing Issues

When you manually import an AmpCon-Campus license, you might see the following errors
in the AmpCon-Campus UL To resolve these issues, check related solutions:

Abnormal Network Connection
Error: Failed to obtain the License Key. Please try again later.

Root Cause: The network between the License Portal and the AmpCon-Campus server is

unavailable or unstable.

Solution: Check and resolve the network connection issue between the License Portal and

the AmpCon-Campus server.

Insufficient AmpCon-Campus Licenses

Error: The number of selected switches can't be more than the number of Hardware IDs that

can be bound with the AmpCon license for the selected expiration date.

Root Cause: The total number of selected switches is more than the number of Hardware

IDs that can be bound with the AmpCon-Campus license for the selected expiration date.

Solution:

- Reduce the total number of switches specified with the expiration date.
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. Select a different expiration date to activate the remaining switches.

« Purchase more AmpCon-Campus licenses.
License Portal Authentication Failed
Error: The License Portal account or password does not match. Please check and try again.

Root Cause: The License Portal information that you entered in the License Portal is incorrect

or does not match.

Solution: Re-enter the username and password you input to log in to the License Portal.
Outdated Information

Error: xxx.xxx.xxx (HW ID) has bound the license. Please check and try again.

Root Cause: The switch that you are activating has been assigned with an AmpCon-Campus

license.

Solution:

. Click Refresh to manually refresh the list of switches AmpCon-Campus PicOS licenses.
. Resolve network issues between the AmpCon-Campus server and the License Portal.
Wrong Hardware ID in the Uploaded File

Error:

. There is no HW ID in the table. Please check and try again.
« xxx.xxx (HW ID) is repeated. Please check and try again.

« The format of the Hardware ID filled in is incorrect. Please check.
Root Cause: The hardware IDs are not entered, are repeated, or are in wrong format.

Solution: Ensure hardware IDs are correctly entered and not duplicated in the uploaded file.
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Converting a Trial License to Standard Licenses

You can convert a trial AmpCon-Campus license to one or multiple standard AmpCon-
Campus licenses automatically when AmpCon-Campus is stably connected to the License

Portal.

©® NOTEs

« On AmpCon-Campus, you have only one chance to convert trial
licenses to standard licenses.
- If more switches need trial license conversion, perform the operation in

the License Portal.

Prerequisites
Procedure
Guidelines of Applying Expiration Date

Prerequisites

« Ensure that AmpCon-Campus can connect with the License Portal through the entered
username and password. Or else, switch deployment will fail. For more information, see

Checking_License Portal Connectivity.

« Ensure that the sale team have created standard AmpCon-Campus licenses for you in the

License Portal.

Procedure

To convert a trial AmpCon-Campus license to one or multiple standard licenses

automatically, follow these steps:

1. Click System > Software Licenses > Licenses Management from the navigation bar, and

then click Trial License Conversion.

You can view all switches managed by AmpCon-Campus with a trial license assigned.

© NOTE

The Trial License Conversion button is visible only when a trial
license has been imported into AmpCon-Campus and no standard

license has been imported.
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Convert Trial License

wn Portal Uner sl uner Bvalabie DopirationDate 20390331 Cnuariity 24

S sl Swinch SN Hardweare ID Expiration Cute:

SSET0-SATERC 1 11112222 33305000

SEEP0-EETHBC 3 191132033333 5000

SSEP0-4BTHBC

SEEP0-EETHR

SEEP-4ATABC

SEEP0-4ATABC

2. Optional: To manually refresh the list of switches with a trial license assigned, click
Refresh.

© NOTE

You are recommended to manually refresh the list of switches with a

trial license assigned. Reasons are as follows:

. If the network is available and stable, AmpCon-Campus will
automatically retrieve the latest Expiration Date and Quantity
information from the License Portal and display the latest switch list
in the AmpCon-Campus UL

« But if AmpCon-Campus fails to retrieve information from the
License Portal due to network issues, manually refresh the latest
Expiration Date and Quantity information and the list of switches

with a trial license assigned.

3. Check the quantity of Hardware IDs that can be bound with the AmpCon-Campus license
for a specific expiration date:

Conwvert Trial License

nDate | 20290331

Switch Model Switch BN Harsware I0 Exgiration Date

SSETO-4STEBC 2 1111-2222

SSETO-4STERC 4 1111-3222-3333-5000

PO-4ATERC 5 1111-2222- 13335004

SSETO4STERC &

SEPO-4ETEEC

a. In the Available Expiration Date drop-down list, select an expiration date.

b. In the Quantity field, check the quantity of Hardware IDs allowed by the selected
expiration date.

600



4. For switches with different expiration dates, locate each switch, and then select an

expiration date in the Expiration Date drop-down list.

5. For switches with the same expiration date, select the expiration date in the Available
Expiration Date drop-down list, and then click Apply Expiration Date. For how expiration

6. Click Convert to complete the conversion.

© NOTE

The switches without Expiration Date specified will be removed from
AmpCon-Campus after the operation.

Guidelines of Applying Expiration Date

After you click Apply Expiration Date, AmpCon-Campus will analyze the following counts
first:

. Count A: The count of the switches without Expiration Date specified.

. Count B: The count of Hardware IDs allowed by the selected expiration date in the

Available Expiration Date drop-down list.

If Count A is less than Count B, AmpCon-Campus will automatically apply the selected

expiration date to all the switches without Expiration Date specified.

If Count A is more than Count B, AmpCon-Campus will automatically apply the selected

expiration date to switches without Expiration Date specified from top to bottom.

For the remaining switches without Expiration Date specified, the Expiration Date drop-
down list are blank. You can do as follows:

. Select another expiration date in the Available Expiration Date drop-down list, and then
click Apply Expiration Date. This expiration date will be assigned to the remaining

switches by AmpCon-Campus automatically.

« Select another expiration date in the Expiration Date drop-down list manually.
Example:

Convert Trial License

Ubtsorris Portal User a0 user Sovailable Expleation Dabe

Switch Moded Swtch SN Expiration Date

SEETU-EETSEC

SEETOLETERC

SEATO-4BTAAC

SEETO-4BTSAC H 1111-2222-3333-5004
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The count of the switches without Expiration Date specified is 5, the selected expiration date
(2025-08-29) allows for 4 Hardware IDs.

In this case, you click the Apply Expiration Date button. AmpCon-Campus will assign the
selected expiration date (2025-08-29) to the first 4 switches. For the remaining 1 switch

without an Expiration Date specified, you can do as follows:

. Select another expiration date in the Available Expiration Date drop-down list, and then
click Apply Expiration Date. This expiration date will be assigned to the remaining 1 switch
by AmpCon-Campus automatically.

. Select another expiration date in the Expiration Date drop-down list manually.
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Viewing AmpCon-Campus Licenses

In the AmpCon-Campus UI, click System > Software Licenses > License View. You can

see the AmpCon-Campus licenses that are imported to AmpCon-Campus.

In addition, you can see the status and usage information of these AmpCon-Campus

licenses.

License Status
License Usage
License Details
Fuzzy Search for License Information

License Status

In the License File Status section, you can see the numbers of All, Invalid, and Expired

AmpCon-Campus licenses. See the following descriptions of each status:

. All: All licenses.
. Invalid: The invalid licenses.

- Expired: The expired licenses.

Liceraza Flle Status

Licersa Information

License Usage

atardard

License Usage:

In the License Usage section, you can see the numbers of normal, abnormal, and expired

AmpCon-Campus licenses. See the following descriptions of each status:

« Normal: The licenses that are both valid and not expired.

. Abnormal: The licenses that are invalid or expired or can’t be verified by AmpCon-

Campus.

- Expired: The expired licenses.
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License File Status License Lsage

]
'
W e
License Information
Liommee 10 Hardware I hassel hame. [ Licerns File Statun abd Date. Expiration Date.
s D674 5B STHL-SFED SIET-MTMP standard % 20050815 01740 22002
s AP EABD-SCR2-5605 - standard 2025081501740 0280027
s ADED-MBZ-SEEI-019 MINHEER-ON standard v 20250815 01740 28002
ABSE-IDS0-FICI-298 - standard v 20250815 01740 0280027
s 55308543056 S4B - standard v 20250815 01740 228002
SRIS0NFS-TITE-E1SD - standard v 2005-08-15 0k1740 0250505

License Details

In the License Information section, you can view the following columns. All columns

support ascending and descending sorting.

License ID: The ID of the AmpCon-Campus license
. Hardware ID: The ID of the switch hardware

. Model Name: The name of the switch model

License Type: Includes standard license (formal License) and trial license (temporary
License)

. License File Status: The status of the AmpCon-Campus license for the switch

. Valid Date: The date from when the switch can be managed by AmpCon-Campus

Expiration Date: The date until when the switch can be managed by AmpCon-Campus

You can filter licenses with the license status file keywords. In the License Information table,

click the License File Status column, and select a status to view relevant licenses.

Licsrese Fike Status Licerse Usage

Licorse Information

Licerse 11 Hartware 1) Mol arme: Licerne Tres Lieeese file St Expieation Ciste

5 S TR seanctan Haaw02-2
Mormmal

45 r— 02
Abrcerul

%5 HEL-HAZ-HEEI-4100 NAREERON standian =] Hab-02- 2
Irwvalid

545 APE-20 V- - stanciand A 0TH00-150X 1940 X0
[

w5 55 DD - S0 standian “ F0THO0-150%1940 H02-3

“5 SE009- TUTR-E250 - standand A W0E06-150X 1940 A0

%5 A 553 543183 starctund 0050615021940 A

Fuzzy Search for License Information

In the search box of the License Information table, enter keywords to search for specific
licenses.
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Invalidating a License

If you don’t need to deploy and manage a switch with AmpCon-Campus, you can invalidate
the AmpCon-Campus license on the switch to release this license.

® NOTEs

« The Hardware ID of a switch might exist in multiple AmpCon-Campus
licenses. Ensure that you invalidate all AmpCon-Campus licenses on
the switch.

. After you invalidate all AmpCon-Campus licenses on a switch, the
switch can’t be deployed and managed with AmpCon-Campus. The
switch that has been deployed will be removed from the switch list on
the “Switches” page.

« You can perform three invalidation operations at most.

Procedure

1. In the AmpCon-Campus UI, click System > Software Licenses > Licenses Management.

2. Click the license file, and click the Hardware ID to be invalidated. Then, click Invalid

License.

Mol Linerese St Epiewion Dute Operation

3. In the pop-up window, click Yes.

You can see the invalid code is displayed in a pop-up window. The status of the license is
changed to Invalid, and show invalid code in the Operation column is shown as clickable
instead of grayed out.

If the license status is not displayed as Invalid, click Refresh to update the license status.
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4. Click Show Invalid Code to copy the invalid code.

5. Release the invalidated license in the License Portal.
a. Log in to the License Portal, and then click AmpCon Licenses > Verify Revoke Code.
b. In the Software Type drop-down list, select AmpCon-Campus.

c. Use either of the following ways:

- In the Addition Method section, select Form Input. In the Revoke Code field, paste
the invalid code that you copied in step 4.

- In the Addition Method section, select File Upload. Click Blank template to
download a template file. Open the template file, and enter the invalid code in the .xlsx
template file. Then, upload the file.
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Form input

6. Click Save.
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Checking License Logs and Alerts

In the AmpCon-Campus UI, click System > Software Licenses > License Log. You can

check the operation logs and alerts that are related to AmpCon-Campus licenses.

Viewing License Operation Logs
Exporting License Operation Logs
Searching for License Operation Logs
Checking License Alerts

Exporting License Alerts

Searching for License Alerts

Viewing License Operation Logs

On the “License Log” page, you can view license-related operation records (such as license
import operations and license invalidation operations), the time of each operation, and the
status of each operation.

License Log
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am 50626 BOLSH rrort cerne
a 2506 LE0RI0IS ot Furoe
445 50615001540 rrourt icerse
445 250615023742 ronrt fuere

Exporting License Operation Logs

To export license logs as a .csv file, select one or more entries, and then click Export in the
License Log section.
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Searching for License Operation Logs

To perform a fuzzy search for logs, enter keywords in the search box of the License Log

section.
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Checking License Alerts

To check license alert information, check the License Alert section.

©® NOTEs

« During the grace period of a trial AmpCon-Campus license, the
AmpCon-Campus login interface displays "License is expired, you have
a 14-day grace period".

. If a standard AmpCon-Campus license expires, you can see the license
status is expired in the License Alert section of the AmpCon-Campus
UL

« Within 14 days before a standard AmpCon-Campus license expires,
when you log in to the AmpCon-Campus UI, you will see the notification
message “License ID: xx Some of the licenses are about to expire. If
you wish to continue using this device, please renew the license. You
can view the relevant information through the “License Alert” function.”

In this case, ask the sale team to renew the AmpCon-Campus license
in the License Portal. Then, download the renewed license, and import it to

AmpCon-Campus as described in Importing Licenses for Deployed

Switches.
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Exporting License Alerts

To export alerts as a .csv file, select one or more alert entries,

License Alert section.
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To perform a fuzzy search for alerts, enter keywords in the search box of the License Alert

section.
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Managing PicOS Licenses

You can verify whether PicOS licenses are valid or not by using the License Audit feature. Or
you can verify whether PicOS licenses are valid and extend expired PicOS licenses by using

the License Action feature.

If the AmpCon-Campus server can’t access the License Portal, you can add local PicOS
licenses to AmpCon-Campus so that AmpCon-Campus can install PicOS licenses on
corresponding switches.

Prerequisites

Verifying License Validity
Verifying the PicOS License for a Switch
Verifying PicOS Licenses for a Group of Switches

Verifying License Validity and Extending Expired Licenses
Verifying and Extending the PicOS License for a Switch

Verifying and Extending PicOS Licenses for a Group of Switches
Adding Local PicOS Licenses

Prerequisites

« Check whether AmpCon-Campus can connect with the License Portal through the entered
username and password in the system configuration. For more information, see Checking_

License Portal Connectivity.

o If the AmpCon-Campus server can access the License Portal that you specified in the
system configuration, AmpCon-Campus automatically retrieves PicOS licenses from the
License Portal. Then, when you deploy a switch with AmpCon-Campus, AmpCon-
Campus automatically installs the PicOS license for the switch.

- But sometimes the AmpCon-Campus server can’t access the License Portal that you
specified in the system configuration, for example in an air-gapped environment. In this
case, you need to manually add local PicOS licenses to AmpCon-Campus so that
AmpCon-Campus can install PicOS licenses on corresponding switches. For more
information, see the Adding_Local PicOS Licenses section.

« Ensure that the sale team has created PicOS licenses for the switches to be managed. Or
else, some functions of AmpCon-Campus might not work.

Verifying License Validity
By using the License Audit feature, you can verify whether PicOS licenses are valid or not.
Verifying the PicOS License for a Switch

To check the PicOS license validity for a switch, follow these steps:

1. In the AmpCon-Campus UI, click Resource > Device Licenses.

2. In the License Audit tab, locate a PicOS license, and then click License Audit.
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3. Click Yes.

4. Check the License Expiry and License Status columns.

. License Expiry means the expiration date of the PicOS license.

. License Status means the current status of the PicOS license. You might see the following
license status:

- Expired: The PicOS license is expired.

o Expiring: The PicOS license will expire within the next 30 days.

o Active: The PicOS license is valid and will not expire within the next 30 days.

- Unknown: AmpCon-Campus hasn’t retrieved the PicOS license status of the switch.

o No License: The switch has no PicOS license installed.

5. Click Log to view the license audit logs.
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Verifying PicOS Licenses for a Group of Switches
To check the PicOS license validity for a group of switches, follow these steps:

1. In the AmpCon-Campus UI, click Resource > Device Licenses.

2. In the License Audit tab, select a group name from the Group Name drop-down list, and
then click License Audit.
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3. Check the License Expiry and License Status columns.
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. License Expiry means the expiration date of the PicOS license.

. License Status means the current status of the PicOS license. You might see the following

license status:

- Expired: The PicOS license is expired.

o Expiring: The PicOS license will expire within the next 30 days.

o Active: The PicOS license is valid and will not expire within the next 30 days.

- Unknown: AmpCon-Campus hasn’t retrieved the PicOS license status of the switch.
o No License: The switch has no PicOS license installed.

4. Optional: Select the newly generated report from the Time Selection drop-down list, and
then click View Report.

©® NOTE

The View Report button is applicable only to License Audit

operations based on groups.

Sy P e Smitch S Version Hardwrer 1 [ Uerne sty e

Verifying License Validity and Extending Expired Licenses

By using the License Action feature, you can verify whether PicOS licenses are valid and
extend expired PicOS licenses if these PicOS licenses are extended in the License Portal.

Verifying and Extending the PicOS License for a Switch

1. In the AmpCon-Campus UI, click Resource > Device Licenses.

2. Click the License Action tab.

@ & @ @ & @ © o %

3. Locate a license, and then click License Action.
4. Click Yes.
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5. Check the License Status and License Expiry columns. License expiry means the
expiration date of the PicOS license. License status means the current status of the PicOS

license.

6. Optional: Click Log to view the License Action logging information.

Verifying and Extending PicOS Licenses for a Group of Switches
1. In the AmpCon-Campus UI, click Resource > Device Licenses.
2. Click the License Action tab.

3. Select a group name from the Group Name drop-down list, and then click License Action.

=}
o ¢ ¢ o © ¢ o o 3

4. Check the License Status and License Expiry columns. License expiry means the
expiration date of the PicOS license. License status means the current status of the PicOS

license.

5. Optional: Select the newly generated report from the drop-down list, and then click View
Report.

©® NOTE

The View Report button is applicable to only License Action

operations based on groups.

Adding Local PicOS Licenses
To add a local PicOS license, follow these steps:

1. Click Resource > Device Licenses.

2. Click the Local License tab, and then click Add License.

Son 54 Uioermse Create Time ]

3.In the SN field, enter the SN of the switch with the uploaded PicOS license.

4.In the License field, enter the local PicOS license key.
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5. Click Apply.
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Managing User Access

After you deploy AmpCon-Campus, you can manage user access so that users are assigned

with appropriate permissions.

O NOTE

Only users with the SuperAdmin role have access to the “User
Management” page. Adding, editing, or deleting users, login restrictions,
and TACACS+ configuration are only available to AmpCon-Campus users

with the SuperAdmin role.

Role-Based Access Control
Adding a Global User or a Group User

Managing All Added Users
User Self-Management

Editing Users
Deleting Users
Setting Login Restrictions for AmpCon-Campus Users
User Permissions on Menu Pages
Configuring TACACS+ Authentication and Authorization
Role-Based Access Control

Role-Based Access Control (RBAC) is used to permit individual users to perform specific
actions and get visibility to an access scope. Each user can be assigned to a specific role

with associated permissions.

AmpCon-Campus supports the following user roles. The permission levels are as follows:
SuperAdmin > Admin > Operator > Readonly.
. SuperAdmin
o Provides access to all AmpCon-Campus functions
o The only role that can manage users and groups
. Admin
o Provides access to almost all AmpCon-Campus functions
o Can’t manage users and groups
o Can’t access Switch model and System Config

o Can't access Wireless-related pages and tabs (Wireless View, AP, Manage, Access

Points, Inventory, Wireless Profiles, and Wireless Clients)
- Operator
o Provides access to most of AmpCon-Campus functions

o Can’t manage users and groups
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o Can’t access Switch model and System Config
- Can’t view and manage licenses and can’t view license logs
o Can view but can’t configure Campus Fabric and Wired Clients
» Can’t access Wireless-related pages and tabs (Wireless View, AP, Manage, Access
Points, Inventory, Wireless Profiles, and Wireless Clients)
. Readonly
o Views limited pages such as System Overview, Switch Overview, Topologies, Switches,

Config Files View, Template Verify, Config Archive Diff, Alert List, Notification History,
Telemetry, SNMP Management, and Web Access

Adding a Global User or a Group User

When you add a user, you need to select a user role for the user and specify the user type (a

group user or a global user).

. A group user means that the user can manage one or multiple switch groups.

« A global user means that the user is not limited to any switch group.

To add a user, follow these steps:

1. Click System > User management from the navigation bar.

2. Click + User, and enter the following information:

Table 1. User Parameters

Parameter Description

User Name Specify the username. The username must
be unique.

User Password Specify the password of the user.

The password needs to be a combination of
uppercase letters, lowercase letters,
numbers, and special symbols. The character

count needs to be greater than 10.
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Confirm Password Specify the password of the user.

User Role Select SuperAdmin, Admin, Operator, or
Readonly.
User Type Select Global or Group, which means

creating a global user or a group user.

If you select Group, select an added switch
group from the Group Name drop-down list.
To add multiple switch groups, click the plus

icon +.

O NoTE

Ensure that the selected switch group
has been created. For more information
about creating groups, see Adding a
Switch Group.

Email Specify the email of the user.

3. Click Apply.

Managing All Added Users

User Self-Management

All AmpCon-Campus users can change their own passwords and email addresses. Follow
these steps:

1. In the AmpCon-Campus UI, click the username, and then click User Management.

= System » UserMansgement N1 A7 AT Jswen @

User Management Logeut

5w

2. To change the user password, enter a new password in the New Password field, and then

enter the password again in the Confirm Password field.
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3. To change the email address associated with the AmpCon-Campus user, enter a new
email address in the Email field.

4. Click Apply.
Editing Users
To edit an added user, follow these steps:

1. Log in to the AmpCon-Campus UI with a user of the SuperAdmin role.
2. Click System > User management from the navigation bar.

3. On the “User Management” page, locate a user, and then click Edit.

O NOTE

The built-in user admin can’t be edited here.

4. Modify user information as needed.

5. Click Apply.
Deleting Users
To delete an added AmpCon-Campus user, follow these steps:

1. Log in to the AmpCon-Campus UI with a user of the SuperAdmin role.
2. Click System > User management from the navigation bar.

3. On the “User Management” page, locate a user, and then click Delete.

© NOTE

The built-in user admin can’t be deleted.
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4. In the pop-up window, click Yes to confirm the deletion.

Setting Login Restrictions for AmpCon-Campus Users

You can lock an added user so that the user can’t be used to log in to the AmpCon-Campus
UI. Or you can unlock an added user to enable the login again.
©® NOTE

The built-in user admin can’t be locked or unlocked.

. To lock an added user, follow these steps:
1. Log in to the AmpCon-Campus UI with a user of the SuperAdmin role.
2. Click System > User management from the navigation bar.
3. On the “User Management” page, locate a user, and then click Lock.
4. In the pop-up window, click Yes to confirm the lock operation.

. To unlock an added user, follow these steps:
1. Log in to the AmpCon-Campus UI with a user of the SuperAdmin role.
2. Click System > User management from the navigation bar.

3. On the “User Management” page, locate the locked user, and then click Unlock.

User Management
:

s e Crosed Tems. BT mew mt oo Cperation

4. In the pop-up window, click Yes to confirm the unlock operation.

Now you can log in to the AmpCon-Campus UI with the user again.
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User Permissions on Menu Pages

For menu pages in the AmpCon-Campus UI, different user roles have different permissions.

For more information, see the User Permission Table topic.

Configuring TACACS+ Authentication and Authorization

In addition to using local users (global users or group users), you can also enable the
TACACS+ integration to manage user access. For more information, see the Configuring_
TACACS+ Authentication and Authorization topic.
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User Permission Table

For menu pages and tabs in the AmpCon-Campus UI, different user roles have different

permissions. See the following table:

O NOTE

Tabs that share the same permission level under the same menu are not

shown in the table.

User Permissions on Menu Pages and Tabs

Table 1. Menu and Tab Permissions

First- Second- Third- Tab Super Admi Operato Read

level level level Admi n r only
menu  menu menu n
Dashbo System v v v v
ard Overview
Switch v v v v
Overview
Wireless v x X X
View
Networ Topologi v v v v
k es
Design
Campus v v v X
Fabric
Overlay v v v X
Service
Activatio
n
Switch v v v X
Template
S
Resour Upgrade Switch v v v x
ce Manage
ment AP v x X x
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e
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Monitor

Config
Template
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Alerts

Telemetr

y

SNMP
Manage

ment

Alert List
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on Rules

Notificati
on

History

SNMP
Data
Filtering

SNMP
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Syste
m
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New
Templ

ate

Templ
ate
List
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Config

Templ
ate
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Archiv
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Config
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Y
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Configuring TACACS+ Authentication and Authorization

AmpCon-Campus supports integrating with the Terminal Access Controller Access Control
System (TACACS+) server to do authentication and authorization for the AmpCon-Campus

login users.

In addition to using local users (global users or group users), you can also enable the
TACACS+ integration to manage user access.
Before You Begin

Procedure

Sample Configuration of Authorization Level on TACACS+ Server (Linux tac_plus)

Before You Begin

Before you enable the TACACS+ integration, read the following notes:

« You can configure at most two TACACS+ servers on the AmpCon-Campus server. One is
the primary and active server, while the other one is the secondary server, which is used
for backup. Configure the secondary server only when backup is needed.

« You can designate authorization levels by using the priv-Ivl parameter on the TACACS+
server. The priv-Ivl configuration is sent in the TACACS+ authorization response. The priv-
Ivl parameter value is mapped to one of these local role levels: Readonly, Operator, Admin,
and Superadmin.

For how to configure authorization levels on the TACACS+ server, see the Sample

Configuration of Authorization Level on TACACS+ Server (Linux tac_plus) section.

. AmpCon-Campus sends authorization requests with “Arg[0]” service=AmpCon-
Campus. On the TACACS+ server, you need to set the value of the parameter
“service=AmpCon-Campus” to process authorization requests of AmpCon-Campus

users.

. If both the primary and the secondary TACACS+ servers are unreachable, you can use

local users (global user or group user) to log in to the AmpCon-Campus UL

Procedure

To enable the TACACS+ integration, follow these steps:

1. In the AmpCon-Campus UI, click System > User management.
2. Click TACACS+ Settings.
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3. In the pop-up window, input the following information:

Table 1. TACACS+ Setting Parameters

Parameter

Enable

Primary Server IP

Secondary Server IP

Server Key

Session Timeout

Auth Protocol

TACACS+ User Level
Mapping

Description

Toggle it on to enable TACACS+

authentication and authorization.

The IP address of the primary TACACS+

server.

Optional. The IP address of the backup
TACACS+ server.

The shared key of TACACS+.

© NoTE

The value of the Server Key field
needs to be the same as the shared
keys of the primary and secondary
TACACS+ servers. The shared keys
on both TACACS+ servers need to be
the same.

The TACACS+ connection timeout in
seconds.

The authentication protocol type of
TACACS+ including ASCII, PAP, or CHAP.

The mapping ranges for TACACS+
authorization. The configuration page
displays the default mapping values. You
can configure a custom range for mapping
values. The values are integers that range
from 0 to15.
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© NOTEs

- Don’t overlap any range with other
ranges among different user levels.

« If the priv-Ivl configuration of a
user on the TACACS+ server is not
found in the level-mapping
configuration on AmpCon-Campus,
the user role level is mapped to

Readonly.

4. Click Apply.

Sample Configuration of Authorization Level on TACACS+ Server (Linux tac_plus)

For how to configure authorization levels on the TACACS+ server, see the following example:

user = leontest {
global = cleartext "abc"
service = AmpCon {
default attribute = permit
priv-lvl = 15

}

user = automation {

global = cleartext "automation”
service = AmpCon {

default attribute = permit

priv-lvl =10

}

user = testtest {
global = cleartext "testtest"
service = AmpCon {
default attribute = permit
priv-lvl = 5

}

user = testpica8 {
global = cleartext "testpica8"
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service = AmpCon {
default attribute = permit

priv-Ivl =1
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Administering AmpCon-Campus

You can administer AmpCon-Campus by using the user interface. For more information, see

the following child topics:

« Updating the Encryption Key for Sensitive Data Encryption
o Forwarding Logs to External Syslog Servers

« Backing Up and Restoring the AmpCon-Campus Database
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Updating the Encryption Key for Sensitive Data Encryption

After you deploy AmpCon-Campus, a default encryption key is generated to encrypt
sensitive data (such as passwords) in the AmpCon-Campus database, ensuring sensitive
data security. You can update the encryption key as you need.

Procedure
To update the encryption key, follow these steps:

1. Log in to the AmpCon-Campus UI, and click Wired > Wired Profiles.
2. In the System Configuration tab, click Update Encrypt Key.
3. Enter the original key and the new key. The default encryption key is pica8pica8

3. Click Apply.
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Forwarding Logs to External Syslog Servers

You can forward AmpCon-Campus logs to other external Syslog servers.

Prerequisite
Procedure

Verifying Syslog Forwarding

Prerequisite

Ensure that the Syslog service of the target server is enabled.

Procedure

1. Log in to the AmpCon-Campus UI, and click Wired > Wired Profiles.
2. In the System Configuration tab, click Syslog Config.
3. Enter the following information:

o IP: The IP address of the external Syslog server.
o Port: The port number of the external Syslog server.
o Protocol: TCP or UDP.

o Level: SUCCESS or ERROR. The mapping rules of AmpCon-Campus Log levels and
Syslog rules are as follows:

= SUCCESS is equal to info (level=6)
= ERROR is equal to warning (level=4)

For example, if the ERROR level is specified, the Syslog server receives logs with a
warning level or higher from AmpCon-Campus.

4. Click Add.

Verifying Syslog Forwarding

To verify whether AmpCon-Campus logs can be forwarded to the Syslog server, follow these
steps:
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1. Log in to the AmpCon-Campus UI, and click Wired > Wired Profiles.
2. Click the System Configuration tab.

3.In the License Portal User field, enter an incorrect username, and click Save.

System Configuration u

Pk St Cor oo o chose
"
=3 [ st s [l S o |

3. Access the AmpCon-Campus server by using MobaXterm for verification.

Termingl Sestions View Xiereer Took Games Semings Macres  Help

Bk % ow ok B OH Y E & & @ X @
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Backing Up and Restoring the AmpCon-Campus Database

You can back up and restore the AmpCon-Campus database securely for disaster recovery.

Prerequisite

Creating a Database Backup

Restoring from a Database Backup
Optional: Editing a Database Backup
Optional: Removing a Database Backup

Prerequisite
The allowed maximum number of database backups is set based on the DB Backup Number

field in the System Configuration tab.

Before you create a database backup, ensure that the current backup number doesn’t reach
the allowed maximum number. You can remove a database backup if it is not needed.

Global Configuration Switch Configuartion Config File View Switch Model System Configuration
System Configuration ©
Corfiguration Name « Global
Device Default Login User ) adrmin
Device Default Password + ssssssss
License Portal URL + hitps:ilicense. picali.oom -~
License Portal User « api_user
License Portal Password +© asssssss
Canfig Backup Number (5 ¢ 3
DB Backup Mumber (7 « 3
Security Config File + config_gensecurity/securityconfiy & @
Parking Security Config File config_gen/securityparking securit + @

Allow Switch Source IP (5

DEBUG () @ )
m Reset Update Encrypt Key

Creating a Database Backup
To create a database backup, follow these steps:

1. Log in to the AmpCon-Campus UI, and click Maintain > System Backup.
2. Click Backup. The Create Backup Config pop-up window opens.




3. Enter the following information:

. Backup Name: The name of the backup to differentiate from the other backups.

- Encrypt Key: The encrypt key that you set in the global System Config tab. The default
encrypt key is pica8pica8

- AmpCon Version: The version of AmpCon-Campus that you use.

4. Click Apply.

Restoring from a Database Backup

To restore from a database backup, follow these steps:

©® NOTE

The restore operation can only be executed once, and after an update,
previous files cannot be restored.

1. Log in to the AmpCon-Campus UI, and click Maintain > System Backup.

2. Locate the backup, and click Restore on the right.

3. In the Restore Backup Config pop-up window, enter the following information:

- Encrypt Key: The encrypt key that you set in the global System Config tab. The default
encrypt key is pica8pica8

« AmpCon Version: The version of AmpCon-Campus that you use.

4. Click Apply.

Optional: Editing a Database Backup

To edit a database backup, follow these steps:

1. Log in to the AmpCon-Campus UI, and click Maintain > System Backup.

2. Locate the backup, and click Edit on the right.

3. In the Edit Backup Config pop-up window, modify the backup name or AmpCon-Campus

version as you need.
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4. Click Apply.

Optional: Removing a Database Backup
To remove a database backup, follow these steps:
1. Log in to the AmpCon-Campus UI, and click Maintain > System Backup.

2. Select the backup, and click Remove on the right.

3. Click Yes to confirm the removal.
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Accessing Devices through SSH Sessions

You can connect to a device (such as a switch or terminal device) from the AmpCon-Campus
UI by creating an SSH session.

AmpCon-Campus improves device access flexibility and security by supporting two types of
authentication: password and SSH keys.

Benefits

Procedure
Password Authentication

SSH Key Authentication
Benefits
You can choose either authentication type to access a device. The following benefits are
provided:
. Flexibility

Password authentication is suitable for environments with lower security and higher
usability demands, while SSH key authentication provides stronger security for high
security scenarios. Choose the authentication type that best fits your needs for flexible
device access.

. Security

During password authentication, a password is transmitted over the network, which might
expose passwords to interception. In contrast, the private key in SSH keys is securely
stored and never transmitted over the network, eliminating theft risk and enhancing
session security.

Procedure

Click Maintain > Web Access from the navigation bar, and then you can use either password

or SSH key authentication to access a device.

Password Authentication
To access a device by using password authentication, follow these steps:

1. In the Select Authentication radio box, select Password.

2. Input the following information:

Web Access
Select Authentication (») Password SSH Key

Host * 1514 User Name *  admin Password * sessssss

Port + 22 Session * SSH newTsb () m
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Table 1. Password Parameters

Parameter Description

Host The IP address of the device.

User Name The username to log in to the device.
© NOTEs

« The value is a string with at most 32 characters.

The following characters are supported:
o Lowercase letters including a to z.

o Uppercase letters including A to Z.

o Digits including 0 to 9.

o Special characters (_ - .).

« Usernames cannot start with a special

character (_ - .).

Password The password of the user.

Port The port to establish the session.

Session Select SSH.

New Tab Toggle on or off to open the SSH session in a new

browser tab or not.

3. Click Submit.

SSH Key Authentication

SSH keys consist of a public key and a private key. When you log in to the AmpCon-Campus
UI and access a device through SSH keys, the session between the AmpCon-Campus server
and the device to be accessed is verified through the private key entered in the AmpCon-
Campus UI and the public key stored on the device side.

To access a device by using SSH key authentication, follow these steps:

@ Prerequisites

- On a server (for example, 10.56.xx.xx), run the ssh-keygen command to

generate the SSH keys (including a public key and a private key).

« Put the generated public key in the ~/.ssh/authorized_keys file of the
device to be accessed. You are recommended to use the scp
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command. For example, run the following command on the device side.

sudo scp pica8@10.56.xx.xx:/tmp/id_rsa.pub
/home/key_user/.ssh/authorized_keys

Then, the public key will be copied from the server 10.56.x.x to the
device.

1. In the Select Authentication radio box, select SSH Key.

2. Input the following information:
Web Access
Salect Authentication Password (=) 55H Kay

Host * 514 User Name *  admin L

Passphrase  wews

NewTan (@) m

Port * 22 Session * S5H

Table 2. SSH Key Parameters

Parameter Description

Host The IP address of the device.

User Name The username to log in to the device.

© NOTE
» The value is a string with at most 32 characters.
The following characters are supported:
o Lowercase letters including a to z.
o Uppercase letters including A to Z.
o Digits including 0 to 9.
o Special characters (_ - .).

« Usernames cannot start with a special character (_

- ).

Key The private key generated by using the ssh-keygen
command. Click Upload, find the file where the

private key is saved, and upload it.
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Passphrase

Port
Session

New Tab

3. Click Submit.

Optional. The password used to protect the SSH keys.
You can choose whether to specify a passphrase
when generating the SSH keys.

If you do not specify a passphrase when generating
SSH keys, you must leave this field blank.

The port to establish the session.
Select SSH.

Toggle on or off to open the SSH session in a new

browser tab or not.
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Glossary

This glossary provides terms and definitions used on AmpCon-Campus. If you have
feedback about how the glossary works, or have terms you'd like to see defined, let us know

by adding a comment to this document.
Click one of the following letters to locate the terms and definitions starting with the letter.

ABCDEEGIMNOPRSTUVWZ

Access Switch

The switch that connects devices like computers, printers, and wireless access points to the
rest of the network in an MLAG or IP Clos fabric.

Situated at the network's edge, access switches serve as the entry point for end user
devices to communicate with each other and with the network infrastructure.

Access Point (AP)

The networking device that enables wireless devices (such as smartphones, laptops, and
tablets) to connect to a wired local area network (LAN) or the Internet through Wi-Fi.

It acts as a bridge between wired and wireless networks, allowing wireless devices to

communicate without using physical cables.

Alert

The event indicating a device failure or a performance shift.

Alert Level

The alert severity level. Alert levels include Error, Warning, and Info.
Alert Type

The type of each alert. Alert types include Packet Loss Alert, Resource Usage Alert, Interface
Monitoring Alert, and Optical Module Alert.

Alert Notification

The method to receive real-time email notifications.

AmpCon-Campus License

The authorization license for managing PicOS switches through AmpCon-Campus.

Each AmpCon-Campus license contains Hardware IDs and expiration dates of PicOS
switches to be managed by AmpCon-Campus. The AmpCon-Campus license needs to be

imported to AmpCon-Campus.
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Antenna

The device that transmits or receives wireless signals for wireless data transmission between

devices.
Ansible

The open-source tool to automate configuration management, application deployment, and
task automation.

Ansible Playbook
The simple, declarative language (written in YAML) used to automate your tasks.

You declare the desired state of a local or remote system in your playbook. Ansible ensures

that the system remains in that state.

Ansible Job

The single execution of an Ansible playbook.

AP Overloading

The AP performance issue due to the fact that too many STAs are connected to a single AP.
AP Transmission Power

The energy output level of AP radio frequency. A higher level of AP transmission power

means:

. A larger signal coverage range

. A higher probability of interference from other wireless devices
Address Resolution Protocol (ARP)

The Internet protocol used to map an IP address to a Media Access Control (MAC) address.
It allows hosts and switches to determine the data link layer addresses through the ARP

Request and ARP Response process.
Autonomous System (AS)

A collection of networks that are uniformly controlled by one or more management

authorities and adopt the same routing strategy.
Each AS is assigned a globally unique 16-bit number, known as the Autonomous System

Number (ASN).

B
Basic Service Set Identifier (BSSID)

The unique 48-bit identifier assigned to each Basic Service Set (BSS) in a wireless network.
Typically, the value is derived from the MAC address of the AP.
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Border Gateway Protocol (BGP)

The routing protocol used to connect independent systems on the Internet. It is designed by
the Internet Engineering Task Force (IETF) as a robust, scalable, and well-defined protocol
for exchanging routing information among BGP routers within a single AS (IBGP) or among
different AS (EBGP).

. External Border Gateway Protocol (EBGP): A routing protocol used to exchange routing

information among different AS.

. Internal Border Gateway Protocol (IBGP): A routing protocol used to exchange routing
information within a single AS.

BSS Coloring

The technology used in wireless networks to assign unique identifiers (colors) to different
Basic Service Sets (BSS).

BSS Coloring enables efficient spectrum sharing and interference management within the

same radio band.

C

Captive Portal

The authentication and access control technology forcibly redirecting users to a login page

for wireless network permission management.
Channel

The frequency range allocated within the radio spectrum for transmitting data. Each channel

has its designated center frequency and bandwidth.

By allocating channels reasonably, mutual interference between devices can be reduced,

and network performance can be improved.
Channel Switch Announcement (CSA)

The management frame mechanism through which an AP notifies wireless devices (STAs) to

switch channels. The notification is triggered in scenarios as follows:

« Channel interference or congestion avoidance
. Spectrum optimization (such as co-channel interference management of BSS Coloring)

. Regulatory compliance requirements (such as radar signal avoidance)
Channel Width

The frequency range (such as 80MHz) occupied by wireless signals in the frequency

spectrum.
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It directly affects the data transmission rate, signal coverage range, and anti-interference
capability in a wireless network. A wider channel width means:

. A higher data transmission rate
. A weaker signal penetration
« A smaller signal coverage range

. Higher probability of interference from other wireless devices

Co-Channel Interference

The issue that wireless devices on the same channel interfere with each other.
Collapsed Core Switch

The switch situated in the collapsed core layer where the core and distribution layers are
consolidated into a single unified structure.

Collapsed core switches exist in MLAG fabrics.

Core Switch

The switch that receives traffic from the distribution switches in an IP Clos fabric.

Core switches handle high-speed data transfer, connect different distribution switches, and

ensure fast and reliable connections among devices in different subnets.

D
Database (DB)

A collection of structured data stored in computers and managed through the Database
Management System (DBMS).

AmpCon-Campus stores its data in the AmpCon-Campus database.
Decommission (DECOM)

The method to revoke the PicOS license and configurations from a switch. The

decommissioned switch will not be managed by AmpCon-Campus.
Dynamic Host Configuration Protocol (DHCP)

The network protocol used for automatically assigning IP addresses and related network
configuration parameters.

DHCP Server

The system that dynamically assigns information such as IP addresses, subnet masks,

default gateways, and DNS servers to devices like switches.

DHCP Snooping
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The Layer 2 security function that monitors and controls DHCP traffic on a network. It
inspects DHCP messages and blocks unauthorized DHCP servers from distributing IP
addresses, thereby mitigating potential attacks such as DHCP spoofing or rogue server

activity.
DHCP Relay

The function implemented in Layer 3 switches to forward DHCP messages between DHCP
clients and DHCP servers across different subnets.

Distribution Switch

The switch that receives traffic from access switches and forwards it to core switches in an
IP Clos fabric.

Distribution switches act as intermediaries that aggregate data from multiple access switches

before routing it to core switches.
Dynamic Frequency Selection (DFS)

The technology used in wireless networks to avoid interference with radar systems (such as
military, weather, or satellite radar), enabling spectrum sharing by dynamically detecting and

switching channels.

E
Encrypt Key

The key generated to encrypt sensitive data in the AmpCon-Campus database. Then, plain

text like password and sensitive TACACS+ keys is not shown in the AmpCon-Campus UL
Ethernet Virtual Private Network (EVPN)
The next-generation VPN solution that introduces a control plane to better control the MAC

address learning process.

F

Fabric

The logistic representation of an actual physical network. You can deploy a physical network
by designing a fabric.

FSOS Switch

The switch with FSOS installed.

G
Global User
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The AmpCon-Campus user that is not limited to any switch group. A global user can manage
all PicOS switches.

Group User
The AmpCon-Campus user that can manage PicOS switches in one or multiple switch

groups.

I

Intermittent Connectivity

The issue that the wireless network is unstable, often caused by co-channel interference or
improper AP configurations.

IP Clos Fabric

The architecture that provides a scalable and flexible solution for interconnecting multiple
switches in a hierarchical manner, allowing efficient utilization of network resources and
simplified routing.

AmpCon-Campus supports the 5-stage IP Clos fabric architecture. This architecture

contains the access layer, distribution layer, and core layer.

M
Media Access Control (MAC) Address

The physical address that uniquely identifies a network device on a local area network (LAN).
Management Frame Protection (MFP)
The security technology used to add signing or encryption to 802.11 management frames.

MFP can help to prevent forgery, tampering, and replay attacks, thereby mitigating common

wireless Denial of Service (DoS) and disconnection vulnerabilities.
MD?5 File

The file used to verify the completeness of another file. For example, a PicOS image MD5 file

is used to verify the completeness of the related PicOS image file.

Mgmt IP

The management IP address of the switch. Mgmt IP is used to connect to AmpCon-Campus.
Multi-Chassis Link Aggregation (MLAG)

The technology used to implement link aggregation among multiple devices.

AmpCon-Campus supports using MLAG on leaf switches. Two leaf switches set up an MLAG
through peer links.

MLAG Fabric
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The two-layer (collapsed core layer and access layer) MLAG fabric architecture, which is
scalable to a certain extent and is applicable to small or mid-size campus networking.

Modulation and Coding Scheme (MCS)

The core technology used to dynamically adapt to channel conditions by defining the
combination of parameters like modulation schemes, coding rates, and the number of spatial

streams.
MCS is used to optimize the data transmission rate and reliability in a wireless network.
Multihoming

The technology used to implement multi-path access by connecting a device to multiple leaf
switches without link aggregation.

Multiple Pre-Shared Keys (MPSK)
The technology used to assign different Pre-Shared Keys (PSKs) to different users or devices

in a wireless network, enhancing wireless security and management flexibility.

N

Network Access Control (NAC)

The security solution that ensures only authorized devices and users can access a network.
AmpCon-Campus supports the following NAC authentication methods:

. 802.1X authentication offers a high level of security, but it requires the installation of an
802X client on the end-user devices, making network deployment less flexible.

. The MAC authentication method in NAC does not require client installation, but it
necessitates registering MAC addresses on the authentication server, which complicates
management.

Noise

The unwanted electrical signals that interfere with the transmission and reception of wireless

communication signals.

It is a key factor that affects the quality and reliability of wireless communication.
Notification Rule

The rule that AmpCon-Campus uses for sending alert email notifications.

In a notification rule, specify alert types, alert levels, and fabrics to be monitored. Then, you

will receive email notifications when these specified conditions are met.
Notification History

The historical alert notifications sent in the last 30 days.
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One-Click Network Optimization

The function used to rapidly optimize wireless network performance, simplifying optimization
processes and reducing operational complexity.

Open Shortest Path First (OSPF)

The dynamic interior gateway protocol that uses link-state information to build and maintain a

complete and consistent map of the network topology within an AS.

It employs the Dijkstra algorithm to calculate the shortest path tree from each router to all the

other routers in the AS, based on which routing tables are built.

Optical Module

The network device used for optoelectronic conversion in high-speed communication.

. At the transmitting end, optical modules convert electrical signals into optical signals for

transmission through optical fiber.

. At the receiving end, optical modules re-convert the optical signals back into electrical

signals.
Overlay Network

A virtual network built on top of the underlay network. It allows for the creation of logical,
software-based networks that can span the entire physical network. This abstraction layer
simplifies the management of network resources and services and allows for greater
flexibility and scalability.

The underlay network refers to the physical infrastructure and protocols that make data
transmission possible. In contrast, the overlay network is a virtual, software-defined layer
that sits on top of the underlay network, allowing for advanced network functionalities and
easier management.

Overlay Data Plane

Manages creation, maintenance, and tear-down of overlay networks, which are virtual

networks built on top of an underlying physical network (underlay network).

The control plane ensures efficient communication between endpoints, handles network
virtualization, and supports advanced features like multi-tenancy, workload mobility, and

scalability.
Overlay Network Control Plane

Responsible for actual forwarding of traffic within an overlay network, including packet
encapsulation, packet decapsulation, traffic forwarding, secure transmission of data,

prioritizing certain types of traffic by using QoS policies, and distributing traffic across
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multiple paths in the underlay network by using mechanisms like Equal-Cost Multi-Path
(ECMP).

P
Parking Lot

The panel containing all the PicOS switches in Parking status.

If you provision a PicOS switch without adding a switch configuration beforehand, the switch

will be in Parking status and listed in the parking lot.
PicOS License

The authorization license for using functions of PicOS.
PicOS Switch

The switch with PicOS installed.

Power over Ethernet (PoE) Device

The technology that provides both data connection and electric power to devices such

as wireless access points and IP cameras.

PoE devices are the systems that can pass electric power along with data on twisted pair
Ethernet cabling.

R
Received Signal Strength Indicator (RSSI)

The parameter to evaluate the strength of wireless signals. The RSSI value reflects the

quality of wireless connections.
Remote Authentication Dial-In User Service (RADIUS)

The network protocol used to provide centralized Authentication, Authorization, and

Accounting (AAA) services for users to access network resources.
Radio Band

The frequency range allocated within radio waves for wireless communication. Different radio
bands differ in wavelength, penetration, and transmission distances and are used for different

network scenarios. The following radio bands are supported by AmpCon-Campus:

« 2.4GHz Radio Band: Covers radio waves from 2.400 GHz to 2.4835 GHz (the exact range
varies by region). The 2.4GHz radio band provides extensive coverage but is susceptible

to interference from other electronic devices.

- 5GHz Radio Band: Covers radio waves from 5.170 GHz to 5.850 GHz (the exact range
varies by region). The 5GHz radio band is fast in transmission speeds but weak in signal
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penetration.

. 6GHz Radio Band: Covers radio waves from 5.925 GHz to 7125 GHz (the exact range
varies by region). The 6GHz radio band combines the advantages of wide coverage and
large transmission capacity. It provides faster transmission speeds and lower latency and
resolves connectivity and congestion issues, meeting the demands of high-performance

gaming and high-definition multimedia.
Radio Frequency (RF)

The high frequency alternating electromagnetic waves with a frequency range of 30 kHz to
300 GHz.

RF is used to transmit digital signals by modulating the amplitude, frequency, or phase of

carrier waveforms.
Return Merchandise Authorization (RMA)
The method to replace a switch with another switch of the same switch model.

When the hardware of a switch fails and is replaced with a new switch, you can RMA to take
the configurations from the failed switch, install or upgrade PicOS, update the serial number
of the new switch, and push the configurations to the new switch to seamlessly manage it

with AmpCon-Campus.
Roaming

The technology that allows wireless devices to automatically switch the network connection

from one AP to another, while maintaining an uninterrupted connection.
Route
The path that network traffic takes from the source to the destination. Routes can change

dynamically.

S
Service Set Identifier (SSID)

The logical name of a wireless network. SSIDs serve as critical identifiers to distinguish

different wireless networks.
Signal-to-Noise Ratio (SNR)

The ratio of the useful signal power to the background noise power. The SNR value reflects

the quality of wireless communication.

A higher SNR value indicates that the useful signal is stronger than the noise, resulting in

more reliable data transmission and a lower Bit Error Rate (BER).

Simple Network Management Protocol (SNMP)
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The application-layer protocol used for managing and monitoring network devices.

SNMP in AmpCon-Campus is mainly used to monitor the status, metrics, and other statistics
of FSOS switches for performance analysis and fault diagnosis. The following concepts are
used in SNMP:

. Network Management System (NMS): A combination of hardware (devices) and software
(the SNMP manager). The SNMP manager monitors and administers a network by polling
the devices on your network for information about network connectivity, activity, and
events.

- SNMP manager: An application to collect and process information from SNMP agents. The
SNMP manager sends requests (such as requests of retrieving device status) to SNMP
agents and receives responses.

- Managed device: The device on a network managed by the NMS. Routers and switches
are common examples of managed devices.

. SNMP agent: An SNMP process that resides on a managed device, responsible for
collecting local device information and exposing it to the SNMP manager. The SNMP agent
responds to requests from the SNMP manager and provides operational status,
performance metrics, configuration data, and other device-specific information to the
SNMP manager.

. Management Information Base (MIB): A hierarchical database that defines the data sets
and object types exchanged between the SNMP manager and SNMP agents. Each
managed device maintains its specific MIB, which contains detailed information about the
device and its services. The SNMP manager uses MIB identifiers (OIDs) to retrieve and
manage the information.

« SNMP item: The fundamental unit in NMS to define individual monitoring metrics. The

SNMP manager uses OIDs to retrieve each item value on managed devices.
Site
The site to which PicOS switches and APs belong.
Switch Group
The group to which PicOS switches belong.
Simple Mail Transfer Protocol (SMTP)

The TCP/IP protocol used to send and receive emails. SMTP specifies how two systems
work with each other to transmit and receive emails and defines the formats of messages

that are exchanged.

SMTP Server

653



The specialized application responsible for sending, relaying, and routing email messages

between senders and recipients over the Internet or a network.
SSH Session

The secure, encrypted connection established between a client and a server for remote

login, command execution, or file transfer.
SSH keys
The key pair (include a public key and a private key) used for establishing SSH sessions.

When you log in to the AmpCon-Campus UI and access a device through SSH keys, the
session between the AmpCon-Campus server and the device to be accessed is verified
through the private key entered in the AmpCon-Campus UI and the public key stored on the
device side.

Station (STA)

The device connected to a wireless network through a wireless network card or built-in Wi-Fi
module. The STA might be a laptop, smartphone, tablet, smart-home device, or others.

In a wireless network, an STA acts as a client, establishing a connection with an AP for

network access.
802.11 Standards

A set of wireless networking communication standards established by IEEE. It covers
multiple versions, such as 802.11a, 802.11b, 802.11g, 802.11n, 802.1ac, 802.11ax, 802.11k,
802.11r, and 802.11v.

802.11 standards provide the foundation for interoperability in wireless networks.
Subnet Mask

The binary pattern used by the IP protocol to determine the destination network segment of

packets.
Syslog Server

The centralized system that collects, stores, and manages system log messages generated

by network devices, servers, and applications through the Syslog protocol.

T

Terminal Access Controller Access-Control System Plus (TACACS+)

The enhanced security protocol that provides centralized Authentication, Authorization, and

Accounting services.

In addition to using local AmpCon-Campus users (global users or group users), you can also

enable the TACACS+ integration to manage user access.
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Telemetry

The technology to automatically collect real-time or historical metric data from managed

switches.
Terminal

The terminal device connected to a wired network or wireless network. Terminals might be a

laptop, smartphone, tablet, smart-home device, or others.
Terminal Identification

The technology used to automatically identify terminal devices connected to each managed

switch, enabling accurate detection and management of terminal devices in the network.
Topology

The network arrangement formed by switch connections on a local area network (LAN) or

among multiple LANSs.
You can visualize your switches in all locations and drill down into an individual switch, right

to the port level, to check port stats and overall health of the switch.

U
Universal Access Method (UAM)

The web-browser-based access method. Users can connect to a wireless network after they

access specific web pages to complete authentication.
Underlay Network

The physical infrastructure (routers, switches, cabling) that transports the actual network
traffic.

It is the foundational layer of your network that includes all the hardware and protocols
needed for data transmission.

User Interface (UI)
The interaction interface between users and a digital product.
A Ul includes all the visual and interactive elements that users see and interact with, such as

buttons, icons, menus, and layouts.

V
Virtual Extensible Local Area Network (VXLAN)

The overlay network virtualization technology that enables the creation of virtual Layer 2
networks across Layer 3 network boundaries by encapsulating Layer 2 frames within Layer 3
UDP packets.
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VXLAN extends the traditional VLAN technology, addresses the limitations of VLANS, such as
the 4096-network limit, and meets the needs of large-scale, virtualized campus networks
with multi-tenant capabilities.

Virtual Routing and Forwarding (VRF)

The technology that allows multiple instances of a routing table to coexist within the same

router at the same time.

It enables logical isolation between different networks on the same physical device. By using

VRF, different instances can use the same IP address without conflicts.

VPN IP

The IP address of the VPN tunnel established between the switch and AmpCon-Campus.
The following icons are used to indicate the tunnel status:

« v: The VPN tunnel between the switch and AmpCon-Campus is available.

« X: The VPN tunnel between the switch and AmpCon-Campus is unavailable.

w
WAN Device

The device that connects local networks (LANs) to wide area networks (WANs), enabling
communication over large geographical distances.

Wireless Fidelity (Wi-Fi)

The wireless Local Area Network (LAN) technology based on the IEEE 80211 standard.
Wi-Fi enables network access and data transmission between devices through radio waves.
WIFI Steering

The technology that guides STAs to connect to a more suitable radio band through intelligent

algorithms, optimizing network load and performance.

Wireless NIC

The hardware component that enables an STA to connect to a wireless network.

It receives and transmits radio wave signals through antennas, enabling data transmission

between the STA and wireless network.

Z
Zero Touch Provisioning (ZTP)

The technology for automated deployment and configuration of network devices. AmpCon-
Campus supports using ZTP to deploy PicOS switches and access points (APs).
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